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Offshore infrastructures, including wind farms and subsea data and power cables, are expanding rapidly. These
infrastructures face increasing threats from hybrid attacks by drones and vessels, as well as marine accidents.
To support the evaluation of the vulnerability of offshore assets, we develop a model for maritime infrastructure
protection analysis. The model seeks to determine the probability that a defender can intervene fast enough to prevent
an attack against an offshore asset such as an infrastructure by regarding various parameters. For the computation,
a Monte Carlo simulation is employed, enabling the exploration of diverse settings and conditions and producing
an overall security assessment based on specific yet adjustable probability distributions to capture uncertainties that
are inherent in maritime security analysis. We illustrate the model by analyzing the protection level of an offshore
wind farm off the German coast, incorporating varying capability distributions for attackers and defenders. Results
indicate that the model generates methodologically sound estimates of offshore protection levels and to identify and
calculate factors that can enhance protection effectiveness, such as expanding the detection range, reducing reaction
times, deploying faster intervention units, or stationing them closer to offshore assets. Finally, we discuss the major
strengths and limitations of the model compared to other approaches and propose avenues for future research in
maritime security analysis.
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1. Introduction

Maritime infrastructures such as offshore wind
parks and data and electricity cables are ex-
panding rapidly and play an important role in
sustaining modern societies. However, these in-
frastructures are also increasingly threatened by
safety and security incidents with potentially dis-
astrous consequences. These threats are amplified
by geopolitical competition and growing maritime
traffic near critical offshore communication and
energy infrastructures. There is thus a growing
need to protect maritime and offshore infrastruc-
tures.

Threats to offshore infrastructures include
drones recently sighted near maritime ports and
major coastal airports, sabotage of subsea in-
frastructures such as pipelines and cables and
the growing number of vessels that deactivate
their Automatic Identification System to evade
sanctions and conduct espionage activities. There
are also significant safety risk at sea, especially
in areas with dense marine traffic (Tecklenburg

et al., 2025). For example, in April 2023 the
cargo vessel PETRA L collided with the wind park
Gode Wind 1 in the German North Sea. The vessel
was sailing on autopilot kilometers off course, yet
neither the wind farm operators nor traffic author-
ities noticed the vessel as it approached the wind
farm. For the detailed survey of the incident see
(Bundesstelle für Seeunfalluntersuchung, 2025).

Yet protecting maritime infrastructures against
such threats is a major challenge. The vastness
of the sea does not allow for complete monitor-
ing and a permanent presence of security forces
near infrastructures as indicated in (Skobiej et al.,
2024). Moreover, though offshore barriers exist
- such as floating barriers that prevent vessels
from moving into restricted areas, see e.g. (Knysh
et al., 2021) - these are rarely deployed to protect
offshore infrastructures such as wind farms and
converter platforms.

We develop a model for maritime infrastructure
protection analysis. The model seeks to determine
the probability that a defender can intervene fast
enough to prevent an attack against an offshore
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asset such as an infrastructure. The model helps
analysts to assess the vulnerability of exposed
offshore assets.

In this model we do not consider physical barri-
ers concretely, but they are implicit included since
they slow down the potential threat and thus the
average velocity is just lower which is considered
in the regarded scenario. This has the advantage
that it is not necessary to o specify which barriers
are considered or the barrier’s effectiveness in
preventing or delaying an attack.

In (Lichte et al., 2021) the influence of uncer-
tainties on the vulnerability of security systems
is studied. Since the impact of uncertainties is
crucial, they propose a model to cope with them.
Moreover, their model is feasible for terrestrial
infrastructures but due to the lack of physical bar-
riers with attached sensors, it is not directly appli-
cable to offshore infrastructures. Nevertheless, we
also include uncertainties, but we do this through
multiple simulations with variance in the variables
to capture as many different scenarios as possible.

This paper aims at contributing to filling a
critical gap in physical security analysis. A large
literature exist that develops quantitative methods
to evaluate physical security and protection levels
for terrestrial infrastructures such as electricity
and nuclear power plants (Loveček et al., 2021;
Cheikh El Wely and Chetaine, 2021). However,
very few efforts have been made to develop such a
model in the maritime context and to assess and
quantify the security of offshore assets such as
wind farms and pipelines (Niemi et al., 2025; Hara
and Sagara, 2025). This research thus provides
new insights into an understudied area of security
research.

The paper is structured as follows. We start with
the statement of our main research question and
a description of our model. To underline the ap-
plicability of our model, we compute an example
and present the results. The conclusion highlights
the paper’s main findings and includes an outlook
with further research questions and extensions of
our approach.

2. Evaluating Security Threats and
Protection Systems

There are different approaches to evaluate security
threats and protections systems that lead to results
of different types.

On the one hand, the evaluation can be based on
expert driven methods like Bayesian-Networks,
see e.g. (Ramı́rez-Agudelo et al., 2021) and (Iaiani
et al., 2023) or adversary sequence diagrams as
used in (Iaiani et al., 2022).

On the other hand, however, security evaluation
can also be made with quantitative approaches.
Such methods enable us to measure and quantify
protection levels or the effectiveness of a pro-
tection systems using mathematical models and
simulations to produce probabilities. For example
there are different approaches of risk analysis as
in (Martz and Johnson, 1987) and (McGill et al.,
2007).

As pointed out before, most of these approaches
are used for terrestrial infrastructures. However,
since there are major differences to offshore in-
frastructures, existing models cannot directly be
used. For example, one major difference between
offshore and onshore protection models is the
distances involved. Distances at sea, especially
for offshore wind farms or underwater cables and
pipelines located far off the coast, are much larger
than on land, so that security forces need more
time to intervene and stop an attack. Moreover, as
indicated before, barrier systems are rarely used to
protect maritime infrastructures such as offshore
converter platforms (Tecklenburg et al., 2025).

3. The Model

The main research question that is considered to
be answered with the model is:

What is the probability that an inter-
vention unit reaches an offshore infras-
tructure earlier than a detected possible
threat, depending on the distance of de-
tection?

In this section we describe first the basic setup and
then the computations that lead to the answer of
this question.
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3.1. Basic Setup

The aim is to compute the probability whether
an intervention could be in time depending on
the distance in which a threat vessel is detected,
which can be done using any sensor technology
such as radar or optical cameras, and identified
as a potential threat. In the following we will
call this vessel detected threat vessel. We do not
consider how this vessel is detected and why it is
classified as a potential threat. We define being in
time as reaching the infrastructure earlier than the
detected threat vessel. A scenario is successful if
the intervention unit reaches the infrastructure in
time. To include uncertainties and cover different
scenarios we do a Monte Carlo simulation. More
precisely, for fixed n ∈ N we do n simulations
for each distance of detection and use the results
to compute the probability the research question
asks for.

The model describes a simplified attack sce-
nario and does not include parameters such as
specific sensors, vessel types, how a threat is iden-
tified and whether an intervention unit is capable
of disrupting an attack. Instead, it focuses on key
parameters in attack scenarios to determine the
probability that an attack can be disrupted, thus
helping to evaluate important attack vulnerabili-
ties.

3.2. Computations

For the computations Python 3.10.12 and NumPy
2.2.6 are used, additionally Matplotlib 3.10 is used
to plot the results and distributions.

The core parameters, which are considered to
be variable, are the velocity of the detected threat
vessel, the velocity of the intervention unit and
the distance between the intervention unit and
the threat vessel. Further, for each of these core
parameters a distribution is chosen in such a way
that it represents the reality best. In particular,
using a distribution for each core parameter lets
us consider different weather conditions that influ-
ence the velocity and uncertainties that influence
the intervention distance without knowing every
possible combination of parameters. For each of
these core parameters n samples are picked using
the functionality NumPy provides. Then we have a

collection of velocities for the detected threat ves-
sel vV , a list of the velocities for the intervention
vI and a list of the distance of the intervention dI .
For each i ∈ {1, . . . , n} a scenario is defined to
consist of three numbers: (1) the velocity of the
detected threat vessel vV [i], (2) the velocity of the
intervention vI [i] and (3) the intervention distance
dI [i].

These numbers describe the scenario and deter-
mine how it proceeds. For each i ∈ {1, . . . , n} the
time the intervention needs is computed by

tI [i] = dI [i]/vI [i]. (1)

To obtain the probability that an intervention is
successful, the following computations are done
for each detection distance ddet. For each i ∈
{1, . . . , n} the time the detected threat vessel
needs is computed by

tV (ddet)[i] = ddet/vV [i]. (2)

To compare the times of the intervention and the
detected threat vessel the following set

S(ddet)

= {i ∈ {1, . . . , n} | tV (ddet)[i] > tI [i]} . (3)

is considered. The cardinality #S(ddet) is the
number of samples, in which the intervention
reaches the infrastructure faster than the detected
threat vessel. With this number the percentage of
successful scenarios is computed as

p(ddet) =
#S(ddet)

n
. (4)

Hence we obtain the probability p(ddet) that the
intervention reaches the infrastructure in time de-
pending on the distance of detection ddet.

4. Application Of The Model

To illustrate the model, we apply it to the offshore
wind park Deutsche Bucht in the German North
Sea. We start by describing the general setting,
continue with the scenario and the assumptions we
make and conclude with the results we obtain.

4.1. Setup

The designated shipping lane and traffic separa-
tion scheme German Bright Western Approach is
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Fig. 1. The wind park Deutsche Bucht is marked with the location symbol. The ports and airports are marked
with the vessel and helicopter symbols, respectively. The designated shipping lane is labeled. The map is from
openseamap.org.

roughly between 10 and 30 km away from the
borders of the wind park Deutsche Bucht.

For the intervention, two cases are considered.
In the first case, the intervention is carried out
by a vessel moored in one of the ports of Em-
den, Norden and Borkum, which are located 145
km, 115 km and 100 km from the wind park,
respectively. In the second case the intervention
is done with a helicopter stationed at either of the
airports of Norden and Sankt Peter-Ording, which
are located at a distance of roughly 120 km and
190 km, respectively, from the wind park. For a
visualization of the general setting see Fig. 1.

4.1.1. Scenario

Assume that a vessel that passes near the wind
park on the designated shipping lane suddenly
changes its course and turns towards the wind
park. The question is, thus, with which probability
is an intervention unit earlier at the wind park than

the detected threat vessel?

4.1.2. Assumptions

Since the designated shipping lane is located be-
tween 10 and 30 km away from the wind park,
we consider detection distances from 10 to 40 km
with steps of 500 m. Because of this assumption,
we capture the width of the shipping lane and a
certain range nearby.

We assume the speed of the detected threat ves-
sel to be triangularly distributed with a minimum
of 10 knots, a maximum of 50 knots and a peak at
20 knots. For a million samples see Fig. 2 for the
distribution of the velocity. With such a distribu-
tion we cover various different vessels, including
smaller speed boats and large cargo vessels and
tankers. This distribution can also capture differ-
ent conditions that influence the velocity of a ves-
sel, e.g. different weather conditions and course
changes due to obstacles such as other ships that
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might affect the velocity of the threat vessel.

Fig. 2. Distribution of the velocity of the detected
threat vessel.

For the intervention with a vessel, we assume
that it is stationed at either of the ports, that means
the distance of the vessel to the wind park is the
distance of the port to the wind park. Moreover,
we assume that in most cases the vessel departs
from the nearest port. But to include cases in
which the intervention vessel from a port closer
to the wind farm is not available, we also regard
scenarios where the vessel departs from one of the
ports that are further away. Hence, the probability
decreases while the distance increases. For a visu-
alization of the distribution of a million samples
for the distance of the intervention see Fig. 3.
The inspiration for the velocity are the vessels

Fig. 3. Distribution of the distance of the intervention
vessel.

of the federal police of Germany as described in
(Bundespolizei, 2025). Hence we use a triangular

distribution with minimum of 10 knots, maximum
of 43 knots and the peak at 22 knots. For a
visualization of the distribution of the samples for
the velocity of the intervention see Fig. 4.

Fig. 4. Distribution of the velocity of the intervention
vessel.

For the intervention with a helicopter, we as-
sume that the helicopter is stationed at either of the
airports mentioned above. We also assume, that in
most cases the nearest helicopter is deployed to
stop the attack. Additionally, we consider cases
in which the helicopter from the airport that is
farthest away is deployed. For a distribution of
a million samples of the distance see Fig. 5. The

Fig. 5. Distribution of the distance of the intervention
helicopter.

velocity of the helicopter is also triangularly dis-
tributed with a minimum 50 knots, a maximum of
175 knots and a peak at 130 knots. The inspiration
for these numbers are the helicopters from the
German navy as described at (Bundeswehr, 2025).
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A visualization of the velocity is pictured in Fig. 6.

Fig. 6. Distribution of the velocity of the intervention
helicopter.

For a summary of the assumptions on the veloc-
ities see Table 1.

Table 1. Summary of the velocities in the example.

velocity (in knots)
min max peak

detected threat vessel 10 50 20
intervention vessel 10 43 22
intervention helicopter 50 175 130

4.2. Results

For the comparison of the probabilities whether
the intervention will be in time depending on the
used transportation unit see Fig. 7. The results
show that only the intervention with a helicopter
has a realistic chance to be in time to intercept the
threat vessel.

If the vessel is detected at a distance of less or
equal 25 km - which is a realistic radar detection
distance - the intervention with a vessel has no
chance to be in time at the wind park. Starting at a
detection distance of 25.5 km, the chances start to
grow slowly, but only reach a probability of 0.62%
at a detection distance of 40 km.

The probability for the intervention with a heli-
copter has a higher chance to be successful. Even
at a detection distance of only ten kilometers, the

probability is not zero and at a detection distance
of 17 km there is a probability of more than
10% that the intervention is in time. Moreover,
at a detection distance of 29.5 km, the probability
reaches more than 50% and at a detection distance
of 40 km there is a probability of 75% that the
intervention will be in time.

All in all, an intervention with a vessel that is
stationed in a port only has a very low probability
to be in time and reach the wind park before a
detected threat vessel or boat. Hence, for a suc-
cessful intervention either a helicopter is neces-
sary or an intervention vessel that is very close to
the wind park patrolling at a reasonable distance.
Additionally, a lot of effort is needed to be able to
detect a vessel and identify it as a potential threat
so far away from an offshore wind park.In short,
the results clearly indicate the challenges of en-
suring timely intervention to intercept threats and
secure offshore infrastructures. These challenges
are likely to increase, as offshore wind farms lo-
cated far off coastal ports are proliferating.

The results also contain key lessons for secu-
rity practitioners and policymakers. They provide
further evidence for the need to develop new se-
curity concepts for offshore infrastructure protec-
tion. This not only includes the need for more
helicopters and aircraft, but also to use forward
deployed drones and other unmanned platforms
as additional intervention capabilities. Moreover,
the distribution of intervention assets requires op-
timization to reduce intervention times and ensure
intervention coverage of large maritime spaces.
Additionally, further investments are required to
enhance maritime surveillance capabilities around
offshore infrastructures and to increase the abil-
ity of security agencies to detect potential threats
before they approach a vulnerably offshore asset,
thus enhancing the chances that they can intercept
the threat. Finally, the paper shows that interven-
tion capabilities need to be included in security
analysis and physical protection systems for off-
shore infrastructures. Offshore security concepts
for wind farms and other critical maritime in-
frastructures need to be based on integrated ap-
proaches that calculate security-levels based on
detection and intervention times.
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Fig. 7. The probabilities that the intervention is in time comparing the intervention with a vessel (marked with x)
and a helicopter (marked with the diamond).

5. Outlook

This work provides a probabilistic model to assess
and measure offshore infrastructure vulnerabili-
ties in general and beyond specific attack sce-
narios. It cannot only be applied to vessels and
swimming objects, but also to other obstacles like
aerial vessels. The model is particularly relevant
for offshore applications, since hybrid attacks in-
volving different types of platforms become more
important.

In contrast to (Zou et al., 2017) we do not eval-
uate a concrete security system and its effective-
ness. Instead, we only consider a basic geographic
setting to estimate the probability of the success of
an attack. One possible extension of the model is
to include the effectiveness of a protection system
in our calculations so as to increase the accuracy
of the derived probabilities. Including this to the
model could lead to an approach for the compari-
son of different protection systems.

Moreover, it is possible to adapt the model to
a concrete situation and additionally, to include

real data for all the assumed data. This leads then
to more precise probabilities for the considered
scenario.

On top of that, another option is to integrate
decision models, for example optimization-based
approaches, to support the allocation of interven-
tion units in offshore scenarios. In particular, this
is relevant in situations with multiple intervention
units and probably multiple adversaries. After the
model provides an estimation of the likeliness that
an intervention unit will arrive in time, the deci-
sion models can be used to optimize the decision
which intervention unit should be deployed and
how it should be deployed.
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