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With unprecedented computational capabilities, quantum computers pose a threat to IT security. Just
like other domains, the railway domain is increasingly digitalized. Safety and efficiency are at stake.
Quantum Key Distribution (QKD) is one approach to increase security in the post-quantum era. We
identify 10 use cases for QKD in railway systems, involving interlockings, radio block centers, location
cases, on-board units, infrastructure monitoring, dispatchers, drivers, conductors, platform supervisors,
and remote operators. We characterize the use cases based on estimated demands for key exchange,
confidentiality, integrity, availability, safety, and latency. Following the standard ETSI GS QKD 014,
we consider integrations into the Transport Layer Security (TLS) protocol, which is also commonly used
in railway applications. Especially for 5 use cases, we see a need for further research due to the mobility
of communication endpoints, which may not even be capable of exchanging QKD keys directly.

Keywords: Railway, QKD, Command and Control Signalling (CCS), EULYNX, European Train Control
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1. Introduction The railway system is transforming into an
increasingly digital system. An overview of
the communication endpoints is shown in Fig-
ure 1. The foremost goal is to keep the system
safe, i.e., to manage risks. In a digital system,
where attackers can manipulate communica-
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Figure 1. There are many potential use cases for
QKD in railways. Some involve mobile endpoints. a. https://osm.hpi.de/squirrl/
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where post-quantum security will be required
in the future. The represented use cases are
categorized according to their characteristics.

1.1. Background

Quantum key distribution (QKD) enables the
secure exchange of cryptographic keys based
on the principles of quantum mechanics. Ad-
vances in quantum optics and optical commu-
nication technology have facilitated the prac-
tical implementation of QKD systems (El-
boukhari, Azizi, and Azizi 2009). To enable
the distribution of quantum-mechanically se-
cure keys, Quantum Key Distribution Net-
(QKDNs) are required. Typical
QKDNs rely on trusted nodes that serve as

works

secure intermediate stations for key forward-
ing and storage. ETSI GS QKD 014 describes
a lean, interoperable REST API for QKDNs
that applications can use to securely retrieve
cryptographic key material. Communication
takes place via HTTPS with JSON between
the Secure Application Entity (SAE) and Key
Management Entity (KME) with mutual au-
thentication. The standard promotes cross-
vendor interoperability and a practical ecosys-
tem for QKD applications.

1.2. Related Work

Apart from railway use cases, the SQuIRRL
project also explores mobile use cases from
the automotive and aviation domains. For the
automotive domain (Ullrich et al. 2025), the
use cases encompass encrypted data exchange
between cars and charging stations. In this
use case, the vehicle is not moving. The
data to be secured includes, e.g., payment
information. A second use case addresses soft-
ware updates from Original Equipment Man-
ufacturers (OEMs) for the Electronic Control
Units (ECUs) in the cars.
of this use case is the chain of trust between

A characteristic

a QKD endpoint and the actual application-
layer communication endpoint. The aviation
domain (Dautel, Lehmann, and Isidory 2025)
also outlines two use cases. One use case is the
integration of encryption via Transport Layer
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Security (TLS) into on-board avionics, adher-
ing to an ARINC 2025 architecture. The other
use case includes loading keys via QKD while
on the ground and using the keys for air-to-
ground communication via the Aeronautical
Telecommunication Network (ATN). We focus
on works relating to use cases with mobile
endpoints.

A recent article (Aquina et al. 2025) con-
tributes a comprehensive survey of real-world
QKD use cases from academia and industry.
Where sufficient information is available, the
authors provide security evaluations that fo-
cus on comparison to post-quantum cryptog-
raphy. Among the 14 sufficiently described use
cases, there is a single case in which at least
one communication endpoint is mobile. The
online news release® describes an autonomous
car being loaded with QKD keys using a
fiber-optic cable. Subsequently, the keys were
used for cryptography on a cellular connec-
Since the article mentions telemetry
and software updates, it can be assumed that
the QKD-secured communication was used for
these cases.

tion.

Tian et al. 2024 demonstrate a drone-
based QKD system. The optical link is es-
tablished free-field between a ground station
and an airborne station carried by a drone.
Both stations also establish a classical wire-
less channel non-QKD communication. The
authors focused on the challenges of physical
size, weight, and performance of the QKD
hardware and the Acquisition, Pointing, and
Tracking (APT) systems. A less intuitive
achievement is a scheme for transmitting the
polarization state. However, whether the key
exchange rate would be sufficient for securing
the drones’ communication with the base sta-
tion is not explicitly discussed. Additionally,
free-field QKD and Unmanned Aerial Vehicles
(UAVs) are outside the scope of the SQuIRRL

b. https://robotics.innopolis.univer-
sity /news/universitet-innopolis-vnedril-v-
bespilotniki-sistemu-kvantovogo-raspredeleniya-
klyuchej-dlya-zashhity-ih-ot-vzloma/
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project.

The work presented in Al-Mohammed et
al. 2021 features a use case similar to our IXL-
LC use case. The authors envision railway
trackside infrastructure monitoring using In-
ternet of Things (IoT) devices.

the typically resource-constrained hardware,

Because of

computationally intensive tasks are performed
on regional IoT controllers. These gateways
are connected to a fiber-optical network, as
often found along railway tracks. The QKD is
intended to occur between the gateways and a
remote server. The authors’ focus is on the
role of algorithms in detecting attackers in
QKD. The focal point of the authors is the
contribution of algorithms to detect the pres-
ence of attackers during QKD. Although the
scenario described is in the railway context,
the communication endpoints are stationary.
We further do not expect the communication
endpoints to be notably resource-constrained.
Last but not least, we prefer to avoid transmit-
ting QKD key material over post-quantum-
insecure wireless links.

The use case presented in Nieto-Chaupis
2014 also considers mobile communication
endpoints. The authors’ main concern is
uninterrupted QKD-secured communication
between a client and multiple application
servers.  Although the use case considers
a mobile communication endpoint, the ac-
tual QKD-secured communication happens
between stationary communication endpoints
only. Alike networking perspectives on QKD
use cases can be found manifold in litera-
ture. For example, Mehic et al. 2020 examine
network organization, routing, signaling, and
simulation aspects.

2. Railway QKD Use Cases

The industry is working toward a command-
and-control system with less trackside equip-
ment, such as signals. Additionally, remote
or automatic train operation (RTO/ATO) will
mitigate worker scarcity. However, the sys-
tems require secure digital communication.

2.1. Signalling and Interlocking
Technology Use Cases

Interlocking - Interlocking (IXL-IXL)
Communication between adjacent interlocking
systems serves the fundamental function of
coordinating train movements across inter-
locking boundaries, ensuring safe and efficient
route and line block operations. According
to the FULYNX specification, an interlock-
ing connection enables the electronic inter-
locking subsystem to send commands, process
commands received from the adjacent sys-
tem, transmit current statuses, and process
statuses received from the neighbor system
(EULYNX Consortium 2022, EuDoc7).

The FULYNX standard, the SCI-ILS inter-
face provides a unified, standardized method
for communication between adjacent inter-
lockings. SCI-ILS uses Ethernet-based con-
nections and the RaSTA protocol to securely
transmit commands and status information,
supporting both legacy interlockings via ILS
adapters and new FULYNX-compliant sys-
tems. By standardizing the interface, SCI-ILS
facilitates interoperability between different
vendors and technologies while maintaining
the essential functions of line block and route
operation across interlocking boundaries (Lu-
cas, Rothkehl, and Oetting 2023; FULYNX
Consortium 2022, EuDocT7).

Interlocking - Location case (IXL-LC)
An interlocking communicates with the object
controllers in its interlocking area. Object
controllers control field elements, such as sig-
nals, points, and level crossings, to ensure the
safe operation of trains. The communication
protocol between the object controller and
the interlocking is the Rail Safe Transport
Application (RaSTA), a UDP-based protocol
that provides redundancy and real-time capa-
bilities. As the RaSTA protocol does not offer
security, future implementations as described
by FEULYNX, will wrap RaSTA messages into
TLS.

The main security goal is authenticity and
integrity, both of which are provided by TLS.
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A forged message, e.g., a signal to halt or
point to the left instead of the right, could
interrupt railway operations. QKD is an op-
tion for providing the necessary key material
to communication partners.

European Train Control System
(RBC-OBU) The rollout of ERTMS/ETCS
has already begun. The European Train Con-
trol System will ensure interoperability and
reduce hardware and maintenance costs by
eliminating the need for trackside equipment.
Movement authorities can be transmitted via
radio to the train instead of relying on track-
side signals. Even now, the system relies on
preshared keys, generated by a key manage-
ment center and installed onboard manually.
The main security goal is authenticity and in-
tegrity, both is provided by Euroradio, which
provides a message authentication code, based
on a railway specific variant of ISO9797-1. A
forged message, e.g., a emergency stop, could
interrupt railway operations. A forged move-
ment authority could potentially be a first step
in an attack chain with safety impact.

2.2. Operational Use Cases with Direct
User Interface

Digital Command (DC (Std)) In rail
operations, dispatchers transmit instructions
to train drivers regarding the approval of
movements, for example, including maximum
speeds.
and monitoring signals, or, alternatively, by
transmitting data to the driver’s cab (e.g., in
In both sys-
tems, technical malfunctions or special operat-

This is usually done by controlling

ETCS full-supervision mode).

ing situations can occur for which no suitable
signals are available. In these cases, written
orders serve as a fallback for transmitting
instructions. Dispatchers and train drivers
use a standard form, the content of which
is dictated by the dispatcher via train radio,
written down by the train driver, and then
repeated. As this process may only be carried
out when the train is standing still, it is time-
consuming and causes delays.

The digital command is a digital version of
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this procedure, in which the form is filled out
electronically and made available to the train
driver on a mobile device. This eliminates the
need to dictate the command message. The
current state of the art provides transmission
via a cloud server and web-based access via
HTTPS. Authorization of the dispatcher is
currently done by internal employee accounts.
Train drivers are authorized by a TAN trans-
mitted via SMS (Kopitzki, Giitschow, and
Norwig 2023).

Digital Command with Automatic
Train Operation (DC (ATO)) A further
development involves better leveraging the
machine-readability of digital order messages.
In the future, automatically operated trains
(ATO) could execute some order messages
without human intervention. This approach
is a future scenario, but it is important given
potential changes to protocols and security
mechanisms, especially in key exchange.

Digital Departure Order (DDO/Zp9)
After each passenger change on a train, a
clearance procedure must be carried out be-
fore departure.
the passenger change is complete and that all

Its aim is to ensure that

doors are properly closed. Today, clearance
of short trains is often handled by the train
driver, while longer trains are cleared by the
train conductor or platform supervisor. In
this case, the person responsible for clearance
sends a departure order to the train driver
upon successful clearance (in Germany, signal
"Zp 97).

DB Fernverkehr uses a digital application
for clearance processes. This application se-
curely transmits the departure order to the
train driver and controls the displays and
loudspeaker announcements on the platform.
Due to its direct relevance to safe train depar-
ture, the application can be classified as part
of the critical infrastructure. From a tech-
nical perspective, the relevant endpoints of
the system are both the passenger information
system at the station and the mobile devices
used by train conductors and drivers. In terms
of QKD, this application is therefore similar to
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the digital command described above.

Remote Train Operation (RTO) RTO
refers to the remote control of railway vehicles,
whereby a train driver controls the vehicle
from a control center. The train driver is fully
responsible for the journey. Autonomous driv-
ing functions are not included in this concept
(Brandenburger and Stahli 2024).

There are safety-critical information flows
in both directions between the control center
and the vehicle. Operating commands must
be reliably transmitted from the RTO work-
station to the vehicle, while camera images
and sensor data are transmitted in the oppo-
site direction. Low latency is central to both
information flows, as otherwise the vehicle’s
response times would increase. The integrity
of the transmission is safety-critical, as ma-
nipulation could enable unauthorized access to
vehicle control.

Another characteristic feature of this appli-
cation is the specialized communication end-
points, including the vehicle control unit on
the one hand and a highly specialized RTO
operator workstation in the control center on
the other. In addition, the continuous trans-
mission of high-resolution image data requires
a comparatively high bandwidth.

2.3. EULYNX Support Use Cases

FEULYNX Standard Security Interface
(SSI) The EULYNX Standard Security Inter-
face (SSI-XX), as defined in (EULYNX Con-
sortium 2022, EuDocl17), provides services
related to identities of assets and personnel,
logging of events for further usage by a se-
curity event and incident management sys-
tem (SIEM), backup services, and optionally
a secure time. SSI-XX encompasses many
protocols, including CMP for certificate man-
agement, HTTP and HTTPS for certificate
revocation list distribution, and OPC UA and
Syslog for logging.

EULYNX Diagnostic and Mainte-
nance Interfaces (SDI-SMI) The Stan-
dard Diagnostic Interface (SDI-XX) enables
the collection, processing, and availability

of diagnostic data from connected EULYNX
subsystems, including event-based, preven-
tive, and historical information. Similarly,
the Standard Maintenance Interface (SMI-
XX) supports maintenance and data manage-
ment functions, such as the synchronous or
asynchronous loading and activation of config-
uration data, software updates, and the initia-
tion of maintenance procedures (EuDoc76,Eu-
Doc77,EuDoc120). Both interfaces are im-
plemented using an IP-based protocol stack,
with OPC UA and binary encoding over TCP,
employing a client-server model with secure,
session-oriented communication. Additional
SMI is using NTP over UDP for time syn-
chronisation. These standardized protocols
enable standardized, reliable access to diag-
nostic and maintenance data without impact-
ing safety-critical operations (EuDocl6,Eu-
Doc76,EuDoc77).

2.4. Other Use Cases

DBMAS DBMAS is a
Deutsche Bahn's infrastructure responsible for

system  within

processing and coordinating a wide variety of
fault and alarm messages (e.g., hot axle box
detection and fire alarm systems). It is a com-
plex system comprising server-side instances,
field-side clients in the form of individual
sensors, and client applications for the user
interfaces of train dispatchers and fault clear-
ance personnel. In addition to fault-clearance
procedures, immediate train stopping may be
required in safety-critical situations. The sys-
tem architecture is based on OPC Unified Ar-
chitecture, enabling standardized, interopera-
ble communication between components®. A
major challenge for possible QKD integration
is likely to arise from the large number of man-
ufacturers of the sensor technology. DBMAS
integrity is critical, as emergency messages
must be delivered reliably, and false alarms
can trigger partial rail network shutdowns.

c. https://www.unified-
automation.com/de/startseite/referenzen/case-
studies/nachricht-detailansicht /opc-ua-im-system-
dbmas-der-db-netz-ag.html
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2.5. Use Cases Summary

Table 1 summarizes the use cases in the rail-
way domain. Key charging describes whether
the endpoints can be connected to the QKD
network permanently or whether they need
to rely on a key charging station for mobile
devices. Key demand can be low, medium
or high. For the RBC-OBU use case, for
example, the onboard unit (OBU) on a train
would need a maximum of 120 keys per day
as currently the session length is 12 minutes
on average. For use cases, such as IXL-IXL or
IXL-LC, which secure a TLS connection ses-
sions could last longer achieving the same level
of security as TLS provides stronger security
assurances.

Most messages are potentially safety-
critical, integrity is a protection goal for all
of our use cases, while confidentiality is only
required in exceptional cases. ~ indicates that
while availability is desirable, an absence of
the service would result in a fail safe state,
halting trains, without any safety-critical im-
pact.

Most services are safety-critical, meaning
that a security breach can potentially harm
The FULYNX standard security
interface (SSI), standard diagnostic interface

humans.

(SDI) and standard maintenance interface
(SMI) require confidentiality according to
EULYNX (EULYNX Consortium 2022, Eu-
Docl116). RTO transmits video material, and
thus, confidentiality is also required. Latency
is indicated as low if near real-time is required,
medium if timing allows for roughly a second
delay, and high if no hard restrictions are
applied.

3. Railway QKD Use Case Taxonomy

To apply a QKD solution to a use case, the
endpoints must be connected to the QKD net-
work. Although stationary equipment can be
permanently connected, the charging or main-
tenance window of mobile equipment must be
long enough to allow sufficient time for key
generation. Mobility of endpoints is the main
characteristic as illustrated in Table 2. Other
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properties, such as safety-criticality or con-
fidentiality, have only a limited influence on
the QKD design. These properties primarily
determine the recommended lifetime of the
session key, as represented in the key demand
column (Table 1). However, compared with
today’s data centers, the amount of data ex-
changed in the railway sector is very low.

3.1. Stationary Endpoint

Stationary endpoints can be directly con-
nected to the QKD network. Thus, the ar-
chitecture looks like a standard QKD-TLS
solution as described in the ETSI 014 standard
(ETSI ISG QKD 2019).

3.2. Mobile (ML1) Endpoint

A mobile endpoint, such as a train, cannot be
permanently connected to the QKD network.
However, there are maintenance phases when
the train is in a workshop for several hours
and could be connected to the system. Since
trains are large enough, the QKD module can
be installed on the mobile device. During the
maintenance phase, keys are generated, which
need to be stored for future use. The main
difference from the stationary use case is the
asynchronous key generation and communica-
tion (key usage) phases.

3.3. Mobile (ML2) Endpoint

As in MLI, these use cases include at least
one mobile encryption endpoint; however, the
endpoints are small devices that cannot cur-
rently integrate QKD modules, such as stan-
dard company smartphones or tablets. Key
exchange for QKD on these connections can
be achieved by installing the QKD module
in a charging station. Mobile devices can
be connected to the charging station to store
new keys. Such a charging station can be
positioned in service buildings so that staff
often pass by it, while access by third parties
is physically protected. As can be seen in
Table 1, the key requirement in the use cases
in this category is only low to medium, so that
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Table 1. The table summarizes the use cases and their main characteristics.

Use Case Main characteristic Key Charging Key C A | safety latency

Demand

IXL-IXL Safety-critical communi- | permanently low n ~ |y medium
cation, high availability

IXL-LC Infrastructure and track- | permanently low n ~ |y medium
side equipment, perma-
nently installed, safety
critical protocol

RBC-OBU  Radio communication charging sta- medium n ~ |y high

tion (train)

DC (Std) Fallback or- | charging sta- low y ~ |y high
ders, both endpoints are | tion (mobile
mobile devices device)

DC (ATO)  Fallback charging sta- low y ~ |y high
orders, endpoints are in- | tion
different between humans | (train/mobile
and machines device)

DDO/Zp9 Mixed application with | charging sta- medium n ~ |y medium
operational control and | tion (mobile
passenger information device)

RTO High bandwidth, low la- | mixed high y ~ |y low
tency

DBMAS Alarm and fault mes- | permanently medium n y vy medium
sages, very large number
of different device types

SSI certificate management | permanently medium y y vy n high
and security logging

SDI / SMI diagnostic and manag- | permanently low y y oy n high
ment communication

enough keys can be loaded without affecting
staff.

Table 2.
relate to the use case classification.

The table summarizes how the use cases

Type Use Cases

Stationary IXL-IXL, IXL-LC, DBMAS, SSI-
XX, DBMAS, SSI, SDI/SMI,

ML1 RBC-OBU,

ML2 DC(Std), DC(ATO), DDO/Zp9,
RTO.

4. Conclusion

Communication in railway systems needs to
be post-quantum secure. We have explored
use cases for QKD in Control-Command and

Signalling (CCS) systems, among personnel,

for monitoring, and for remote operation sys-
tems. A challenge is communication with mo-
bile endpoints, such as trains. Complicating
things, some endpoints cannot be equipped
with QKD modules, such as smartphones. If
QKD-equipped or not, both scenarios impose
the challenge of requiring “key charging”. In
this challenge, we see potential to yield inno-
vations compared to stationary-only domains.
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