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Data-driven models like deep neural networks have become the state-of-the-art for fault diagnosis. A significant
drawback of such models is that they lack explainability and are difficult to generalize. Model-based approaches
like the multi-observer approach can address the drawbacks of data-driven models by capturing domain
knowledge for fault diagnosis but they remain computationally expensive and time-consuming. In this study, we
propose a surrogate digital twin-based system-level fault diagnosis algorithm to reduce the computational burdens
of the model-based fault diagnosis methods while keeping their benefits of explainability and generalization
capabilities. The developed approach incorporates a Long Short-Term Memory (LSTM) model as a surrogate
model for a highly accurate digital twin of the system being diagnosed. While keeping the simulation accuracy,
the computational complexity can be greatly reduced. Then, the developed algorithm relies on a Multi-Extended
Kalman Filter (MEKF) for multi-class fault diagnosis, in which the state transition function is driven by the
surrogate digital twin of the physical entity. Each potential failure mode is modelled in the surrogate digital twin,
and an extended Kalman filter is used to estimate the system states under each failure model. The failure mode
with the lowest root mean squared error compared to the observation data will be identified as the occurring
failure. The proposed hybrid approach also allows leveraging system-level observations to determine the failure
states of components. We apply this method to a robotic arm with an end-effector, whose position is determined
by 4 rotating motors. Using only the motor control commands and end-effector position measurements, the
introduced approach reliably identifies the operational status of the robot, specifying whether it functions properly
or if one of its motors is stuck. The framework was trained using data generated by the digital twin and tested with
data from the real robot. The experimental results demonstrate an accuracy of 94% compared to 61% obtained
with an LSTM only, and a strong computational time reduction, with no observed discrepancies between training
and tests.
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1. Introduction this issue, digital twins - virtual counterparts of
machines and infrastructures - are used to
generate failure data (Zhong et al, 2023). While
this strategy alleviates data scarcity, data-driven
methods still lack explainability and scalability
since they rely on statistical correlation rather
than physical understanding (Wang et al., 2025).
Conversely, model-based approaches, such as

Fault diagnosis seeks to identify the root cause
of a failure based on the data collected from
sensors (Isermann, 2006). It has become a
crucial industrial challenge due to the increasing
complexity and safety requirements of modern
systems. Among existing solutions for fault
diagnosis, data-driven approaches like deep

neural networks (DNN) are at the state-of-the-art
(Mushtaq et al., 2021). However, their
performance relies on the availability of large
amounts of labeled data, which are costly and
difficult to obtain (Lei et al., 2020). To mitigate

Kalman filters and particle filters based on
physical or mathematical models, also provide
greater interpretability. Their implementation for
real-time application remains difficult partly due
to their sensitivity to noise and uncertainty. They
also require accurate knowledge of system
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parameters and often suffer from
computation times (Gao, 2015).

As a result, both techniques often struggle to
adapt to real-world operating conditions. To
bridge this gap, hybrid methods have emerged,
combining the physical insight of model-based
approaches with the flexibility of data-driven
architectures (Liao and Kottig, 2014). In such
frameworks, the computation of residuals,
specifically the Root Mean Square Error (RMSE)
between estimated model outputs and measured
sensor data, serves as a high-fidelity feature for
fault diagnosis algorithm, as evidenced by Jain et
al. (2020).

In earlier work, Zeng (2024) and Chen et al.
(2025) introduced a “digital failure twin” to
reduce the amount of real failure data needed to
train diagnostic models, notably using Long
Short-Term Memory (LSTM) networks or
transfer learning with a Domain-Adversarial
Neural Network (DANN) architecture. However,
these models showed limitations in both
accuracy and adaptability when transferred from
training on the digital twin to testing on the real
robot. Building upon these ideas, our
contribution is:
® A data-driven surrogate model for the

digital failure twin.
® A system-level -based fault-diagnosis

framework for model-based fault diagnosis.
We apply our developed methods to a real robot.
The results show that the developed methods
achieve  better  accuracy  with  lower
computational costs as compared to traditional
data-driven fault diagnosis methods.

long

2. A digital-twin-trained surrogate model for
robot performance simulation

In this section, we present a data-driven surrogate
model for a digital twin of a robotic arm. We
present the original digital twin in Sect. 2.1. In Sect.
2.2, we present an LSTM model developed to serve
as a surrogate of the original digital twin model.

2.1. Original Digital Twin Modeling

In this paper, we used previously created data to
train our surrogate model and fault diagnosis
model. This data was generated using the digital
failure twin model of a robotic arm developed
previously by Zeng (2024) using MATLAB
Simulink, as shown in Fig. 1. The robotic arm and
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its digital twin feature six degrees of freedom
including four rotating motors, and an end-effector
designed for small-object manipulation.

Digital failure twin Physical
of the robot Robat

Figure 1. A presentation of the Digital Twin (Zeng, 2024)

We simulated various operational scenarios
over ten-second intervals to build a comprehensive
training dataset. These scenarios are classified as
follows:
®  Healthy State: All motors function following

the commands (Label 0).
®  Failure States: Specific motor "stuck"

conditions where a motor ceases to respond to

commands (Labels 1-4).
As introduced in previous work, 400 trajectories for
each of the five labels were generated. In each
trajectory, the robot performs five random
movements within the time interval. For each
trajectory, the commands on the four motors and
the (x,y,z) coordinates of the end-effector are saved
in a table for the training of the fault diagnosis
model. The simulation is conducted with a step size
of 0.01 seconds. Therefore, all the collected
features are time series of 1000 points.

The dataset with label 0, i.e., from normal
operation, is then used to train a data-driven
surrogate digital twin in Sect. 2.2.

2.2. Surrogate modeling through LSTM

To accurately approximate the temporal evolution
of motor states, a model capable of capturing non-
linear dependencies in sequential data is required.
Recurrent Neural Networks (RNNs) are a natural
choice for such tasks; however, standard RNNs
suffer from the vanishing gradient problem
(Hochreiter 1998) , which limits their ability to
learn long-term dependencies. To address this
issue, the Long Short-Term Memory (LSTM)
architecture, as first developed by Hochreiter &
Schmidhuber (1997) was adopted.
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An LSTM unit is composed of a cell state and
three components called gates:

1. The Forget Gate: Determines which
information from the previous cell state is
discarded.

2. The Input Gate: Updates the cell state
with new information from the current timestep.

3. The Output Gate: Decides which part of
the cell state is used to produce the hidden state for
the next timestep.

The cell remembers values over time intervals,
and the gates regulate the flow of information into
and out of the cell. Given that our inputs (sensor
data and motor commands) are time series, the
LSTM’s ability to capture long-term dependencies
makes it the optimal choice for predicting the
robot's state evolution under different conditions.

To capture the internal states of the robotic arm,
we designed an LSTM network tailored to
approximate the motor positions. The input vector
a;, consists of the previous coordinates of the end-
effector xj_4, Vi_1,Zx—1 and the current control
commands for the four motors Uy g, Uy, Uz and
Uy -

The LSTM network is structured to map these
inputs to the predicted position at the next timestep.
The objective of our surrogate model is to replace a
computationally expensive part of our model-based
fault diagnosis. The model is trained on all the
simulation data from label 0.

3. Fault diagnosis based on multi-extended
Kalman filter and surrogate digital twins

We design a system-level multi-observer approach
for fault diagnosis in Sect. 3.1. In Sect. 3.2, we
discuss in detail how to use an extended Kalman
filter to model each system state (normal and
different failures).

3.1. Multi-observer Framework — System level
monitoring and RMSE-based fault diagnosis

To efficiently detect and diagnose a failure, while
limiting the number of sensors and therefore data
required, a system-level multi-observer approach
was designed, as shown in Fig. 2. For any given
time step i, the system-level input vector consists of
the four motor commands and the end-effector’s
spatial response up to i — 1. The model's output
provides the estimated position of the motors and
end-effector coordinates. At the same time, a sensor

placed on the robot provides the actual coordinates
of the end-effector.
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Figure 2. Structure of Multi-observer Fault Diagnosis
Model

The fault diagnosis is conducted by passing the
input data through a series of observers. Each
observer models a given system status (including
normal operation and different failure modes). For
example, in Fig. 2, a first observer is designed to
model the system’s nominal behaviour. This
observer detects whether the system is healthy or
not, by estimating the motor states and the
trajectory. A residual mean square error is
computed at the end of this first observer:

RMSE =

where N = 1000 is the number of points in the
input timeseries; ¥, is the estimated system
performance, i.e., the coordinates of the end-
effector estimated by the observer at time i; y; is
the observed values of the system prediction at time
i

If the RMSE exceeds a certain threshold, four
additional observers are run in parallel to diagnose
the failure in action. These filters each simulate a
stuck failure on one of the motors (one filter per
motor), and estimate the trajectory followed by the
end-effector accordingly. In the end, four RMSE
are computed, and the lowest one, which signifies
the closest estimation of trajectory, determines the
scenario occurring.

3.2. Modeling system behaviour through
extended Kalman filter
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The core of fault diagnosis methods in Fig. 2 is an
observer that can estimate system states under
nominal and different failure behaviours. In this
paper, we rely on extended Kalman filters for this
task due to their ability to handle non-linear and
dynamic system behaviors, as demonstrated by
Zhang, Q. (2018).

Let us consider a system defined by the
following non-linear state and measurement
equations:

X = f (Xk-1, Uk-1)
Zr = h(x) + v

where x;, uy, z; are system state variables, control
inputs and observations, respectively, and vy, is the
measurement noise at time k. For the multi-
observers framework in Fig. 2, we have one model
for each state (nominal operation, failure mode 1-
4). For the nominal states, the state equation f(-) is
derived based on the surrogate model developed in
Sect. 2. For failure modes 1-4, as they refer to
motors 1-4 getting stuck, respectively, we can
simulate the failure by fixing the input u; to the last
valid value before the stuck failure occurs.

Estimating the state variables in an Extended
Kalman Filter (EKF) is a recursive process. The
process is split into two distinct phases: prediction
and correction. In the prediction phase, we use the
nonlinear function f to predict where the system
will be based on the previous state and any control
inputs:

fk|k—1 = f(fk—uk—puk)
and the covariance:
Pyj—1 = FiPr_1j-1Fr +Q,

where P is the covariance matrix, Fj, is the
Jacobian matrix of the nonlinear state equation f(+)
and Q is the process noise. Since we approximate
the f() using a surrogate model, we can also
approximate the Jacobian through numerical
approximation, as defined by Steithaug and
Wolfbrandt (1979) and used by Roumeliotis &
Bekey (2000):

flx+8-e,u)—fx,u)

of Jox; ~ 5

Here, we approximate the derivatives of both state
transitions and observation functions using finite
differences.
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Then, when observation data z, is available, we
use it to correct the estimation of state variables and
covariance:

Rijke = Xpe—1 + KV
where y;, is the residual between prediction and
observation:

Vk = Zx — h(fk|k—1):
and K, is the gain of the filter and is decided by:

Ky = Pi—1H, (Hi -1 Hi; + R) g
Here, H, is the Jacobian matrix of the observation
equation.

The covariance matrix Py, is updated by:

Pk|k =(- Kka)Pk|k—1-

By iterating between the prediction and
correction phases, we can use the observation data
Zx to update the estimation of current state
variables. The correction phase allows us to filter
out the process and observation noise and obtain an
accurate and robust estimation. After updating the
estimation, we can use the updated model to predict
again the system performance, and then calculate
the RMSE error that will be used in the multi-
observer framework for fault diagnosis (Sect. 3.1).

4. Results and discussions

We present results obtained when testing the multi-
observer algorithm. In Sect. 4.1, we provide a
visualisation of the multi-observer’s output. The
performance of the algorithm is evaluated in Sect.
4.2 before discussing the results in Sect. 4.3.

4.1 Results visualization

The multi-observer framework was trained on
simulation data (cf. Sect 2.1.) and tested on 50
datasets generated by the real robot. the end of each
run on a ten-second dataset, the multi-observer
model prints out two graphs per observer, one for
comparison between true vs. estimated trajectory
and one for true vs. estimated motor positions.

Figures 3 and 4 below illustrate part of the
performance of the proposed algorithm when
validated against dataset 17 which simulates a
Motor-1-stuck scenario. The first observer detects a
fault because the residual between the estimated
and nominal trajectory exceeds the defined
threshold (Fig. 3). In a second part, four observers
run in parallel to determine which motor is failing.
The observer for Motor-1-stuck failure has the
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lowest RMSE between estimation and true
trajectory (Fig 4., the graphs printed from the other
observers are not displayed). In the Figures 3 and 4
below, each state (from 1 to 3) corresponds to a
cartesian coordinate (x,),z).
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Figure 3: Comparison of True and Estimated Trajectory
in Healthy Scenario
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Figure 4: Comparison of True and Estimated Trajectory
in Motor-1-Stuck Scenario

4.2 Accuracy and Performance

The confusion matrix, as shown in Fig. 5, was
created after testing the fault diagnosis algorithm
on 50 datasets generated by the real robot. The
algorithm detects the presence of a fault with a
theoretical 100% accuracy, within 10 £ 2
minutes. In case of failure, four observers
running in parallel diagnose the motor affected
by the stuck failure with a 92.5% accuracy.

Confusion Matrix — Robot Motor Fault Dlagnosis
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Figure 5: Confusion Matrix for Fault Detection and
Diagnosis

4.3 Discussion

Overall, the results show that the proposed
multi-observer scheme is able to both detect and
diagnose faults in real time, with minimal delay.
In addition, the algorithm shows robustness due
to its training on multiple datasets, including
scenarios with various initial conditions and
noise levels.

The misdiagnoses observed mainly correspond
to cases where the residual signals of two motors
were similar. A fine-tuning of the EKF
parameters can certainly increase the precision of
classification.

5. Conclusions

This paper proposes a model-based fault diagnosis
method based on a multi-observer framework and a
data-driven surrogate digital twin. In the multi-
observer framework, each state (normal functioning
and different failure states) is modeled by a state-
space model. In the state space model, the state
equation is modeled by a data-driven surrogate
digital twin, which keeps the accuracy of the
original digital twins but significantly reduces the
computational burden. An extended Kalman filter
is used to estimate the system state variable and
calculate the residuals between the model
prediction and observations. Then, the failure
diagnosis is conducted by choosing the failure
model with the minimal residuals.

The developed methods were applied on a real
robot with four failure modes. The results showed
that with the help of the surrogate digital twins, the
developed models can accurately diagnose different
failure modes, while significantly reducing the
computational burdens. However, the developed
models still face a few challenges. Among them,
the current model assumes that the effect of the
failure is deterministic. However, in practice, there

are a large number of failures that may be uncertain.

For example, when the motors have steady-state
errors, the exact value of the error is not fixed but a
random variable. How to adapt the multi-observer
framework to account for failure modes with
uncertainty is a challenge that needs to be
addressed in the future.
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