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Offshore Wind Farms (OWFs) are critical maritime infrastructures and play a key role in the green energy transition
generating sustainable clean energy. Unlike terrestrial infrastructures like power plants, OWFs lack physical barriers
such as fences, making conventional security measures ineffective or impractical. Therefore, defining appropriate
security zones is essential to mitigate security risks. This paper proposes a probabilistic time-based framework to
model attack and intervention times for determining both the temporal and spatial dimensions of OWF security
zones. The framework integrates a vulnerability analysis to identify critical and exposed components of the infra-
structure, which forms the basis for determining the recommended locations and size of security zones. Within this
framework, a way-time diagram represents the potential attack—intervention process and considers the attack vector.
Based on these phases, attack and intervention times are estimated using kinematic equations. To capture the inher-
ent variability and uncertainties in attack velocities, Monte Carlo simulation is employed. This approach generates
numerous random samples of kinematic parameters within realistic bounds, producing a distribution of possible
intervention times rather than a single deterministic value. By analyzing these distributions, the framework proba-
bilistically estimates required intervention times under different attack scenarios and uses these results to dimension
corresponding security zones. This methodology represents an initial step toward defining dynamic security zones
for offshore environments. Future research will extend this model by integrating different types of physical barriers,
their stopping capabilities and how this influence required reaction and attack times.
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1. Introduction damages. Notable examples include the Nord
Stream pipeline, the C-Lionl cable and the

Offshore wind farms (OWF) play a critical role in X o 00 ) :
EstLink 2. In addition, the incident involving the

the global energy transition producing clean and . . .
sustainable electricity. In 2024 OWF generated vessel PETRA L, which collided with an offshore

over 83 gigawatts of power, that is enough to sup- wind turbine, highlights the vulnerability of these

ply more than 73 million households (GWEC installations to both safety and security threats.

2025). Their deployment is rapidly increasing . While no documented attacks on offshore
worldwide and because of that, protecting them  Wind parks have been confirmed (as of December

against attacks, especially physical attacks, be- 2025), the pqtential fQT terrorist, pirat? or hybrid
comes essential. This growing importance is un- attacks remains a serious concern (Kopke, et al.
derscored by recent incidents in the North Sea and 2023). . Lo ..

the Baltic Sea, where several maritime infrastruc- Media reports further indicate growing inter-

tures were most likely sabotaged, resulting in est in targeting these facilities. For instance, one
’ report describes a vessel that disabled its AIS and
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approached an offshore wind park under the guise
of conducting hydrographic surveys, potentially
for espionage on submarine cables, military infra-
structure or wind farm operations. This aligns
with a statement by the former German General
Hans-Werner Wiermann, who warned that such
actors could cause significant damage and escape
undetected (tagesschau 2024).

These developments underscore the need for a
systematic approach to defining security zones
based on the temporal dynamics of attacks and re-
sponse times, as well as the vulnerability of criti-
cal infrastructure components. The framework
proposed in this paper addresses this need by in-
tegrating time-based risk modelling with vulnera-
bility assessment.

The paper is structured into six sections. Sec-
tion 2 provides a short literature review on off-
shore wind park security and risk-based protec-
tion approaches. Section 3 introduces and ex-
plains the proposed framework. In Section 4, the
framework is applied for an exemplary demon-
stration. Section 5 discusses the results and limi-
tations. Finally, Section 6 concludes the paper and
outlines directions for future research.

2. Literature Review

Regarding the security of OWFs publications on
protection systems, vulnerability assessments and
risk assessments exists. To lay the foundation for
the proposed framework, this section outlines key
concepts related to OWFs, physical protection
systems, vulnerability assessment and time-based
risk modelling.

2.1. Offshore wind farm infrastructure

An OWF is a complex infrastructure com-
posed of multiple interconnected components
that work together to generate and transmit
electricity. At its core, an OWF consists of
wind turbines, underwater cables, offshore
substations and High Voltage Direct Current
platforms. Beyond these components, the in-
ternal electrical grid, is a critical element of
OWF design. This grid connects individual
wind turbines to the offshore substation and is
typically implemented as an alternating cur-
rent collection system. Common topological
configurations include radial, ring and star-
shaped layouts. These configurations influ-
ence operational reliability and security

(Fjellstedt 2023). This structural complexity
directly influences the vulnerability of the
OWEF and, consequently, the design of secu-
rity zones.

2.2. Physical protection system

Physical Protection Systems (PPS) are widely
used in land-based settings to protect against
theft, sabotage or attacks. The design of PPS typ-
ically consists of three steps: threat detection, de-
lay and response (Garcia 2008).

The implementation of a PPS requires the al-
location of resources and is therefore very cost
sensitive. The effectiveness of a PPS describes its
ability to prevent or interrupt a potential attack be-
fore the protected asset is compromised. In addi-
tion to these core functions, deterrence plays a
role in security design. According to Garcia
(2008), deterrence is considered as a secondary
function, as its effect is difficult to quantify. Nev-
ertheless, it can be significant, since the visible
presence of protective measures may discourage
attacks while simultaneously providing protection
in the event that an attack occurs.

An important principle by PPS design is the
concept of defense in depth. Defense in depth re-
fers to the use of multiple layers of protection, re-
alized through physical barriers, detection sys-
tems and controlled zones. The aim is to increase
the time required for an adversary to reach a pro-
tected asset, thereby improving the probability
that detection and response occur before a suc-
cessful attack is completed. (Gregoire 2023)

2.3 Vulnerability assessment

Vulnerability assessment constitutes a central el-
ement of security analysis and PPS design and
evaluation (Garcia 2008). The aim is to identify
critical components. It is a process to identify and
quantify risk sources and how they affect a sys-
tem’s operation. In general, it is divided in three
steps: planning the assessment, conducting it and
reporting and using its results. It is a part of a risk
assessment and can also be used predict PPS com-
ponent performance and overall system effective-
ness by identifying exploitable weaknesses for a
defined threat. (M. L. Garcia 2025).

According to Diaz-Sarachaga and Jato-Es-
pino (2020), vulnerability assessment takes into
account physical, social, economic and environ-
mental issues and vulnerabilities and how they
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interact, increasing the susceptibility of commu-
nities and facilities to hazards (similar to ISO
23000). Other methodological approaches like
FRAM, scenario-based analyses and multi-crite-
ria decision methods exist as well. These methods
differ in scope and level of detail but have the
same objective of identifying where, why and
how a system is vulnerable.

2.4. Probabilistic models in security evaluation

Several publications have used probabilistic mod-
elling to assess the effectiveness of assessments to
protect assets and to enhance decision making un-
der uncertainty.

An early example is the work of Martz (1987),
who developed probabilistic system analysis mod-
els to evaluate the protection of valuable assets
against overt terrorist attacks. Their MS-codes
model scenarios such as ambushes on road con-
voys and attacks on fixed-site facilities. The objec-
tive of this work was to support resource allocation
by ranking sensitive areas according to their sur-
vivability under a hypothesized attack. In this con-
text, time plays an essential role, as the models con-
sider how long an adversary requires to overcome
protective measures and barriers.

McGill et al (2007) proposed a framework and
risk assessment for decision making for critical in-
frastructure protection based on five steps. One
step is to evaluate the threat likelihood, including
capturing adversary tendencies to shift their prefer-
ences response to security investments. In this
work, threat intensity is also considered based on
Martz (1987).

Building on this line of research, Jang et al.
(2009) applied probabilistic methods to evaluate
the effectiveness of Physical Protection Systems.
Their approach estimates the probability of inter-
ruption along vulnerable paths and depends on var-
iables related to detection, delay and response. The
analysis is based on heuristic methods and prede-
fined attack paths through the protection system.

Next, Ramirez-Agudelo et al. (2021) provide a
probabilistic approach for assessing safety and se-
curity risks for OWP based on Bayesian network
modelling. Their method focuses on structuring
and formalizing expert knowledge by representing
safety- and security-relevant functions and their in-
terdependencies within a graphical probabilistic
model. This allows the authors to capture causal re-
lationships between different system functions and
to analyses how failures or degradations in one
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function may propagate through the overall sys-
tem. Tecklenburg et al., moreover, develop a
framework to analyses physical protection
measures for maritime infrastructures and to pro-
tect critical assets such as converter platforms that
sustain the overall system.

Lichte et al. (2023) address the challenge of un-
certainty in scenario likelihood for security risk
analysis. They used a unified time-based and prob-
abilistic metric for detection and intervention for
attack path analysis. For the attack path, they used
two spatial elements, zones and barriers, which
represent the effective area of measures, differenti-
ating between different zones, like protected, ob-
served and intervention zones.

However, differences exist between these mod-
els and the framework proposed in this paper. Most
existing models explicitly rely on physical barriers
and predefined attack paths. In offshore environ-
ments, such assumptions are only partially possi-
ble, as attacks may occur from the open sea without
clearly defined paths. Furthermore, while time is a
central variable in the models discussed here, prob-
abilistic sampling methods such as Monte Carlo
simulation are not often used to generate distribu-
tions of attack and intervention times.

3. Framework

This section presents the proposed framework for
modeling attack and intervention times in order to
calculate the dimension of security zones for
OWFs. In this paper, the term framework is used
in line with Binder et al. (2013) and McGinnis and
Ostrom (2014) referring to a structured set of con-
cepts, assumptions and analytical approaches.
The framework integrates vulnerability assess-
ment, scenario-based threat modeling and proba-
bilistic time-based analysis to support security de-
sign decisions for offshore wind infrastructure.

3.1. Describing the framework

An overview of the framework is provided in Fig-
ure 1. The modelling of security zones begins with
a vulnerability assessment to identify critical com-
ponents within the OWF.

OWFs consist of numerous interconnected ele-
ments and not all components are equally im-
portant for OWF functionality. Identifying where
and why the system is vulnerable is therefore im-
portant.
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Figure 1: Framework to design security zones

This is consistent with approaches in risk analysis
and resilience management, where the identifica-
tion of critical assets forms the basis for further
threat and consequence analysis (Francis and
Bekera 2013).

A key step in the vulnerability assessment is
the identification of attack vectors, which can be
linked to scenario-based analysis. By combining
the attractiveness of an asset with the capability of
an adversary, the framework can generate plausi-
ble attack scenarios (Moteff 2007). In this frame-
work, detailed adversary tactics are not modelled,
since the primary goal is to quantify time margins
rather than identify exact attack behaviors. It is
sufficient to assume that an attack occurs along a
defined vector.

For each scenario, three main parameters are
required for both the adversary and the interven-
tion. These are distance, velocity and accelera-
tion. Environmental influences, maneuvering be-
haviors and detailed motion dynamics are not ex-
plicitly modelled but are treated as sources of un-
certainty addressed through probabilistic analy-
sis. Using this information, the framework calcu-
lates the probability that an intervention reaches
the infrastructure in time to stop the adversary,
thereby informing the dimensioning of security
zones.

Time is calculated using the standard kine-
matic equation for uniformly accelerated motion.
This formula allows for the calculation of the re-
quired time for both stationary and moving vehi-
cles. Uniform acceleration is assumed due to the
high uncertainty in real-world offshore scenarios,
while Monte Carlo simulation generates a wide
range of possible outcomes by sampling input pa-
rameters from predefined distributions. This

produces a distribution of attack and intervention
times rather than a single deterministic value.
The output of the Monte Carlo simulation is used
to define time- and distance-based security zones.
A security zone is defined as the spatial area
around a critical asset within which intervention
forces must achieve a predefined protection prob-
ability by preventing an adversary from reaching
and compromising the asset. By varying distances
and comparing attack and intervention times, the
framework derives the size and shape of these
zones, taking into account variability in distance,
velocity and response delays.

In contrast to detection-focused models, this
approach assumes that detection, identification
and localization of the attacking object have al-
ready been achieved. The key principle for defin-
ing security zones is that the intervention time
must be less than the attack time.

By performing thousands of simulations, the
framework allows for the estimation of the prob-
ability of successful intervention under different
scenarios, producing robust time margins and fa-
cilitating the design of security zones that reflect
realistic operational constraints.

In addition to the technical modelling compo-
nents, the framework incorporates a decision-ori-
ented parameter referred to as the target protec-
tion probability. This parameter defines the ac-
ceptable likelihood that an intervention success-
fully prevents an attack by disrupting the adver-
sary pathway. The target protection probability
links vulnerability assessment and risk evaluation
with the time-based modelling results. While vul-
nerability assessment identifies critical assets and
potential consequences, the probabilistic time
model estimates achievable protection perfor-
mance. By combining both perspectives, the
framework enables the derivation of security
zones that reflect not only technical feasibility but
also risk acceptance and protection objectives.

4. Applications

To demonstrate the proposed framework, we as-
sume the key parameters from Table 1. The pa-
rameter values used in this illustrative applica-
tion are based on simplified assumptions and are
intended solely to demonstrate the methodologi-
cal workflow of the framework. They are not in-
tended to represent realistic operational condi-
tions.
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Table 1: Used values for the example

Parameters: Adversary: Ipterven-
tion:

Distance [km]: 3 3

Acceleration [km/h]: 0,1-5 0.1-3

Based on these input parameters, velocities and
travel times were calculated using the kinematic
equation for uniformly accelerated motion.

To account for uncertainty in operational condi-
tions, Monte Carlo simulation was applied using
10 000 samples for both adversary and interven-
tion scenarios.

After performing the sampling procedure, the
resulting travel time distributions were analyzed.
The statistical characteristics of both adversary
and intervention times are summarized in Table 2.

Table 2: Statistical characteristics of simulated travel
times

Statistic: ‘[Ar‘:lli\r'le]fsary %fr;tierrl]/:entlon
Mean: 47,88 72,85
Median: 38,16 70,46
Minimum: 27,24 57,40
Maximum: 192,06 99,41

The fastest time to reach the asset for the adver-
sary is 27 min and the slowest is 192 min, indicat-
ing a large variety of possible attack scenario time
frames. For the intervention, on the other hand,
the fastest time to reach a target is 57 min and the
slowest time is 99 min. This shows that there is
possible time space of 134,66 min in which the
intervention unit reaches the target before the ad-
versary.

To evaluate system effectiveness, adversary
and intervention travel times were directly com-
pared for each Monte Carlo iteration. The proba-
bilistic comparison revealed that in 86.76 % of
simulated scenarios, the adversary reaches the as-
set before intervention forces can respond. This
result indicates that the initially assumed deploy-
ment configuration does not provide sufficient
protection reliability.

To analyses how spatial configurations influ-
ence intervention success probability, the adver-
sary starting distance was incrementally increased
while  maintaining  identical  simulation
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assumptions. The resulting intervention success
probabilities are shown in Table 3.

Table 3: Intervention Success Probability for different
adversary distances

Distance [km]: 4 6 8 10
Probability [%]: 18,2 | 29,2 | 37,43 | 49,1

The results demonstrate that increasing the dis-
tance between the adversary starting point and the
protected asset improves the probability of suc-
cessful intervention. However, even at a distance
of 10 km, the intervention success probability re-
mains only approximately 50 %, indicating that
the system still operates at a relatively high vul-
nerability level.

The primary objective of the proposed frame-
work is to derive the design of security zones
based on probabilistic time margins between ad-
versary and intervention forces. To achieve this, a
target protection probability must be defined. For
this illustrative application, a protection reliability
of 95 % successful intervention is assumed as a
design criterion. The results therefore indicate
that either larger spatial separation, faster inter-
vention deployment or additional protective
measures would be required to achieve the desired
level of asset protection. To further analyses the
relationship between spatial separation and pro-
tection performance, additional adversary dis-
tances were simulated and visualized in figure 2.

Probability in %
wn
5

0 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30
Distance in km

Figure 2: Intervention Success Probability vs. Dis-
tance

Figure 2 illustrates the relationship between ad-
versary starting distance and intervention success
probability. The results show a clear increase in
protection performance with increasing distance
between adversary and asset.

The intersection between the success proba-
bility curve and the predefined target protection
probability represents the minimum required se-
curity zone radius. Based on the simulated
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parameter set, the target protection probability of
95 % is reached at approximately 26 km. Conse-
quently, the critical asset in this case would need
a security zone of at least 26 km under the given
modelling assumptions.

5. Discussion

The application demonstrates that probabilistic
time-based modelling is a valuable tool for de-
signing security zones in OWPs. Intervention suc-
cess is highly sensitive to the spatial relationship
between the adversary and the protected asset.
Even small increases in adversary distance can
improve the probability of a successful interven-
tion.

A central contribution of the framework is the
integration of vulnerability assessment with time-
based simulations. By identifying critical assets
first, the framework ensures that resources are pri-
oritized effectively according to risk exposure.
The definition of a target protection probability
also plays a key role. This approach also allows
for flexible adaptation to different offshore lay-
outs, adversary characteristics and operational
conditions. Nevertheless, several limitations ex-
ist:

e  Simplified motion assumptions: Uniform ac-
celeration is assumed, neglecting hydrody-
namics, currents and complex vessel maneu-
vering.

e Detection is instantaneous: The model does
not incorporate potential delays in detection,
identification or localization, which could af-
fect intervention timing.

e Demonstration parameter values: Input pa-
rameters were illustrative and not operation-
ally validated, so results represent methodo-
logical illustration rather than real-world se-
curity performance.

Despite these limitations, the framework provides
insight into offshore security zone design plan-
ning, showing how probabilistic modelling sup-
ports structured decision-making.

6. Conclusion and Outlook

This paper presented a probabilistic time-based
framework for designing security zones in off-
shore wind farms. By combining vulnerability

assessments, scenario-based threat modelling,
kinematic motion modelling and Monte Carlo
simulation, the framework provides a structured
method to support evidence-based security plan-
ning for critical maritime infrastructure.

The application demonstrates that the distance
between adversary and asset is a critical factor for
intervention success. Probabilistic simulation al-
lows the identification of minimum distances re-
quired to meet target protection levels, translating
abstract timing metrics into actionable spatial se-
curity planning.

The study suggests further research in the fol-
lowing areas to extent the model:

e Incorporating detection and monitoring sys-
tem performance into the model.

e Integrating environmental influences and re-
alistic vessel maneuvers.

e Integrating deterrence mechanisms to in-
crease adversary delay and improve interven-
tion effectiveness.

e  Optimizing the allocation of intervention
units using algorithmic decision support.

e Validating the framework with operational
data from offshore wind farms or maritime
authorities.

e Developing adaptive security zones that ad-
just dynamically to threat levels, operational
conditions or available intervention re-
sources.

Overall, the framework bridges vulnerability as-
sessments and operational security design, offer-
ing a transparent and reproducible methodology
for offshore wind farm protection under uncer-
tainty. This approach is relevant in a time of hy-
brid threats.
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