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Ports play a central role in global trade and energy supply, making them critical nodes of modern infrastructure. Yet
port operations are increasingly threatened by drones, causing major disruptions with potentially severe economic
damages and consequences. This paper discusses the development and analysis of threat scenarios to study the
impact of civilian drone misuse in ports. The derived scenario framework considers multiple parameters such as
drone payload capacity, flight range, attack type and tactical conditions. These parameters are first defined and
characterized and then combined into plausible threat scenarios. The methodological approach is based on a mor-
phological box, which enables the systematic combination of parameter variations to form realistic and diverse
attack scenarios. Subsequently, the generated scenarios are evaluated through a structured assessment process. The
analysis identifies ports assets that represent particularly attractive targets from an attacker’s perspective and derives
correlations between drone capabilities, environmental conditions and asset vulnerability. The scenario mapping
analysis shows the need for integrated drone countermeasures based on technical, operational and personal
measures. Furthermore, the paper outlines potential countermeasures, including the evaluation of existing defense
technologies and the development of criteria for safe and effective interception. The paper provides guidance for
infrastructure operators to better protect their assets against civilian airborne drone attack, including non-technical
defense approaches.
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1. Introduction as critical nodes in global supply chain infrastruc-
tures. This is illustrated by past incidents in which
alleged Russian drones have flown over strategi-
cally important ports in northern German and
other relevant infrastructures highlighting the po-
tential vulnerability of these infrastructures to es-
pionage (Stiddeutsche Zeitung 2026). Drones,
probably launched from vessels, have also dis-
rupted airport operations (Siiddeutsche Zeitung
2025). Moreover, drone warfare in Ukraine has
demonstrated that commercially available drones
can be modified and converted into weapons sys-
tems with comparatively little effort (Chavez and
Swed 2020).

Maritime infrastructures, such as ports and off-
shore wind farms, play a central role in global
trade and energy supply chains. Disruptions or
failures of maritime infrastructure can cause se-
vere economic, environmental, safety and secu-
rity consequences, including supply chain bottle-
necks, vessel accidents, oil spills and broader
threats to public safety. As a result, maritime in-
frastructures represent attractive targets for hybrid
attacks and sabotage operations.

In this context, the increasing use of civilian
airborne drones constitute a growing threat to port
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Before proceeding, it is important to clarify
the terminology used in this paper. The term
drone is not limited to the flying object itself, but
also includes the associated ground station and
control system. In the literature, this is commonly
referred to as an unmanned aerial vehicle or un-
manned aircraft system (Chamola et al. 2020). For
simplicity, the term “drone” will be used through-
out this paper to refer to both the airborne vehicle
and its control system.

Laws regulating the use of drone defense tech-
nologies vary across countries. In Germany, for
instance, only the police can use counter drone
technologies (Friedl and Rieckert 2020). A report
by operators regarding overflights or similar
would take too much time, meaning that it would
no longer be possible to analyze the incident in
detail. Consequently, there is a growing debate
about allowing operators of critical infrastructures
to use counter-drone systems to defend their as-
sets.

Against this background, this paper aims to
systematically develop and analyze threat scenar-
ios for port infrastructures associated with civilian
airborne drones. To do so the paper develops a
morphological tool box of drone scenario param-
eters for ports that it then uses to construct spe-
cific threat scenarios. The toolbox can help ana-
lysts including port operators and security forces
to identify realistic threat scenarios and plan
countermeasures to protect assets.

This paper is structured in five sections. In the
second section we provide an overview of rele-
vant technical terms and introduce the methodo-
logical framework. Section three presents the de-
rived threat scenarios. Section four handles the
topic of a drone defense system. Finally, section
five concludes the paper and outlines directions
for future research.

2. Methodological framework

There are numerous methods available for
scenario generation, varying in both the quantity
and quality of scenarios produced. The selection
of an appropriate method strongly depends on the
defined research objective. A literature review
identified morphological approaches as particu-
larly suitable for developing and evaluating threat
scenarios systematically, especially with regard to
scenario consistency, transparency and integra-
tion (Kosow and Gafner 2008, Ritchey 2002).

Similar methodological approaches have also
been applied in previous studies on security-re-
lated scenario analysis (Schneider et al. 2021).

2.1. Scenario Analysis with Cross-Impact-Bal-
ance

At the core of the methodological approach lies
the concept of a morphological box. The morpho-
logical box is used to systematically structure the
scenario space by identifying relevant parameters
and their possible characteristics and by exploring
their meaningful combinations (Ritchey 2002). In
this way, the method helps to define the theoreti-
cal range of possible threat scenarios without
making assumptions about their likelihood or in-
ternal consistency.

Building on this structured scenario space,
Cross-Impact Balance analysis (CIB) is applied to
assess how parameter characteristics interact and
affect each other and to identify internally con-
sistent scenarios. In this context, a scenario is con-
sidered consistent, when the selected descriptor
characteristics support each other and do not cre-
ate contradictory relationships.

CIB is a semi-qualitative method for develop-
ing scenarios based on the assumption that future
developments result from the mutual influence of
system factors. The first step of the approach is
the definition of the system under investigation
and the identification of relevant descriptors. De-
scriptors represent the key dimensions that char-
acterize the scenario system. Based on literature
research and expert input, several characteristics
are defined for each descriptor, representing pos-
sible states within the scenario. Once the de-
scriptors and their characteristics are defined,
their combination forms the overall scenario
space. The total scenario space is generated by
combining all descriptor characteristics (Weimar-
Jehle 2023).

The objective of CIB is to identify internally
consistent scenarios by assessing how each char-
acteristic influences the others using a predefined
evaluation scale (see fig. 1). Positive values indi-
cate a strengthening effect and negative values a
weakening effect, and zero indicates no impact.

The morphological box is therefore trans-
formed into a cross-impact matrix, allowing for a
structured assessment of whether and to what ex-
tent one characteristic influences another charac-
teristic (see fig. 1). Within the CIB framework,
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only direct influences between characteristics are
considered when assessing their interactions.

Descriptor A Descriptor B Descriptor C

A3 | Bl |B2 |B3 [Cl |C2 |C3

A2

A3

Bl

B2

B3

Cl

C2

Descriptor C | Descriptor B [ Descriptor A

C3

Evaluation scala

-3 -2 -1 0 +1 +2 +3

Figure 1: Layout CIB-Overview

Once all interactions are defined, the consistent
scenarios can be calculated. For this, the four in-
dicators impact sum, impact balance, consistency
value and total impact score are relevant. Impact
sum is defined by the sum of impacts of one char-
acteristic (descriptor variant) while impact bal-
ance consists of all impact sums of a descriptor.
The impacts are necessary for the consistency.
The consistency value should be at minimum by
zero. A scenario is considered consistent if its im-
pact sum is at least as high as any alternative com-
bination, meaning all its characteristics are mutu-
ally coherent and non-contradictory.

For further analyze the structure of the sce-
nario system, active—passive diagrams can be
used. This diagram visualizes how much each de-
scriptor is influenced by others and the degree of
influence they exert, providing insight into the dy-
namics of the scenario space (Weimar-Jehle
2023).

As the applied method is based on the combi-
nation of parameters and their characteristics, it is
necessary to limit both the number of descriptors
and their variations in order to manage complex-
ity and ensure analytical clarity. An unrestricted
expansion of descriptors would significantly in-
crease the scenario space without necessarily im-
proving the explanatory value of the analysis.
Moreover, the definition of the descriptors and
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their relationships need to be clear and mutually
exclusive (Weimar-Jehle 2023).

Therefore, a conscious reduction of parame-
ters was applied. Based on literature research and
expert discussions, the analysis was limited to a
set of core descriptors that are considered im-
portant for describing drone-related threat scenar-
ios associated with critical maritime infrastruc-
tures. These include the attacker profile, type of
attack, attack environment, attack target and type
of damage.

2.2. Experts as a Source of Information and
Evaluation

As described in Section 2.1, expert knowledge
represents an important source for identifying rel-
evant descriptors and their characteristics as well
as for assessing the relationships between them.
The selection of experts followed the approach
described by Bogner et al. (2014) and Nieder-
berger and Wassermann (2015), who define ex-
perts as individuals possessing extensive profes-
sional knowledge and practical experience in a
specific field.

Semi-structured expert interviews are suitable
for collecting structured information. This inter-
view format enables a systematic discussion of
predefined topics and at the same time offers suf-
ficient flexibility for the experts to contribute their
specific perspectives and experiences. Interviews
can be analyzed using qualitative content analy-
sis.

3. Scenario Development

This section describes the application of the meth-
odological framework introduced in Section 2.
The objective here is to develop and analyze sce-
narios in which civil airborne drones may pose a
threat to port infrastructures. Based on the princi-
ples of morphological analysis and CIB, relevant
descriptors and their characteristics were identi-
fied, their interactions assessed and the resulting
scenario space analyzed.

3.1 Identification of descriptors and characteris-
tics

The descriptors and their characteristics were pri-
marily identified through literature research and

discussed and validated with experts. An over-
view is provided in table 1. In total, four experts
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participated in the interviews. Their expertise
covered areas related to drone technology and
port infrastructure and to discuss potential rela-
tionships between these issues. For this purpose,
a semi-structured interview guide was developed.
The interview guide included thematic blocks ad-
dressing the definition of drone-related threats,
the identification of relevant parameters for sce-
nario generation and the discussion of possible re-
lationships between these parameters

Table 1: Key literature used for the identification of
descriptors and characteristics

Descriptors: | Authors:
Drone/ Balashivudu, U., Jayanthi, S., Rani,
Attack/ M. S. and Shaheen, H. (2023)
Damage Chamola, V., Kotesh, P., Agarwal,
A., Naren, Gupta, N. and Guizani,
M. (2020)
Hansen, P. and Faria, R. (2023)
Publications Office of the European
Union (2023)
Chavez, K. and Swed, O. (2021)
Attackers Chavez, K. & Swed, O. (2021)
Targets Brinkmann, B. (2005)

Based on this process, the descriptors and their
characteristics shown in table 2 were defined. To-
gether, these descriptors capture the key dimen-
sions of a drone-based threat scenarios.

Table 2: Descriptors and Characterizations for the CIB

Descriptor: Characterization:

Drone profile | drone profile 1, drone profile 2,
drone profile 3 & drone profile 4.

Attacker individual attacker, extremist
group, militant group & orga-
nized criminal networks.

Attack type damage, smuggling, disruption &
espionage.

Attack target terminal, storage area, transport
connection, dock gate, nautical
facility, ship & building.

Environment coast, waters, rural space, urban
space & industrial space.

Damage type | property damage, environmental
damage & public trust.

The sources are named in table 1.

The four drone profiles are distinguished by five
operational characteristics (table 3). These char-
acteristics were derived from publicly available
data on commercially available drones between
2019 and 2023 (Ochler). For each parameter, min-
imum, maximum and average values were calcu-
lated in order to construct representative drone
profiles.

Table 3: Characteristics of the four drone profiles

Characteristics: DP1 | DP2 | DP3 | DP4
payload [kg] <0,1 | <0,5 | <1,0 | <1,0
range [km] <2 <4 <6 <6
flight time [min] <20 | <30 | <40 | <40
speed [km/h] <35 | <50 | <70 | <70
size [mm] <213 | <294 | <520 | <520

These five characteristics were identified as par-
ticularly relevant through literature research and
discussions with experts from the respective in-
frastructure sectors. Although additional drone
characteristics such as control systems or battery
capacity could also be considered, the interviewed
experts indicated that the selected parameters cap-
ture the most relevant operational capabilities and
indirectly cover several other technical character-
istics.

In addition to identifying the descriptors and their
characteristics, the interactions between them
were defined together with the experts. The re-
sulting constellation of interactions between the
descriptors is illustrated in Figure 2.

Drone profile Iﬂ—bl Attack type | Environment |

|—b| Attack target |

Figure 2: Interaction between the descriptors

Attacker [ Damage type l

Each expert assessed potential dependencies be-
tween descriptors. Based on these assessments,
the relationships were evaluated using a prede-
fined seven-point influence scale (table 4).

The scale captures both negative and positive in-
fluences between descriptor characteristics as
well as neutral ones.
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Table 4: Used evaluation scala

Influence effect: Influence value:

Strong inhibiting influence -3
Inhibiting influence -2
Weak inhibiting influence -1

No influence

Weak promoting influence

0
1
Promoting influence 2
Strong promoting influence 3

3.2 Scenario space generation and evaluation

Based on the defined descriptors and their charac-
teristics, the overall scenario space was generated.
Combining all characteristics resulted in 6,720
possible scenario combinations. The scenario
generation and the identification of internally con-
sistent scenarios were performed using the soft-
ware ScenarioWizard.

Applying the analysis reduced the initial sce-
nario space to 213 internally consistent scenarios.
The total impact score is between 32 to 36 and the
consistency value is by zero. The strength and di-
rection of the interactions between descriptors di-
rectly influence the consistency of the generated
scenarios. For further analyze these relationships,
an active/passive diagram was used (fig. 3). In this
context, active descriptors refer to those exerting
influence on other descriptors, whereas passive
descriptors are primarily influenced by others.

Active/passive diagram for attack target “Port”
9
8 A ° @ Drone Profil
A Attacker
@ Attack type
@ Attack target

Active sum
IS

v Environment

8 Damage type

Passive sum

Figure 3: Active/Passive-Diagram

The diagram provides an overview of the quality
and strength of interactions between the de-
scriptors. The active and passive sums are derived
by aggregating the influence values assigned to
each characteristic, where active values represent
the influence exerted on other descriptors and pas-
sive values represent the influence received. The
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evaluation scale used for this purpose is based on
expert interviews and supported by the literature.

To illustrate the interpretation of the diagram,
the descriptor damage type can be used as an ex-
ample. The type of damage largely depends on the
type of attack; once the attack type is known, the
resulting damage becomes more predictable (see
fig. 2). This dependency is visible in figure 2. At
the same time, the attack type itself is influenced
by the drone profile, indicating an indirect indi-
rect linkage that is implicitly considered through
the network of direct influences in the CIB analy-
sis.

With regard to the objective of identifying
vulnerable assets, the descriptor attack target is
characterized by a high passive value, meaning
that it is influenced by multiple other descriptors.
One reason for this is that attackers typically de-
cide first what they intend to attack. At the same
time, the attack target also exhibits a high active
value, as it influences the selection of other sce-
nario characteristics, such as the attack type and
the resulting damage. Although the characteristics
of a target may also shape attacker behavior, the
direction of causality is ambiguous and difficult
to determine. Nevertheless, once the target is de-
fined, the structure of a plausible scenario be-
comes significantly clearer.

Overall, most descriptors exert direct or indi-
rect influence on the attack target. This indicates
that a comprehensive understanding of these in-
teractions is important for improving the protec-
tion of critical assets.

3.3 Analysis of consistent scenarios

Focusing on the consistent scenarios based on the
attack target, the analysis concentrates on scenar-
ios in which the drone profile, attack target and
attack type are central, as these descriptors exhibit
the strongest interactions and highest impact val-
ues within the CIB analysis. A closer examination
shows that multiple damage types may result from
a single attack. Within the analysis, these damage
types are initially treated as separate characteris-
tics. For the purpose of scenario reduction and im-
proved interpretability, they are aggregated, al-
lowing multiple damage types to be assigned to a
single scenario. Based on this approach, 213 indi-
vidual cases were summarizing into 93 scenarios.
Table 5 gives an overview of the consistent sce-
narios sorted by the attack targets.
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Table 5: Number of scenarios sorted by attack target

considered in isolation. They must be connected
to operational and personal measures (see fig. 4)

Attack target: Sum of Scenarios: in order to build an effective and resilient drone
Terminal 6 defense system. Consequently, it should be under-
Nautical facility 8 stood as a socio-technical system rather than a
Storage area 11 technical solution.

Ship 12

Transport connection 14 [ Drone defence system }

Dock gate 9

Building 23 [ Detection ] » [ Wentification | ) [ Tracking ] B) | Neutratisation

This distribution indicates that transport connec-
tion, dock gates and buildings occur most fre-
quently as potential attack targets and can there-
fore be considered particularly vulnerable assets
within the analyzed scenario space. From these
three targets, just building is represented in all of
the four total impact scores.

That means, that buildings mainly are attrac-
tive targets and so vulnerable. A comparison with
other descriptors shows that all drone profiles ap-
pear in scenarios involving these targets, indicat-
ing that a wide range of drone capabilities could
potentially be used in such attacks.

Regarding the attack types, damage and dis-
ruption dominate the scenario space, occurring 43
and 34 times respectively. This suggests that di-
rect attacks and operational disruptions represent
the most plausible forms of drone-related threats
in the analyzed context. Damage is therefore char-
acterized as a strongly passive descriptor, as it is
influenced by the combination of all other de-
scriptors. This observation corresponds with the
interaction patterns identified in the analysis.

Overall, the results indicate that several com-
binations of drone capabilities, attacker profiles
and attack types may lead to scenarios in which
transport connection, dock gate and buildings rep-
resent particularly vulnerable targets. However, it
should be emphasized that the results are derived
from a semi-qualitative scenario analysis. Conse-
quently, the results may vary depending on the ap-
plied evaluation scale, the selection of descriptors
or the expert assessments used in the analysis.

4. Drone defense for ports

From a functional perspective, drone defense sys-
tem can be described as a sequence of interde-
pendent phases. The four distinct phases are de-
tection, identification, tracking and neutraliza-
tion. However, these technical phases cannot be

Operational measures

I

Personal measures

Figure 4: Process of defense based on Hansen and Faria
2023

This figure illustrates the functional process of
drone defense and its interaction with operational
and personal measures. The figure highlights that
effective protection is achieved only when tech-
nical systems, organizational structures and hu-
man decision-making are aligned.

Within this system, detection represents the
initial and most critical phase, as all subsequent
actions depend on the timely recognition of a po-
tential threat. Various technical approaches can be
applied for drone detection, including radar sys-
tems, radio-frequency sensors, acoustic sensors
and optical systems. Each of these technologies
exhibits specific strengths and limitations that
must be carefully evaluated in relation to the port
environment.

Radar-based detection systems, for instance,
are capable of detecting small airborne objects
over open water and at relatively long distances,
even under adverse weather conditions. However,
in complex port environments their performance
may be reduced due to reflections from cranes,
vessels and buildings, as well as difficulties in dis-
tinguishing drones from birds or other moving ob-
jects. Radio-frequency-based detection systems,
by contrast, are particularly effective in identify-
ing manually operated drones by detecting com-
munication links between the drone and its remote
controller. Yet, this method is largely ineffective-
ness against fully autonomous drones or in envi-
ronments with high levels of electromagnetic
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interference, which are common in ports due to
nautical and industrial infrastructure. These limi-
tations demonstrate that no single detection tech-
nology is sufficient on its own, emphasizing the
need for multi-sensor approaches, sensor fusion
and site-specific adaptation (Yaacoub et al. 2020).

Neutralization techniques can generally be di-
vided into passive and active measures. Passive
measures include jamming, spoofing or cyber-
based interventions, which aim to disrupt naviga-
tion or communication systems. Active measures,
such as nets, projectiles, high-energy lasers or
high-power microwaves, physically interfere with
or destroy the drone. Both approaches involve
distinct advantages and risks. Passive measures
allow the controlled landing and subsequent fo-
rensic analysis of a drone, supporting incident in-
vestigation and learning processes. Active
measures, on the other hand, are often better at
eliminating a threat, but they can introduce sec-
ondary risks, particularly in densely built port ar-
eas or if hazardous payloads are involved. It might
be necessary to designate a safe landing zone if
the drone carries explosives. These considerations
underline the need for predefined safe zones for
interception or landing, exclusion areas for per-
sonnel and clear decision thresholds to avoid
harm to people, infrastructure or port operations
(Chamola et al. 2021).

Beyond the technical dimension, operational
and personal measures play an important role
throughout all phases of the drone defense pro-
cess. Operators must possess detailed knowledge
of the port layout, critical assets and environmen-
tal conditions. Clear organizational structures, de-
fined responsibilities and established communica-
tion channels with emergency and security au-
thorities are important to ensure coordinated re-
sponses. Regular training and exercises are neces-
sary to enable personnel to correctly interpret sys-
tem outputs and act effectively under time pres-
sure.

Figure 4 further illustrates that a drone defense
system does not end with the neutralization at-
tempt itself. Depending on whether the defense is
successful or not, post-incident analysis can pro-
vide valuable insights into attack patterns, system
performance and response effectiveness. This
feedback loop contributes to the continuous im-
provement of counter-drone measures and

Proc. of the European Safety and Reliability Conference (ESREL 2026)

supports the long-term reduction of vulnerabili-
ties in critical maritime infrastructures.

5. Conclusion and Outlook

This paper examined the vulnerability of critical
maritime port infrastructures to drone-based
threats by applying a scenario-mapping approach.
The results demonstrate that even commercially
available drones with limited technical capabili-
ties can pose significant risks to high-value assets.
These findings underline the increasing relevance
of drone threats for ports and the urgent need for
structured and integrated protection concepts.

By mapping vulnerabilities across different at-
tack scenarios, the analysis highlights that effec-
tive counter-drone defense cannot be achieved
through isolated technical solutions alone. In-
stead, drone defense must be understood as a so-
cio-technical system that integrates technical ca-
pabilities with operational planning and trained
personnel. The functional phases of detection,
identification, tracking and neutralization are
highly interdependent and weaknesses in any sin-
gle phase may substantially reduce the effective-
ness of the overall system.

The evaluation of existing counter-drone tech-
nologies shows that each technical approach en-
tails specific strengths and limitations that are
strongly influenced by the complex and dynamic
characteristics of port environments. Conse-
quently, the selection and deployment of counter-
drone measures must be site-specific and based on
a detailed understanding of local infrastructure,
operational processes and environmental condi-
tions. In this context, the analysis emphasizes the
importance of combining active and passive neu-
tralization measures with clearly defined opera-
tional procedures, safe zones and decision criteria
to ensure both effectiveness and safety.

Beyond technical measures, organizational
preparedness and personnel competence emerge
as critical factors for reducing vulnerability. Clear
roles, responsibilities and communication struc-
tures, as well as regular training and exercises, are
essential to enable timely and coordinated re-
sponses under the limited reaction times associ-
ated with drone attacks. Post-incident analysis
further represents a valuable mechanism for
learning and continuous improvement, supporting
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the adaptation of counter-drone concepts to
evolving threat patterns.

Looking ahead, future research should in-
creasingly focus on emerging drone technologies
and their implications for critical maritime infra-
structures. In particular, drone swarming technol-
ogy represents a significant challenge for existing
counter-drone systems. Swarms can overwhelm
detection and neutralization capabilities, exploit
system saturation effects and reduce the effective-
ness of single-target interception strategies. Ad-
dressing such threats will require advances in
multi-sensor fusion, automated decision support
and coordinated neutralization concepts capable
of responding to multiple simultaneous targets.

Further research should also explore the inte-
gration of counter-drone systems into broader
port security and resilience frameworks, traffic
management and emergency response planning.
Developing standardized evaluation criteria and
best-practice guidelines may support infrastruc-
ture operators in selecting and implementing ef-
fective counter-drone measures.

In conclusion, this paper demonstrates that re-
ducing the vulnerability of ports to drone threats
requires an integrated, scenario-based approach
that combines technical, operational and person-
nel measures. As drone technologies continue to
evolve, adaptive and resilient counter-drone con-
cepts will be essential to ensure the long-term se-
curity and functionality of critical maritime infra-
structures.
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