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The deployment of Artificial Intelligence (AI) systems into safety-critical systems offers the potential to improve
safety, but also introduces novel hazards. Traditional hazard identification methods, focused on component-level
failures and chain of failure events, are often insufficient for these complex AI-enabled systems where unsafe
component interactions are a primary concern for accidents. Recent research advocates conducting hazard iden-
tification for AI-enabled systems with a system-theoretic approach to address unsafe component interactions of
system components and traditional component failures. This study adopts a system-theoretic perspective, employing
system-theoretic process analysis (STPA) to investigate operational safety challenges in a liquid hydrogen (LH2)
bunkering system that incorporates an AI system for predicting the violation of the lower flammability limit (LFL)
of hydrogen. Through our analysis, we identify the hazards and loss scenarios of two different system designs for
such an AI-enabled safety-critical system. Furthermore, we derive benefits, limitations and propose enhancements
to the STPA methodology itself to better address the characteristics of AI-enabled systems. Our findings contribute
to advancing hazard identification methods and risk assessment frameworks, promoting the safe integration of AI
systems in safety-critical systems.
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gen bunkering.

1. Introduction

The integration of AI systems into safety-critical

contexts introduces novel hazards arising from

both the intrinsic complexity of the AI sys-

tems and the intricate system environment. This

introduces novel hazards that challenge tradi-

tional, component-failure-based hazard identifi-

cation techniques (Dobbe, 2022). The system-

theoretic process analysis (STPA) method pro-

vides a top-down framework for this complexity,

as it is designed to address interactions among

technical systems, human operators, and organi-

zational processes (Leveson, 2012). Despite this

potential, the practical application of STPA specif-

ically to AI-enabled safety-critical systems is not

well established. This paper addresses this gap

by investigating STPA’s implementation on two

distinct system designs within a real-world case

study, evaluating its benefits and limitations and

deriving necessary methodological adaptations for

this domain.

2. Definitions

2.1. Safety

Safety is defined as the absence of unacceptable

risk (ISO/IEC Guide 51, 2014). Leveson (1995)

adopted this definition to the absence of accidents,

i.e., unplanned events leading to unacceptable hu-

man, financial, or mission-related loss. This is the

underlying definition of safety for STPA.
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2.2. AI systems

Following the EU AI Act (EU AI Act, 2024),

an AI system is defined as a machine-based sys-

tem exhibiting varying degrees of autonomy in

performing tasks that traditionally require hu-

man intelligence, such as learning, prediction, rec-

ommendation, problem-solving, natural language

processing, and decision-making.

2.3. AI-enabled systems

An AI-enabled system is a system that incorpo-

rates one or more AI systems (Det Norske Veritas,

2023).

3. Research Approach

This work analyzes the application of STPA to

AI-enabled systems to derive benefits, limita-

tions, and potential methodological adjustments.

The analysis applies STPA to two system de-

signs based on architectural patterns based on the

ISO/IEC TR 5469 (ISO/IEC TR 5469, 2024): one

directly from the technical report and an extended

version (Flehmig et al., 2024). This comparative

approach tests the method across different system

designs. Both architectural patterns were instan-

tiated within a LH2 bunkering system context,

whose foundational design is based on established

maritime and hydrogen safety studies (European

Maritime Safety Agency, 2024; Maritime Tech-

nologies Forum, 2024; Tamburini et al., 2025). In

this context, the AI system functions as part of

the overall safety-related system and more specif-

ically as part of a safety instrumented function

(SIF). The AI system uses sensor measurements

to generate enhanced information for the bunker-

ing control room (BCR). It predicts for a given

sample whether a certain hydrogen concentration,

the lower flammability limit (LFL), is surpassed

after 200 s. This time frame was chosen based on

the water systems’ response time after a hydrogen

release (Alfarizi et al., 2023).

3.1. Case study: LH2 bunkering system

A LH2 bunkering system, a process where ships

are refueled from a stationary tank was selected

as it represents a hazardous process with need for

a safety system (Maritime Technologies Forum,

2024; European Maritime Safety Agency, 2024;

Tamburini et al., 2025). For the bunkering opera-

tion, Alfarizi et al. (2023) proposed an AI system

for accident prevention of LH2 leakage. The AI

system predicts whether the LFL will be exceeded

within a 200-second horizon. This forecast en-

ables the proactive activation of targeted safety

barriers, such as water curtains, sprinkler systems,

inert gas injection, or enhanced ventilation, to

mitigate the hazard and thereby prevent the need

for a full emergency shutdown of the bunkering

operation. While the prior work does not detail

the integration of such an AI system into an LH2

bunkering system and its safety-related system,

we propose utilizing the AI system’s prediction

to active safety barriers and thus prevent costly

emergency shutdown.

3.2. Architectural patterns for AI-enabled
systems

The following outlines the two architectural pat-

terns used in this work. The first pattern, used

in ”System 1”, is adopted directly from the ref-

erenced technical report. The second pattern, for

”System 2”, represents an extended architecture

synthesized by integrating elements from all pat-

terns described in the same report plus additional

components.

3.2.1. System 1

The technical report (ISO/IEC TR 5469, 2024)

considers three different possible patterns: (I) a

safety backup system with non-AI technology and

a detection method to switch the control when

unsafe behavior by the AI system is detected, (II)
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Fig. 1. Architectural pattern of System 2 adapted from
Flehmig et al. (2024). The cross-hatched components
are the extensions. The non-cross-hatched component
represent System 1.
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a limiting logic which is determined by a supervi-

sory component to ensure a safe subset of action

space, and (III) an AI system redundancy with

output voters or aggregators. These patterns can

co-exist or are sufficient just by themselves. We

adopted architectural pattern (III) and adapted it

to our use case, where the AI system functions not

as a safety controller, but as a sensor enhancement

that provides detailed predictive information to

the BCR. Consequently, the limiting logic and

the dedicated safety backup system were omitted

from the design. This adapted architecture is de-

picted in Figure 1 using non-cross-hatched com-

ponents. In this pattern, process data is fed into

parallel AI systems, that are differently weighted

instances of the same model. For regression tasks,

the outputs are aggregated and for classification, a

majority vote determines the final system output.

3.2.2. System 2

System 2 is an extended version based on the

patterns in ISO/IEC TR 5469. As shown in Fig-

ure 1 and introduced by Flehmig et al. (2024),

it consists of the three pattern suggestions in the

technical report and described in Section 3.2.1.

Originally, this pattern includes an independent

monitor, an input guard and an offline updating

component. The monitor tracks inputs, internal

states, and outputs for unreliable behavior, alert-

ing the supervisory component of any deviations.

The input guard applies rule-based validations to

ensure that all inputs adhere to predefined opera-

tional bounds, detecting anomalies such as miss-

ing values or obvious outliers, and verifies soft-

ware and hardware dependencies. Any violations

are reported to the supervisory component. The

offline updating ensures that the performance in

terms of reliability of the AI system is according

to defined requirements. This would include data

collection, re-training of the AI system, testing

and verification and finally updating the operating

AI system. This is an offline process to ensure

reliability and safety.

This extended architectural pattern is rather

generic and depends on the actual system to be

designed. Therefore we adjusted the pattern to our

requirements as mentioned in Section 3.2.1. Fur-

thermore, we excluded the offline updating com-

ponent because it is out-of-scope for this work.

Process data is routed in parallel to the AI sys-

tem, the monitoring component, and the super-

visory component, the BCR. The BCR operator,

informed by the monitor’s diagnostics, the raw

process data, and the AI system’s predictions,

manually decides whether to activate safety bar-

riers.

3.3. STPA

STPA is a hazard identification technique de-

signed to address system complexity by using a

system-theoretic approach and treating safety as a

control problem. It posits that accidents can arise

not only from component failure, but from unsafe

or missing control actions within complex inter-

actions (Rausand and Haugen, 2020; Leveson,

2012). A brief overview of its key steps follows,

where the comprehensive guidance is available in

the STPA handbook (Leveson and Thomas, 2018).

• Identify purpose of the analysis: The analy-

sis begins by defining losses, and hazards that

could lead to a loss. These hazards are defined

within a system boundary that delineates the

scope of the designer’s or engineer’s control.

• Model the control structure: The next step

models the system’s functional relationships us-

ing feedback control loops within the estab-

lished boundary. Key components are the con-

troller that is an algorithm, human operator, or

an organization and the controlled process that

is another controller, a process or a component

controlled by the controller. Their interaction is

defined by control actions, constraints enforced

by the controller, and feedback, responses from

the controlled process.

• Identify unsafe control actions: With the con-

trol structure defined, the next step identifies

unsafe control actions (UCAs): control actions

that, under a specific context and worst-case

conditions, would lead to a hazard. An UCA is

characterized by five elements: the source con-

troller, the type of flaw, e.g., action is provided

or not provided, the specific control action, the

triggering context, and its link to a hazard.
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• Identify loss scenarios: The final step identi-

fies the causal factors behind UCAs, such as in-

adequate requirements, design errors, incorrect

feedback, or component failures. The result-

ing analysis informs additional safety require-

ments, identifies mitigation, drives improve-

ments, and provides specific safety recommen-

dations.

4. STPA of System 1 and System 2

This section presents the results of the STPA per-

formed for both system designs, following the

established methodology step by step and con-

cluding with a brief comparative discussion. A

foundational assumption of this analysis is the re-

liable, safe, and independent operation of the ESD

system, which represents a SIF (SIF-I). This func-

tion is implemented by a conventional controller

that automatically triggers an ESD if the hydrogen

concentration at any monitored sensor location

exceeds the LFL. Consequently, this subsystem

and its associated control actions and feedback

loops are excluded from the subsequent detailed

hazard analysis, even though they reside within

the broader safety-related system boundary. Fur-

thermore, the analysis is scoped to the deployed

system state. Causal factors originating from prior

lifecycle phases, such as development, training, or

testing of the AI system, are therefore not consid-

ered within this assessment.

4.1. Identify purpose of analysis

The first STPA step yielded identical results for

both designs, as losses are defined at a high level

and are largely independent of specific component

differences. Overall, five losses were identified for

the AI-enabled LH2 bunkering system, involving

four distinct stakeholders: on-site operator, ship

company, fuel station company, and AI system

developer. The fifth loss L5 has no specific stake-

holder assigned, as its impact is global. The sys-

tem boundaries are identical for both designs: a

LH2 bunkering system, as described in Section

3.2, incorporating an AI system for predicting

concentration of hydrogen (SIF-II) and an ESD

system (SIF-I). The sole system design difference

is the monitoring and input guard component in

Table 1. The losses identified across the two sys-

tem designs.

ID Loss

L1 loss of life
L2 loss of or damage to equipment
L3 loss of fueling mission
L4 loss of reputation
L5 environmental loss

System 2. For the system-level hazards, however,

this distinction yields no variation as shown in

Table 2.

Table 2. The hazards identified across the two system

designs.

ID Associated Hazard
losses

H1 L1, L2, L3, LH2 bunkering system
L4, L5 releases hydrogen

above the LFL.
H2 L3, L4 LH2 bunkering system does

not complete the
bunkering process.

4.2. Model control structure

A hierarchical control structure was created for

each system design based on the architectural

patterns from Section 3.2 and information from

Alfarizi et al. (2023); Tamburini et al. (2025);

Maritime Technologies Forum (2024); European
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Fig. 2. The hierarchical control structure of System 1.
”PB” stands for ”push button”.
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Maritime Safety Agency (2024). Both systems

incorporate the following core components: the

LH2 bunkering process, the LFL prediction sys-

tem (LFL-PS) with the AI system, and the in-

dependent ESD system. Both systems access the

hydrogen concentration sensors. The LFL-PS ad-

ditionally collects data from supplementary sen-

sors, such as ambient temperature, pressure, wind

speed, and wind direction. The systems differ,

however, in their feedback pathways. In System

1, Figure 2, the AI system communicates its pre-

dictions directly to the BCR. In System 2, Fig-

ure 3, the BCR receives not only the AI sys-

tem prediction but also supplementary diagnostic

information regarding the AI system’s internal

behavior and input validity. When deviations or

unreliable states are detected by the monitoring

components, this information is likewise relayed

to the BCR. In both systems, a positive predic-

tion of high hydrogen concentration prompts the

BCR to activate predefined safety barriers. System

2, however, provides the operator with enhanced

situational awareness by additionally reporting on

the AI system’s operational integrity.

4.3. Identify unsafe control actions

We identified three UCAs for both systems. UCA-

1 describes when the BCR falsely triggers the

ESD and causing an incomplete bunkering pro-

cess (H2). The other UCAs are detailed in Table

3. The source of these UCAs is the BCR. The

controller action is binary where ”1” is the default

setting, while ”0” triggers a safety barrier.
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Fig. 3. The hierarchical control structure of System 2.

Table 3. UCAs for both systems origin from the

BCR.

not providing providing too early,
causes hazard causes hazard too late

UCA-2: BCR N/A UCA-3: BCR
does not triggers a
trigger a safety barrier
safety barrier too late. (H2)
before LFL is
surpassed. (H2)

4.4. Identify loss scenarios

Finally, we identified the causal loss scenarios

that lead to UCAs. Inadequate process models

are the central causal factor. For System 1, four

loss scenarios were derived: two for UCA-2, and

one each for the others. The causal factors are:

out-of-distribution data, misclassification, missing

data, insufficient trust in AI system, deprecated

dependencies, and hardware failures. For instance,

one UCA-2 scenario involves an upcoming LFL

violation where the BCR fails to trigger a safety

barrier due to incorrect information from the AI

system originating from out-of-distribution data

or misclassification of in-distribution data.

System 2 yielded five loss scenarios, one for

UCA-1, two for UCA-2 and UCA-3 and the fol-

lowing set of causal factors: out-of-distribution

data, misclassification, insufficient trust in AI sys-

tem, and hardware failures. A loss scenarios for

UCA-3 is the BCR triggers a safety barrier too

late. This delay can result from a situation where

the AI system provides a correct prediction, but

the monitoring component falsely reports unre-

liable behavior. Consequently, the BCR opera-

tor hesitates to act. After several time steps, the

monitoring correctly indicates reliable AI behav-

ior, prompting the operator to finally activate the

barrier. However, because the safety barrier re-

quires a specific activation and response time to

be effective, the delayed deployment renders it

insufficient to prevent the hazardous condition,

ultimately leading to an unavoidable ESD (H2).

This flawed monitoring can originate from mis-

classification errors within the monitoring.
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5. Benefits, limitations and potential
adjustments

This section outlines STPA’s benefits and lim-

itations for AI-enabled systems and proposes

methodological adjustments. STPA was devel-

oped to address the hazard identification of

complex, software-intensive systems where tra-

ditional, linear failure models are insufficient

(Leveson, 2012). Given that AI-enabled systems

exhibit at least comparable complexity, STPA’s

foundational approach is applicable and benefi-

cial. However, fundamental differences between

conventional software and AI systems mean the

technique is not directly translatable and requires

adaption. While complexity is a shared character-

istic, key distinctions include:

• Software is rule-based and explicitly defined by

developers, while AI systems are data-driven

and self-organizing through learning.

• AI systems are often non-deterministic in their

internal processes and outputs, whereas tradi-

tional software is typically deterministic.

5.1. Benefits

STPA offers distinct benefits for analyzing AI-

enabled systems:

• It captures complex component interactions and

socio-technical relationships that linear tech-

niques often miss, making it uniquely suitable

(Dobbe, 2022). For instance, STPA captures

complex interactions in System 2, such as those

between BCR, AI system and AI monitoring,

revealing how the added safety layer introduces

new failure modes. Consequently, System 2

yielded a greater number of loss scenarios than

System 1, demonstrating STPA’s value in an-

alyzing the inherent trade-off between safety

complexity and emergent risk.

• STPA offers a distinct perspective on hazard

identification and can reveal additional hazards

compared to traditional techniques (Rausand

and Haugen, 2020). For example, by explicitly

modeling component interactions, particularly

in socio-technical systems such as those en-

abled by AI, STPA can uncover emergent haz-

ards that must be addressed for system safety.

These may include issues like insufficient oper-

ator trust in the AI system, which could stem

from inadequate personnel training or a defi-

cient organizational safety culture.

• It enables the design of safe system from the

start, improving safety and reducing lifecycle

costs. For instance, the identification of loss

scenarios and casual factors can be the starting

point of design iteration that try to mitigate or

prevent these.

5.2. Limitations

STPA’s limitations for AI-enabled systems stem

from both general methodological constraints and

AI-specific challenges. A well-known general

limitations is its procedural complexity, which of-

ten requires guidance or external experts (Koessler

and Schuett, 2023). The limitations identified are:

• While established hazard identification meth-

ods from safety-critical industries provide a

foundational starting point for risk assessment

in AI-enabled systems (Koessler and Schuett,

2023), they are not inherently designed for

this context and require careful adaptation to

be fully effective. The adoption rather than

replacement of these methods offers the ad-

vantage of leveraging the existing familiarity

and expertise of safety professionals with these

proven tools.

• Second, STPA, while designed for software-

intensive systems, is not specifically tailored for

those incorporating AI systems. The methodol-

ogy remains functional at a high level but lacks

the requisite granular language for formulating

detailed loss scenarios. The nature of interac-

tions with AI systems extends beyond the bi-

nary ”correct/incorrect” framework typical of

STPA, as AI systems’ outputs can be proba-

bilistic and ambiguous. Similarly, a focus on

traditional sensor-based feedback is insufficient

for detailed AI-specific hazard identification.

• Third, the STPA construct of the operator’s

process model that is crucial for ensuring safe

control actions, is fundamentally challenged by

AI systems. The complexity and opacity of AI

decision-support can impede operator under-
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standing, a situation exacerbated by the current

limitations of meaningful explainability tech-

niques.

5.3. Adjustments

STPA is already a valuable hazard identifica-

tion technique for AI-enabled systems due to its

system-theoretic perspective and ability to model

complex interactions (Koessler and Schuett, 2023;

Dobbe, 2022). To address the aforementioned lim-

itations and improve diffusion of the technique,

we propose two enhancements:

• A qualitative risk assessment to compare differ-

ent system designs.

• Adapt the loss scenario identification method-

ology with AI-specific guidance and language.

5.3.1. Qualitative risk assessment to enable
comparability

Our case study reveals a methodological limita-

tion in STPA: the lack of an integrated framework

for comparing different system designs, whether

between two AI-enabled systems or against a

purely conventional, non-AI system. This issue is

not new, prior work by Kim et al. (2021) attempted

to address it by introducing a risk priority number

approach to quantify and rank hazards. However,

within the STPA context, quantitatively scoring

often elusive causal factors can be arbitrary and

of limited meaning. A structured qualitative com-

parison could be far more practical and insightful.

This could be achieved using a predefined check-

list or a comparative risk matrix that assesses

key design attributes, such as safety layer depth,

system complexity, transparency, and operational

resilience which enables a clear, side-by-side eval-

uation of design alternatives.

5.3.2. Translating loss scenario concept for
AI-enabled systems

During the identification of loss scenarios, we

observed that STPA’s conventional framework is

inadequate for analyzing AI-enabled systems. To

apply STPA effectively, its guidelines must be

translated into AI-specific terms. For instance, in

System 2, outputs from the AI system and its inde-

pendent monitor can be inconsistent or contradic-

tory, leading to flawed process beliefs by the BCR

operator. Additionally, AI outputs are often prob-

abilistic and non-deterministic, making the identi-

fication of loss scenarios and their casual factors

more complex. This translation is essential, as it

yields more detailed loss scenarios and may reveal

novel causal factors that can be addressed to im-

prove system safety. STPA’s traditional causes of

inadequate feedback, such as sensor faults, do not

account for AI-specific failure modes, including

deceptive outputs (Hubinger et al., 2024), mis-

leading or incomprehensible monitoring (Miller

et al., 2017), or emergent behavior (Hendrycks,

2024). Formally integrating these novel causes is

necessary to accurately describe and subsequently

mitigate AI-specific hazards.

6. Discussion

This paper employed a case study approach to

evaluate STPA for AI-enabled systems and derive

methodological adjustments. We demonstrated

that STPA provides a valuable perspective for

hazard identification in this domain by analyz-

ing component interactions and socio-technical

dynamics, aspects often neglected by traditional

techniques (Koessler and Schuett, 2023; Rismani

et al., 2024). Its adoption as complementary anal-

ysis is therefore meaningful. To improve its utility

and diffusion, we proposed two enhancements:

• A qualitative risk assessment to enable system

design comparison.

• AI-specific guidance for loss scenario identifi-

cation, translating STPA’s concepts to address

novel AI-specific failure modes.

Our analysis, while conducted according to the

STPA handbook (Leveson and Thomas, 2018) and

reviewed by experts, is a high-level application

and can be further refined. The LH2 bunkering

case study is grounded in real-world system de-

signs (Maritime Technologies Forum, 2024; Eu-

ropean Maritime Safety Agency, 2024), but the

AI system integration is conceptual, based on

our expertise. Implementing the proposed adjust-

ments requires further precision and validation.

The risk assessment must carefully incorporate

system-theoretic principles. Similarly, developing
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comprehensive AI-specific guidance demands in-

terdisciplinary work between AI safety expertise,

safety engineers, and AI experts.

7. Conclusion

In this work, we applied STPA to two distinct

AI-enabled system designs within a safety-critical

LH2 bunkering context. The analysis indicated

STPA’s utility in identifying loss scenarios in-

herent to the incorporation of AI systems while

revealing methodological limitations. Our primary

contribution is the proposal of two targeted en-

hancements, that is a qualitative risk assessment

and AI-specific methodology for loss scenarios

identification, aimed at improving the technique’s

practicality and accelerating its diffusion for AI-

enabled system risk analysis. Future work should

focus on refining and validating these proposals:

defining a concrete framework for STPA risk as-

sessment and developing comprehensive, trans-

latable guidelines for AI-specific loss scenarios

identification.
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