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Machine Learning has entered almost every aspect of our lives, particularly in software systems. Their performance
in several tasks has reached human-level and is therefore interesting to use in safety-critical systems. However, the
black-box character of most advanced models hinders the use of many classical assessment techniques. This makes
it more difficult to acquire the crisp failure rates needed in techniques like fault trees, reliability block diagrams
or partially FMCEA. In this contribution, we aim to provide a bridge from testing to an estimation of an upper
bound. This estimated delimiter of the model’s risk can then be used in established techniques and tools to obtain
early estimations. That is particularly useful in early design stages to foster a feedback loop about planned system
designs. Our method is suited for any classifier with a normal distributed score. The estimations are established
with the use of confidence bounds on the parameters. More specifically, we are going to propose a function, which
has the confidence levels as variables, that serves as an upper bound estimation. In a follow-up step, the minimum
of this function can be used as an upper bound estimation, which is given by a single number. On top of that, the
minimizing arguments can be seen as an optimal choice of the confidence levels. In a simulation, we are going to
prove the validity of this attempt. Additionally, we are going to demonstrate its application with the example of
breast cancer detection.

Keywords: machine learning, risk assessment, confidence selection, upper bound estimation, reliability, normal
distribution.

1. Introduction

Machine Learning solutions have been getting in-

creasingly popular in the last decade and have

reached human-level performanceEsteva et al.

(2017). That makes them interesting for use in

safety-critical systems as well. However, the com-

mon software testing approaches, like MCDC

Chilenski and Miller (1994) to name one, are not

directly applicable. Their neural network coun-

terparts Sun et al. (2019) and other approaches

like Pei et al. (2019) still remain heuristics in

terms of formal safety guarantees. This leaves the

question about which quantitative value to use in

subsequent risk assessments. Using the measured

test performance would have a chance of underes-

timating and creating an unsafe system. Adding a

safety margin or using a confidence bound Bous-

quet et al. (2004) opens the question about the size

of the margin or which confidence level. Inside

this paper, we are going to answer the question

in the case of normal score classifiers.

1.1. Related Work

This work was inspired by Braband and Schäbe

(2020) and is built upon their idea to use the

confidence bound of the estimators. However, they

perform a budget calculation, and we are going to

compute an upper bound estimation that can be

viewed as an optimal or automatic selection of the

confidence levels.

That certification by testing is theoretically pos-

sible was proven by Lucas et al. (2008), inside

the framework of Quantification of Margin and

Uncertainties Pilch et al. (2011). However, in our

setup, the margin is unknown and needs to be de-

termined for future risk assessment. Additionally,

the results inside this contribution do not aim at
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certification, but rather as supporting information

in early design stages.

In the case of general score and dependent data,

this has already been attempted in Günther et al.

(2025). The authors have built an upper bound

function, depending on the margin to the mea-

sured performance and retrieve the optimum as the

minimizer. This will be similar in our case, except

that we are going to use confidence levels of the

parameter estimators.

Another alternative to this approach, if we in-

clude the risk assessment process, can be the use

of fuzzy numbers Dijkman et al. (1983) and fuzzy

sets Zadeh (1965). See Kabir and Papadopoulos

(2018) for an overview in this regard. This, how-

ever, leaves the field of probability theory towards

possibility theory Zadeh (1999).

1.2. Contribution

This paper provides a method, presented in Sec-

tion 2, to obtain an upper bound estimation on

the multi-class classification risk, given that the

score is normal distributed. Simultaneously, this

procedure can be used to obtain an automatic con-

fidence level selection for the parameter estima-

tors. Thus, it bridges the gap between classical risk

assessment techniques like fault trees or reliability

block diagrams, allowing early feedback in the

system design phase. However, the goal is not a

final verification, as here the confidence also needs

consideration. The main purpose is for early de-

sign stages and a low amount of available test data.

In Section 3, a simulation study is performed to

validate the usefulness of the bound. Additionally,

the use is demonstrated by the example of breast

cancer prediction. Section 4 elaborates on limita-

tions and possible future work before Section 5

concludes the paper.

2. Method

The classification model will be denoted with f ,

and is a function from the input space R
d into the

labels {1, . . . ,K}, with d ∈ N>0 For simplicity,

we decided to keep numbers for the labels, even

though no ordinal scale is assumed. Additionally,

f is given via a score function s : Rd → R
K by

f (x) = argmax
j=1,...,K

s (x)j . (1)

In simple words, s represents a belief of the model

that x lies in each of the classes. What might

look like an assumption is just a mathematical

formulation, as any black-box classifier can be

brought into this form. All occurring functions are

assumed to be measurable, in order to soundly talk

about probabilities.

The test data is given by the feature vec-

tor and its corresponding label, in example

(x1, y1) , . . . , (xN , yN ) ∈ R
d × {1, . . . ,K}. To

include also aleatoric uncertainty, the data is

viewed as realizations of the random variables

(X1, Y1) , . . . , (XN , YN ). In particular (xj , yj) =

(Xj (ω0) , Yj (ω0)), with ω0 ∈ Ω being the ob-

served stochastic event from the underlying prob-

ability space (Ω,A, P ). A new unseen data point

is written without a subindex as (X,Y ). Model

training and retrieval are disregarded, and only

testing and evaluation are in focus; therefore, we

only consider test data.

With U (y) we denote the set of undesired out-

comes for a prediction, when the true label is y.

If we are in the case of binary classification, so

K = 2, then U (1) = {2}. This distinction differs

from model training and performance measures,

as some failure modes are dropped. Even though

this looks more complicated than treating every

misclassification equally important, it allows us

to exclude cases that are not safety relevant. To

give an example, if an object detector of an au-

tonomous vehicle detects a deer on the road in-

stead of a boar, this failure might not influence the

behaviour of the vehicle controller and is therefore

not safety relevant.

Before presenting the method, we present our

main restriction, which gives rise to the title of this

paper.

Assumption 2.1. The data is independent and

identically distributed with

Z = max
j /∈U(Y )

s (X)j − max
j∈U(Y )

s (X)j , (2)

following a normal distribution of mean μ and

variance σ2.
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2.1. Bound Computation and Confidence
Selection

The value of interest is given by

R (f) = P (f (X) ∈ U (Y )) , (3)

which we call the risk of the classifier. It describes

the probability that the model produces an un-

desired output on a single prediction for a new

data point. According to (1), this occurs when the

score of an undesired class is higher, respectively

equal, since in this case the behaviour is unknown

unless further specified, than all other scores from

the desired labels. In other words, the variable Z,

given in Equation (2) is 0 or smaller, thus

R (f) = P (Z ≤ 0)
2.1
= Φ

(
−μ

σ

)
. (4)

Now, the first problem occurs, namely, the param-

eters μ and σ are unknown. Thus, we will use the

commonly known estimators

μ̄N (ω) =
1

N

N∑
j=1

Zj (ω) , (5)

σ̄N (ω) =

√√√√ 1

N − 1

N∑
j=1

(Zj (ω)− μ̄N (ω))
2
,

(6)

for ω ∈ Ω being a stochastic event. Using the

estimators directly does not protect for possible

under- or overestimation. Thus, we are going to

use the following well-known confidence bounds,

P

(
μ̄N − F−1

tN−1
(1− γ)

σ̄N√
N
≤ μ

)
= 1− γ,

(7)

P

⎛
⎝σ2 ≤ (N − 1) σ̄2

N

F−1
χ2
N−1

(η)

⎞
⎠ = 1− η,

(8)

where γ, η ∈ (0, 1) are the confidence levels and

F−1 represents the inverse cumulative distribution

function of a student t-distribution, respectively

χ2-distribution, with N − 1 degree of freedom.

We will write M for the stochastic event inside the

argument in Equation 7 and V for the stochastic

event inside the probability in Equation 8.

To obtain an upper bound estimation, we are go-

ing to distinguish between two scenarios. Namely

that ω lies in M ∩ V or not, resulting in

R (f) = R (f) · �M∩V (ω) (9)

+R (f) · �Ω\M∩V (ω) (10)

≤ Φ

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎝
−μ̄N (ω) + F−1

tN−1
(1− γ) σ̄N (ω)√

N

σ̄N (ω)
√

N−1
F−1

χ2
N−1

(η)︸ ︷︷ ︸
ν(γ,η)(ω)

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎠

(11)

· �M∩V (ω) + 1 · �Ω\M∩V (ω) . (12)

As noticed by the attentive reader, we additionally

need the condition − μ̄N (ω)
σ̄N (ω) +

F−1
tN−1

(1−γ)
√
N

< 0

to hold true for all ω ∈ M ∩ V in order for

the estimation to hold true. This is, of course,

impossible to validate, since only the event ω0 is

observed, thus we can only check the condition at

the measured test data. However, with increasing

N , the last summand will converge to zero for

fixed γ. Furthermore, since the estimator μN also

converges to μ almost everywhere, this condition

can be viewed as a technical adaption of μ > 0,

which according to Equation (4) relates to the

question of R (f) < 0.5, so if the classifier is

worse than chance in this regard. Next we apply

�M∩V ≤ 1 and then the expected value to get

R (f) ≤ E [Φ (ν (γ, η))] + P (Ω \M ∩ V ) .

(13)

Finally, to make any use of this bound, we need

an approximation of the expected value in Equa-

tion (13). However, our only measurement is the

observations of the data at ω0, thus we use

E [Φ (ν (γ, η))] ≈ Φ (ν (η, γ) (ω0)) . (14)

Additionally, the second summand in Equation

(13) can be upper bounded by the sum of 1 −
P (M) = γ and 1− P (V ) = η due to Equations

(7) and (8). This results in the estimated upper
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bound

R (f) � Φ

⎛
⎜⎜⎝

−μ̄N (ω0)
σ̄N (ω0)

+
F−1

tN−1
(1−γ)

√
N√

N−1
F−1

χ2
N−1

(η)

⎞
⎟⎟⎠+ γ + η

(15)

= gN (γ, η) . (16)

Highly interesting is the fact that the risk is inde-

pendent of the confidence levels γ and η, while

gN has these as its arguments. Therefore we can

simply take the minimizing γmi and ηmi. This also

directly gives us choices for the confidence levels

of the parameters.

2.2. Computation Aspects

The upper bound function is differentiable, as

given below in Theorem 2.1.

Theorem 2.1. The partial derivatives of gN are

given by

∂gN
∂γ

(γ0, η0) = − 1√
2
exp

(
−ν (γ0, η0)

2

2

)

(17)

·

√
F−1
χ2
N−1

(η0)

N
· Γ

(
N−1
2

)
Γ
(
N
2

) (18)

·
(
1 +

F−1
tN−1

(1− γ0)
2

N − 1

)N
2

+ 1,

(19)

∂gN
∂η

(γ0, η0) =
1√
2π

exp

(
−ν (γ0, η0)

2

2

)
(20)

· 2
N−3

2 Γ
(
N−1
2

)
√
N − 1

F−1
χ2
N−1

(η0)
1−N

2

(21)

·
(
− μ̄N

σ̄N
+

F−1
tN−1

(1− γ0)√
N

)
(22)

· exp
⎛
⎝F−1

χ2
N−1

(η0)

2

⎞
⎠+ 1. (23)

Thus, a simple gradient descent method can be

applied to find the minimum. We decided on an it-

erative minimization in each variable, as displayed

in Algorithm 1. However, for large values of N ,

Algorithm 1 Heuristic to find the minimum of g.

Require: μ̄N > 0, σ̄N > 0, N > 0, ε > 0

1: γ ← 1
4 � Initialize γ

2: η ← 1
4 � Initialize η

3: m← g (γ, η) � Initialize minimum

4: Δ←∞ � Variable for current change

5: repeat
6: γ ← argmin

γ̃∈(0,1)

gN (γ̃, η) � Minimize in γ

7: η ← argmin
η̃∈(0,1)

gN (γ, η̃) � Minimize in η

8: Δ← |m− gN (γ, η)| � Update change

9: m← gN (γ, η) � Update minimum

10: until Δ < ε

11: if − μ̄N

σ̄N
+

F−1
tN−1

(1−γ)
√
N

< 0 then
12: return m

13: else
14: return 1

15: end if

the terms

Γ
(
N−1
2

)
Γ
(
N
2

) and
2

N−3
2 Γ

(
N−1
2

)
F−1
χ2
N−1

(η)
1−N

2

√
N − 1

(24)

cause numerical difficulties. The first term is of the

form “∞
∞” for large N , but can be approximated

with
√

2
N−1 for large N according to Wendel

(1948); Brain and Mi* (2001). The second faces

the problem of “0 · ∞” for large N and is not

as easy to solve; therefore, we propose a simple

stepwise and directed line search in cases where

N is too large. In this way, we do not need to

access the derivative.

2.3. Refined Failure Estimates

Despite the flexibility of the definition in Equation

3, in practice, it might be necessary to obtain

quantification for more refined failure modes. For

instance, a bound for misclassifying a data point

from class ct to class cf may be required in the

risk assessment. This can also be done with the
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framework above, only by a slight modification.

Therefore, we assume that the labels Yj are al-

most surely constant, in other words, all labels are

constant on a set with probability 1. Ignoring the

case of probability 0, this allows us to assign each

data sample to one class, which was not possible

before. Moreover, we need all points belonging to

the same class to satisfy Assumption 2.1. Conse-

quently, the value of interest is

P (f (X) ∈ U (Y ) | Y = ct) , (25)

with U (ct) = {cf}. So if we discard all test points

that do not have labels ct, and assume Y = ct, the

condition in probability can be dropped and the

framework applied in the above manner. Please

note that the assumptions for this specific failure

mode are fundamentally different to the general

case and can not hold simultaneously. In the next

Section 3, we also included these class-specific

risks to provide a practical example in this regard.

3. Validation

The purpose of this section is to first evaluate the

overall confidence of the previous bound estima-

tion and secondly present an example of usage in

practice. All computations have been carried out

in Matlab R2025b, the code can be found onlinea.

3.1. Confidence Evaluation

The goal of this subsection is to obtain an

estimation of the confidence of the estimated

bound. In particular, we are interested in the

frequency with which our bound exceeds the

true risk. To compute this proportion, we sim-

ulated the Z variables directly. In particu-

lar for each N ∈ {100, 102, 104, . . . , 300},
μ ∈ {0.01, 0.03, 0.05, . . . , 1.99} and σ ∈
{0.01, 0.03, 0.05, . . . , 1.99} we simulated N nor-

mal realization of mean μ and standard devia-

tion σ. Afterwards, we computed the bound and

compared the results to the true risk given via

Equation (4). For theoretical correctness towards

the confidence terminology, this procedure should

ahttps://github.com/Gueni96/Single-value
d-Risk-Bound-for-Normal-Classifiers

have been repeated, however due to resource lim-

itations, this would have caused a dramatic reduc-

tion of parameters. Therefore, we decided on the

presented choice without repetitions.

As a result, in 216 cases our proposed bound

was incorrect, which corresponds to a fraction of

2.1386 × 10−4 invalid bounds. These results em-

phasise a good reliability for the intended purpose.

3.2. Academic Example

The purpose of this little example is to demon-

strate the need for a margin in error estimation.

To stay as simple as possible, we consider bi-

nary classification where the data from class 1

is normal distributed with mean μ1 and standard

deviation σ1 as

μ1 =

(
1

0

)
, σ1 =

(
0.5 0.25

0.25 0.5

)
. (26)

Class 2 is also normal distributed with mean μ2

and standard deviation σ2 as

μ2 =

(
2

2

)
, σ2 =

(
0.35 0.1

0.1 0.25

)
. (27)

Please note that we are only considering the spe-

cific classes, if the corresponding overall variables

Z are normal, identical distributed or independent

is unknown at first. As a model we use a linear

support vector machine, which can be represented

as 1 + H (〈w, x〉+ b) for H being the Heavi-

side step function, 〈·, ·〉 being the euclidean scalar

product, and w ∈ R
d, b ∈ R be the parameters.

Consequently, the score s (x) = 〈w, x〉+ b is also

normal distributed. Please note that the case of

score 0 is not specified in MATLAB. Additionally,

the classes appear to have inverted scores, which

would result in 2s, so still normal distributed.

In our experiment, we simulated 1000 data

points for training and N ∈ {150, 200, 250} data

points for testing, with an equal split between the

classes. A scatter plot for the N = 150 case is

printed in Figure 1. Afterwards, we computed the

error rate for each class, as displayed in Table

1. Additionally, the direct use of estimators, in

example Φ
(
− μ̄N

σ̄N

)
is also printed. As can be

seen, measured failure rates on the test sets are

above these values, indicating that a direct use of
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estimators in the error modelling can be incorrect.

This directly stems from the fact that the estima-

tors depend on the observed event ω0.

The bound as described in Section 2 values are

also printed in Table 1 and we can see that they are

much higher than the actual performance. How-

ever, this is the behaviour to expect, since the per-

formance is only measured on N = 75, 100, 125

samples each, which alone makes the precision at

most 0.013, 0.01, 0.008. Therefore, a high amount

of uncertainty is present and captured within our

framework. If the number N increases, the bound

decreases, as it can be seen in class 1. The bound

at class 2 has some mixed behaviour, possibly

stemming from the increase in the failure rate.

−1 0 1 2 3
−2

−1

0

1

2

3

Fig. 1. Scatter Plot of the test data in the academic
example for N = 150.

3.3. Breast Cancer Prediction

In this subsection, we are going to demonstrate

our method at the example of breast cancer predic-

tion. We are going to use the data set published at

Wolberg (1990) because it also allows us to point

out some pitfalls and aspects to keep track of.

We started by removing samples with missing

values, which left 683 data points remaining. Af-

terwards, the data has been randomly split into

383 samples for training and 300 for testing. As a

model, a linear support vector machine was used.

Before deploying our method, the precondi-

tions must be evaluated. One of them is inde-

pendence, which is difficult to guarantee in prac-

tice. In our case, according to Mangasarian and

Wolberg (1990), the data set contains duplicates

and therefore does not fulfil the requirement. We

still decided to choose this data set to emphasise

that this condition must also be considered, and if

necessary, switched to alternative frameworks like

Günther et al. (2025), that allow dependencies.

However, we will continue as if independence

had been fulfilled. Next, the condition of identi-

cal distribution must be considered. According to

Wolberg and Mangasarian (1990), the numerical

feature values can be reproduced by different ob-

servers. This alone does not ensure identical dis-

tribution but indicates some stability, therefore we

are also setting a check mark to this property. Fi-

nally, the requirement of normal distribution needs

to be judged. There are different possibilities to do

so; one is to perform statistical tests. So did we,

and as a result, only the Z variables, restricted to

the malignant class, passed the Anderson-Darling

test and Jarque-Bera test at 5% significance level.

We also included the histogram plots in Figure 2,

to show that a visual sanity check can be hard to

judge objectively.

[−5, 0) [0, 5) [5, 10) [10, 15)

0

50

100

The Z variables for all test data

[−5, 0) [0, 5) [5, 10) [10, 15)

0
5
10
15

The Z variables for malignant test data

[0, 2) [2, 4) [4, 6) [6, 8)

0
10
20
30

The Z variables for the benign test data

Fig. 2. Histogram of the different test data choices.

So we can continue and compute an upper

bound estimation for the malignant class. There-
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Table 1. Failure rate estimations and bounds of the academic example. The mantissa of the result is rounded to 2 places.

Class 1: Class 1: Class 1: Class 2: Class 2: Class 2:

N Failure Rate Φ
(
− μ̄N

σ̄N

)
gN (γmi, ηmi) Failure Rate Φ

(
− μ̄N

σ̄N

)
gN (γmi, ηmi)

150 4×10−2 5.95×10−2 17.25×10−2 1.33×10−2 1.61×10−2 8.40×10−2

200 2×10−2 5.40×10−2 14.59×10−2 2×10−2 4.21×10−2 12.47×10−2

250 5.6×10−2 5.28×10−2 13.34×10−2 5.6×10−2 3.70×10−2 10.64×10−2

fore, we minimize the function gN as described

in subsection 2.2. A plot of gN can be found in

Figure 3. As can be seen, gN for the malignant

1

·10−2

1 ·10−2
0.18

0.18

0.19

Fig. 3. Surface plot of gN for the breast cancer pre-
diction failure of classifying malignant to benign.

class has a clear local minimum.

Despite the fact that the other failures are not

normal distributed, we computed the bounds and

presented them in Table 2. As can be seen, if

the normal assumption is not fulfilled, the bounds

can become invalid, therefore it is important to

validate the prerequisites. As we observe in the

malignant class, our bound is paying tribute to the

low number of test cases, namely 110 test cases.

4. Limitations and Future Work

The main limitation is given by the Assumption

2.1, and it is currently unclear how well the data

must represent the distribution. As used in Sec-

tion 3, tests for normal distribution exist, but how

good the approximation must be to provide reli-

able results remains a research question. Future

work could therefore tackle this problem via an

extended simulation. Another related problem is

presented via the identical distribution, so differ-

ences in the test data and the actual application.

In order for the framework to work, those must

coincide. Possible solutions are the use of addi-

tional wrappers like Kläs and Sembach (2019) or

confidence scores Ghobrial et al. (2023) to capture

outliers during runtime.

5. Conclusion

In this work, we have presented one possibility to

compute an upper bound estimation for the failure

on demand, in the case of a normal classifier.

Hereby, an upper bound function is built that de-

pends on the confidence levels of the parameter

estimators. Minimizing this function results in an

upper bound estimation and a determination of

optimal confidence levels. The overall confidence

is determined via a simulation, and the application

of the framework is presented with the example of

breast cancer prediction. This will allow a follow-

up risk assessment in early design stages, even if

the number of test samples is small.
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