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This study develops a socio-technical system dynamics(SD) model for dynamic cybersecurity risk assessment of
autonomous vessel navigation systems under GNSS spoofing threats. Cybersecurity risk in this context is inherently
socio-technical, emerging from the interaction between technical navigation vulnerabilities, human-in-the-loop
operational behavior, organizational investment decisions, and recovery processes.

The proposed model represents an integrated ship-shore system and conceptualizes cybersecurity risk as an evolving
system behavior shaped by feedback loops. By explicitly modeling feedback,time delays, and capacity limits, the
framework moves beyond static probability-consequence approaches commonly used in maritime cybersecurity
assessment.

The developed model was assessed for plausibility using standard SD validation approach. The model is then used
to simulate alternative cybersecurity management strategies to examine how cyber risk evolves under contrasting
policy choices. Simulation results highlight non-linear risk responses, in which successful attacks and associated
losses change over time as system conditions and management action interact. By operationalizing cybersecurity
risk as scenario, consequences and occurrence, the study offers a feedback-driven decision-support framework for
autonomous vessel.
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1. Introduction can propagate across integrated shipboard and
shore-based systems, amplifying operational dis-
ruption when human intervention is constrained
Tam and Jones (2018). Consequently, navigation-
related cybersecurity risks should be understood
as systemic socio-technical challenges rather than
isolated technical failures.

Despite this, maritime cybersecurity assess-
ment practices largely rely on static representa-
tions Tam and Jones (2019), limiting their ability
to capture how risk levels and mitigation effective-
ness evolve over time and constraining long-term
decision-making Afenyo and Caesar (2023).

To address this limitation, this study develops
a socio-technical System Dynamics (SD) model
to analyze the dynamic evolution of cybersecu-
rity risk in autonomous vessel navigation sys-

The maritime sector is undergoing rapid digital-
ization, resulting in growing reliance on software-
driven navigation systems, such as the Global
Navigation Satellite System (GNSS) Bolbot et al.
(2022). While these technologies enhance naviga-
tional efficiency and safety, they simultaneously
expand the cyber attack surface. This issue is
particularly pronounced in autonomous vessels,
where navigation functions are governed by com-
plex software architectures with limited direct hu-
man oversight Wrébel et al. (2020).

Within this context, GNSS spoofing represents
a critical cybersecurity threat due to its direct
impact on positioning integrity. In autonomous
vessel operations, compromised navigation data
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tems under GNSS spoofing. The model captures
interactions among system vulnerability, human
and technical defense capacities, investment be-
havior, and recovery processes. Scenario-based
simulations are used to examine how alternative
cybersecurity strategies influence risk trajectories
over time, providing a time-dependent decision-
support framework.

2. Related Works

Existing maritime cybersecurity research has pre-
dominantly focused on navigation-related threats,
particularly GNSS spoofing and jamming, provid-
ing important insights into attack mechanism and
system vulnerabilitiesYu et al. (2023). However,
this body of work has largely remained confined
to technical analyses.

2.1. GNSS Spoofing and Maritime Cyber
Risk Assessment

A substantial body of literature examines GNSS
spoofing in maritime navigation, primarily focus-
ing on detection methods and signal-level analysis
Hopcraft and Martin (2018). While these studies
provide valuable technical insights, they typically
treat cyber incidents as isolated events and do
not capture how vulnerabilities evolve over time
or interact with operational processes. In parallel,
maritime cybersecurity risk assessment has been
advanced through structured frameworks such as
MaCRA, which support vulnerability identifica-
tion and risk evaluation Tam and Jones (2019).
However, these approaches are limited in repre-
senting temporal dynamics, such as delayed de-
fense accumulation, evolving exposure, and cu-
mulative impacts.

2.2. System Dynamics in Cybersecurity
Modeling

Although SD has been applied in cybersecu-
rity and critical infrastructure contexts, existing
applications are largely limited to generic sys-
tem settings and do not capture domain-specific
risks such as GNSS spoofing in maritime nav-
igation systems Loh et al. (2020). Furthermore,
they rarely incorporate socio-technical interac-
tions within integrated ship—shore systems.

2.3. Research Gap and Novelty

Based on the above discussion, three key gaps are
identified. First, existing GNSS spoofing studies
predominantly focus on technical vulnerabilities
and detection mechanisms Svilicic et al. (2019),
with limited consideration of how cyber risk
emerges from socio-technical interactions in au-
tonomous vessel operations. Second, current mar-
itime cybersecurity risk assessment approaches
are largely static, providing snapshot-based eval-
uations that do not capture the dynamic evolution
of cyber risk over time. Third, the application of
SD to maritime navigation systems remains un-
derdeveloped, limiting the modeling of feedback-
driven and time-dependent cyber risk under GNSS
spoofing scenarios.

To address these gaps, this study makes three
main contributions. First, it develops a socio-
technical SD model that integrates navigation-
system vulnerability, human and technical de-
fense capacities, and recovery processes within
a ship—shore system. Second, it formulates time-
dependent cybersecurity management scenarios,
including proactive versus reactive investment and
vulnerability reduction strategies. Third, it enables
dynamic analysis of cyber risk evolution, reveal-
ing non-linear effects that cannot be captured by
conventional static approaches.

3. Methodology

This study adopts a SD methodology to develop a
socio-technical model for dynamic cybersecurity
risk assessment in autonomous vessel navigation
systems under GNSS spoofing threats. The overall
methodology workflow comprises model design,
model development, verification and validation,
and scenario-based numerical simulation. In this
research, the development of stock-flow diagram,
the implementation of verification and validation
checks, and execution of simulations are all car-
ried out using the Vensim PLE platform.

3.1. Model Design

The model design phase establishes the modeling
objective and system boundary. The purpose of
the model is to examine how navigation system
cybersecurity risk evolves dynamically and how
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different cybersecurity management strategies in-
fluence risk outcomes over time.

Before the model is formally presented, the
following hypotheses are established on prior re-
search on maritime cybersecurity risk and opera-
tional characteristics of autonomous vessels Tam
and Jones (2019).

The system boundary is restricted to a single
autonomous vessel and its associated shore con-
trol center. The model will capture the endogenous
evolution of navigation system cyber vulnerabil-
ity and cyber defense capacity through technical,
human, and managerial mechanisms, while cyber
attacks are treated as exogenous intrusion attempts
whose success emerges from system interactions
rather than explicit attack vectors. Human-in-the-
loop cyber defense behavior, technical defense
investment, and recovery actions are included in-
sofar as they affect navigation-related operational
damage.

3.2. Case Description

A representative autonomous surface vessel is
adopted as the case study to evaluate the proposed
model, as its high level of automation results in
extensive reliance on cyber systems, making it
particularly susceptible to cyber attacks. The anal-
ysis focuses on the navigation system, which is
essential for autonomous operation and directly
influences vessel safety Kavallieratos et al. (2019).
GNSS spoofing is selected as the representative
attack scenario because its effects on naviga-
tion performance are quantifiable and therefore
well suited for model-based analysis Bolbot et al.
(2022).

3.3. Model Development

The model is simulated 30-month horizon with
a monthly time step, which is sufficient to rep-
resent delayed defense accumulation, vulnerabil-
ity growth, and persistence of operational im-
pacts, while avoiding excessive long-term un-
certainty common in cybersecurity forecasting
Nazareth and Choi (2015). Model outputs focus
on the number of successful attacks and cumula-
tive navigation-related operational damage, which
together characterize the evolving cybersecurity
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Fig. 1.Navigation system cyber vulnerability sub-
system

risk profile.

3.3.1. Stock and Flow Diagram

The model is implemented as a stock—flow di-
agram comprising four interacting subsystems:
navigation system cyber vulnerability, human cy-
bersecurity capability, technological cybersecurity
capability, and attack impact and recovery.

3.3.2. Navigation System Cyber Vulnerability
Subsystem

This subsystem (Fig. 1) models the dynamic
evolution of navigation-system cyber vulnerabil-
ity level. Navigation system cyber vulnerabil-
ity is represented as a stock variable capturing
the accumulated level of cyber exposure, which
increases through vulnerability growth and de-
creases through mitigation and defense capac-
ity over time. Vulnerability growth arises from
system exposure due to increasing external con-
nectivity and ship—shore integration, as well as
update-induced vulnerabilities introduced during
software updates and system integration Tam and
Jones (2018). Vulnerability mitigation is jointly
determined by human cyber defense capacity and
technical navigation-system defenses, scaled by
mitigation effectiveness Vasan et al. (2025).

3.3.3. Human Cybersecurity Capability
Subsystem

This subsystem (Fig. 2) models the dynamic evo-
lution of human cybersecurity capability. Human
cybersecurity capability is represented as an accu-
mulated stock capturing the ability of onboard and
shore-based personnel to detect and respond to
navigation-related cyber anomalies. Capacity in-
creases through cybersecurity awareness training,
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Fig. 3.Technological cybersecurity capability sub-
system

whose effectiveness exhibits diminishing returns,
and adapts endogenously to organizational invest-
ment decisions and perceived cyber risk Kanwal
et al. (2024). In parallel, human cybersecurity ca-
pability gradually decays over time due to forget-
ting effects in the absence of sustained training,
providing a counterbalancing dynamic to capabil-
ity accumulation Haugli-Sandvik et al. (2024).

3.3.4. Technological Cybersecurity Capability
Subsystem

This subsystem (Fig. 3 ) represents the dynamic
accumulation of technological cybersecurity capa-
bility within the vessel’s navigation system. Tech-
nological cybersecurity capability is modeled as
an accumulated stock reflecting protection embed-
ded in navigation-related hardware, software, and
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Fig. 4.Attack impact and recovery subsystem

system configurations through security hardening
and upgrade activities. Capacity growth is driven
by targeted defense upgrades, whose effectiveness
depends on implementation quality and upgrade
frequency, and is endogenously constrained by or-
ganizational cybersecurity investment and project
costs, resulting in gradual rather than instanta-
neous defense accumulation Alcaide and Llave
(2020). As technological cybersecurity capability
increases, it reduces the probability of successful
attacks, together with human cybersecurity capa-
bility and system cyber vulnerability.

3.3.5. Attack Impact and Recovery Subsystem

This subsystem (Fig. 4) captures how successful
GNSS spoofing attacks translate into navigation
related operational losses and how these losses are
mitigated through recovery over time. Operational
impact is represented as an accumulated stock
of cumulative damage cost, reflecting the grad-
ual resolution of cyber-induced disruption. Dam-
age accumulation is driven by the frequency of
successful attacks and their navigation-dependent
operational consequences, such as degraded navi-
gation performance leading to downtime and eco-
nomic loss. Recovery is split into shipboard recov-
ery and shore-side support, reflecting the opera-
tional reality of autonomous vessels. Sumon et al.
(2025). Human and technological cybersecurity
capability indirectly influence this subsystem by
reducing attack success and enhancing recovery
efficiency.

3.4. Model Verification and Validation

Prior to numerical simulation, the proposed model
was verified and validated to assess structural
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correctness and behavioral plausibility. Follow-
ing established SD practice Sterman (2000), the
evaluation focused on dimensional consistency,
extreme condition behavior, and the reproduction
of plausible dynamic patterns.

Dimensional consistency checks were applied
to all equations to ensure unit compatibility
among stocks, flows, and auxiliary variables. In
addition, the causal structure and feedback loops
were reviewed against the conceptual framework
and relevant maritime cybersecurity literature to
ensure theoretical coherence.

Model robustness was examined through a set
of extreme condition tests across the four subsys-
tems, adopting the methodology in Zhang et al.
(2025). The tested parameters and their baseline
and extreme values are summarized in Table 1.
These tests apply intentionally unrealistic but
structurally informative inputs to evaluate whether
model behavior remains logically consistent.

The resulting system responses are illustrated
in Fig. 5. Across all scenarios, the model exhibits
internally consistent behavior. For example, ex-
treme increases in external connectivity or attack
frequency lead to rapid escalation of navigation-
system vulnerability and cumulative damage.

Given the limited availability of longitudinal
maritime cybersecurity data, validation focuses
on pattern-oriented assessment rather than point-
wise historical fitting Barlas (1996). A baseline
scenario is defined to represent the reference evo-
Iution of cybersecurity risk under typical sys-
tem conditions, including cybersecurity invest-
ment,initial defense capacities, and background
attack frequency. This establishes a benchmark
trajectory of attack success, damage accumula-
tion, and defense development in the absence of
targeted interventions Armenia et al. (2021).

As shown in Fig. 6, the baseline simulation ex-
hibits an escalation—adaptation pattern: successful
attacks initially increase with rising exposure and
limited defenses, and subsequently decline as de-
layed cybersecurity capabilities take effect. This
behavior is consistent with prior cybersecurity
studies and empirical evidence on GNSS spoofing
Androjna and Perkovi¢ (2021).
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4. Strategy Design

Building on the baseline scenario, two classes of
cybersecurity management strategies are designed
to examine how alternative decision logic shape
risk dynamics over time.

The first strategy considers cybersecurity in-
vestment by contrasting proactive investment,
characterized by higher baseline spending, with
reactive investment triggered by accumulated
losses, reflecting trade-offs between anticipatory
and loss-driven security decisions Nazareth and
Choi (2015).

The second strategy focuses on vulnerability
management by reducing external system expo-
sure and accelerating mitigation processes, repre-
senting organizational measures such as network
segmentation and improved incident response that
limit attack propagation and damage accumula-
tion Bolbot et al. (2022).

By comparing the time-dependent trajectories
of successful attacks and cumulative damage
across scenarios, the model enables systematic
evaluation of long-term cyber risk dynamics and
trade-offs across alternative cybersecurity man-
agement strategies.

5. Result Analysis

As established above, the baseline simulation de-
fines a plausible reference trajectory against which
subsequent strategies are evaluated.

5.1. Cybersecurity Investment Strategy

Fig. 8 compares proactive and reactive cybersecu-
rity investment strategies. Under reactive invest-
ment, delayed resource allocation allows elevated
attack success rates to persist, leading to sustained
accumulation of operational damage. In contrast,
proactive investment accelerates defense capacity
development, suppresses attack success earlier,
and stabilizes cumulative damage at a lower level.
The results demonstrate that investment timing
is critical, early commitment reduces long-term
cyber risk more effectively than loss-triggered re-
sponses.
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Table 1.Input parameters for the extreme condition tests of the four subsystems

Vulnerability Subsystem  Human Cybersecurity Technological Cyberse- Attack Impact Subsys-

Subsystem curity Subsystem tem

Extreme condition  Extreme Connectivity Extreme Training Extreme Investment Extreme Attack

name

Description An extreme scenario with  An extreme scenario An extreme scenario with  An extreme scenario with
unusually high external with very intensive cyber significantly reduced exceptionally high attack
system connectivity awareness training cybersecurity investment frequency

Tested variable Number of external Base training frequency Base cybersecurity Number of attack attempts
connectivity interfaces investment

Base condition 11 (Interface) 0.3 (Session/Month) 8000 (£/Month) 5 (Attack/Month)

value

Extreme condition 55 (Interface) 3 (Session/Month) 800 (£/Month) 50 (Attack/Month)

value
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5.2. Vulnerability management strategy

Fig. 9 shows the impact of vulnerability manage-
ment through reduced external connectivity and
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faster mitigation. Successful attacks are rapidly
suppressed, reaching near-zero levels within the
first 6-8 months. Consequently, cumulative opera-
tional damage stabilizes early rather than increas-
ing over time. These results indicate that struc-
tural vulnerability reduction provides a fast and
decisive risk control mechanism, outperforming
strategies that rely primarily on gradual defense
accumulation.

6. Conclusion

This paper developed a SD-based framework to
assess cybersecurity risk in autonomous vessel
navigation systems under GNSS spoofing threats.
By modeling navigation-system vulnerability, hu-
man and technical defense capacities, and at-
tack impact and recovery as interacting stocks
and flows, the approach captures how cyber risk
evolves over time. Simulation results show that
cyber risk initially escalates due to high expo-
sure and delayed defense accumulation, before
stabilizing as defensive capacities mature. Strat-
egy analysis demonstrates that proactive invest-
ment and targeted vulnerability management sig-
nificantly reduce successful attack incidents and
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cumulative operational damage, while reactive in-
vestment allows elevated risk to persist. The find-
ings highlight the importance of accounting for
feedback, delay, and accumulation effects in mar-
itime cybersecurity risk management and provide
a dynamic decision-support basis for evaluating
cybersecurity strategies in autonomous vessel op-
erations.
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