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Traditional Bayesian inference methods face critical limitations for real-time safety applications: exponential
computational costs, frequent failures, and symmetric error treatment despite asymmetric consequences. This paper
presents a Graph Neural Network approach that achieves R? = 0.938 with 1.44 ms inference time, providing
8,611x average speedup over traditional methods while maintaining 100% reliability. Through asymmetric loss
functions that penalize underprediction more heavily in low-probability regions, we achieve mean absolute error of
0.033 in the critical range (p < 0.3) where rare but catastrophic events occur. Evaluation on synthetic and real-world
networks demonstrates that Graph Attention Networks eliminate inference failure as a failure mode while enabling
real-time continuous risk assessment in autonomous systems, aerospace, and industrial automation.
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1. Introduction

Complex and safety-critical systems require con-
tinuous Probabilistic Risk Assessment (PRA), but
traditional Quantitative Risk Assessment (QRA)
techniques, such as Bayesian Network (BN) infer-
ence algorithms create fundamental deployment
barriers through three problems: speed, reliability,
and asymmetric risk estimates.

Variable elimination and Monte Carlo methods
require hundreds of milliseconds per query, and
under certain conditions, belief propagation may
fail to converge. Such techniques are therefore un-
suitable for safety-critical contexts in which sys-
tems must consistently, accurately, and timely pro-
vide risk estimates, such as collision-avoidance
systems or, more generally, autonomous systems.

Traditional Machine Learning (ML) and Artifi-
cial Intelligence (AI) methods often suffer from
limited explainability and transparency, making
them difficult to validate in safety-critical con-
texts. For this reason, approaches grounded in
traditional QRA techniques still remain valuable.

Moreover, in safety-critical decision making, un-
derestimating a failure probability can lead to
reckless behavior and undesired consequences,
whereas overestimation tends to promote conser-
vative behavior. This asymmetry is particularly
critical in low-probability regions, where rare but
catastrophic events reside.

Graph Neural Networks (GNNs) can learn to
infer on graph-structured data (Scarselli et al.,
2008; Kipf and Welling, 2017). However, apply-
ing GNNss to safety domains may require modifi-
cations to standard training paradigms to account
for asymmetric risk estimates.

This paper makes three contributions:

(i) Safety-aware training that penalizes underpre-
dictions more heavily, with emphasis on low-
probability accuracy.

(i1) A methodology that infers risk estimates fast
and reliably.

(iii) Validation on synthetic and real-world net-

works showing robust generalization.
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2. Background

2.1. Bayesian Networks and Inference
Challenges

A BN represents probabilistic dependencies as a
directed acyclic graph where nodes are random
variables, and edges encode conditional relation-
ships (Pearl, 1988). Inference computes poste-
rior probabilities given evidence. Exact algorithms
like variable elimination guarantee correctness
(Koller and Friedman, 2009) but may scale poorly.

Belief propagation fails to converge in 78%
of the synthetic BNs used in this Paper. Vari-
able elimination becomes prohibitively slow on
realistic networks. Monte Carlo methods require
thousands of samples for acceptable accuracy. In
certain safety-critical applications, any failure to
produce a timely risk estimate is itself a potential
safety hazard.

2.2. Graph Neural Networks

GNNs (Scarselli et al., 2008) extend deep learning
to graph-structured data through iterative message
passing. Graph Convolutional Networks (GCNs)
(Kipf and Welling, 2017) use normalized spec-
tral convolutions, GraphSAGE employs sampling-
based aggregation (Hamilton et al., 2017), and
Graph Attention Networks (GAN) (Velickovié
et al., 2018) learn attention weights to emphasize
relevant connections.

Prior work has explored GNNs for probabilis-
tic inference (Yoon et al., 2018; Wang et al.,
2020; Grimstad and Morozov, 2025) but has not
addressed safety-critical requirements: reliability,
speed, and asymmetric risk estimates.

3. Safety-Aware Methodology
3.1. Problem Formulation

Given BNs G and evidence e, we train GNN fy
to predict posterior probabilities p. For safety-
critical deployment:

(i) Near-exact accuracy across full probability
range [0, 1]
(ii) Perfect reliability with no inference failures
(iii) Minimal underprediction in low-probability
regions (p < 0.3)
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(iv) Real-time performance (< 10 ms per infer-
ence)

3.2. GNN Architectures

We evaluate three Graph Neural Network ar-
chitectures implemented in PyTorch Geometric
(Fey and Lenssen, 2019): GCN, GraphSAGE, and
GAT. All use four convolutional layers with 128-
dimensional hidden representations and sigmoid
output activation. We focus on empirical safety-
critical performance rather than mathematical for-
mulations.

Graph Convolutional Networks (GCN) apply
normalized spectral convolutions with the follow-
ing layer-wise propagation rule:

HOTD — (D12 AD-12EOW®) (1)

where A = A + I is the adjacency matrix with
added self-connections, D is the degree matrix,
and W are learnable weights.

GraphSAGE employs sampling-based neigh-
borhood aggregation:

) = (WO . CONCAT(h{ Y,

AGG({h=Y vu e N(v)}))) @

where AGG is a permutation-invariant aggrega-
tion function (mean pooling in our implementa-
tion) and V' (v) denotes the neighborhood of node
v.

Graph Attention Networks (GAT) learn at-
tention weights to emphasize relevant connections
using the GATV2 variant:

ij = softmax; (LeakyReLU(a” [Wh;||Wh;]))
3)

h; =0 Z OéijWhj (4)
JEN(3)

where «;; represents the learned attention coeffi-
cients and || denotes the concatenation.

All three architectures share the following con-
figuration: 4 graph convolutional layers with 128-
dimensional hidden representations, ReLU activa-
tion between layers with sigmoid output, dropout
rate of 0.1 applied after each hidden layer, 2 atten-
tion heads for GAT (averaged via concat=False),
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and linear projection followed by sigmoid activa-
tion.

3.2.1. Training Configuration

All models are trained using the Adam optimizer
with a learning rate of 3 x 10—, a batch size of
128, and a maximum of 100 epochs. A weight
decay of 1 x 10~% (L2 regularization) is applied.
Early stopping is employed with a patience of
15 epochs based on the validation loss. A safety-
aware weighted mean squared error (MSE) loss
function is used, as defined in (Equation 5). Train-
ing is performed using 5-fold stratified cross-
validation to ensure robust performance estima-
tion across different probability ranges.

3.3. Safety-Aware Training

Standard Mean Squared Error (MSE) treats un-
derprediction (predicting p = 0.3 when truth is
p = 0.8) identically to overprediction (predicting
p = 0.8 when truth is p = 0.3). This symme-
try can prove catastrophic for safety-critical ap-
plications where underpredicting failure probabil-
ity leads autonomous vehicles to ignore hazards,
medical systems to dismiss disease indicators,
and industrial controllers to overlook equipment
failures. Although overprediction may introduce
inefficiency, it does not result in catastrophic out-
comes provided that a safe path to a safe state
exists.

The training pipeline implements an asymmet-
ric weighted loss function, heavily penalizing un-
derpredictions and low-probability targets:

N
. 1 .
Esafely(yy y) = N sz : (yz - yz)2 (5)
=1

where weights w; apply multiplicative penalties
based on error type and target value:

21.0 ify; —9; >0andy; <O0.1
~J 7.0 ify; —g; > 0 (underprediction)
Y7130 ify < 0.1 (low probability)
1.0  otherwise

(6)

These penalty weights were derived through
systematic empirical tuning on a validation set
comprising 8,000 synthetic BNs, spanning diverse
topologies and probability distributions. We con-
ducted a grid search over candidate penalty values
{1,3,5,7,10,15,21} for underprediction penal-
ties and {1,2,3,5,7} for low-probability penal-
ties, evaluating each configuration based on three
safety-critical metrics: (1) overall underprediction
rate in the test set, (2) mean absolute error in
the low-probability region (p < 0.3), and (3)
severe underprediction rate (errors > (0.05). The
selected weights (7x for underprediction, 3x for
low-probability targets, and 21 x for their combi-
nation) achieved the target underprediction rate of
20-30% while minimizing severe errors in criti-
cal tail regions, balancing conservative predictions
with acceptable accuracy.

The asymmetric loss proves critical for achiev-
ing target underprediction rate below 30%. Train-
ing with standard MSE yields underprediction
rates of 35-40% as models optimize for overall
error minimization without distinguishing error
directionality. The 7x underprediction penalty re-
duces rates to 26.7-28.1% across all GNN archi-
tectures.

3.4. Training Data and Evaluation

We generate 40,000 synthetic BNs with vary-
ing topologies (10-30 nodes, edge density 0.1-
0.3) and diverse probability distributions using
Beta distributions. Networks are split into training
and validation sets using 5-fold stratified cross-
validation to ensure robust performance estima-
tion. Ground truth posteriors are computed via
variable elimination using pgmpy (Ankan and
Panda, 2015).

After training on synthetic data, we apply trans-
fer learning to real-world networks from the BN-
Learn repository (Scutari, 2010) with domain-
specific fine-tuning. This tests the model’s abil-
ity to generalize fundamental inference patterns
across different application domains.

We assess performance using Mean Absolute
Error (MAE), coefficient of determination (R?),
inference time, and reliability (success rate). To
evaluate safety-critical performance, we sepa-
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rately measure MAE in two critical regions: low-
risk (p < 0.3) where rare catastrophic events
occur, and high-risk (p > 0.7) where failures are
common. This ensures the model performs well
across the full probability spectrum, including ex-
treme ranges most relevant for QRA.

3.4.1. Computational Environment

All experiments are conducted on the following
hardware configuration: GPU: NVIDIA GeForce
RTX 4090 (24GB GDDR6X); CPU: AMD Ryzen
9 7950X (16-core, 32-thread); RAM: 96GB (2x
48GB Kit) DDR5-5600 CL40, Corsair Vengeance
LPX.

3.4.2. Benchmarking Methodology and
Fairness Considerations

Traditional BN inference methods implemented
using pgmpy (e.g., Variable Elimination and Be-
lief Propagation) are inherently CPU-based, while
the proposed Graph Neural Network (GNN) infer-
ence model is executed on a GPU. This distinction
reflects realistic deployment scenarios, as exact
probabilistic inference libraries are typically opti-
mized for CPU execution, whereas neural network
models are designed to leverage GPU accelera-
tion.

The objective of the comparison is to evalu-
ate practical inference performance. In real-world
applications, GNN-based inference is expected to
operate on GPU-enabled systems, while classical
Bayesian inference remains CPU-bound. Conse-
quently, the reported inference times represent
deployment-realistic performance.

For accuracy evaluation, both approaches are
assessed on identical BNs, evidence configura-
tions, and ground-truth probability distributions
obtained via exact inference. The GNN is pro-
vided exclusively with structural and conditional
probability features derived from the Bayesian
model, without additional heuristics or caching
mechanisms. Therefore, the accuracy comparison
remains methodologically fair and unbiased.

All inference times are reported with explicit
indication of the underlying hardware (CPU or
GPU), ensuring transparency and reproducibility
of the results. While the hardware differs, this
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reflects how these methods would be deployed in
practice: GNNs on GPU-accelerated systems for
real-time applications, and traditional methods on
CPU infrastructure for offline analysis.

4. Results
4.1. Performance and Reliability

Table 1 compares GNN architectures against tra-
ditional inference methods. GAT achieves best
performance with MAE of 0.047 and R? = 0.938.
Inference time of 1.44 ms represents substantial
speedup.

Table 1.
architectures against traditional inference methods.

Performance comparison showing GNN

Method MAE R?>  Time Rel.

4 0 (ms) | 0
Var. Elim. 0.000  1.000 17.6 100%
Monte Carlo  0.082 - 853.9 100%
Belief Prop.  0.054* - 27,200 22%
GCN 0.176  0.416 1.14  100%
GraphSAGE  0.176  0.501 0.68 100%
GAT 0.047 0.938 1.44 100%

*: When successful; fails 78% of time

All GNN methods successfully produce valid
estimates for every test case (100% success rate).
Belief propagation fails to converge in 78% of
cases, producing no result. Variable elimination
is 12x slower than the best GNN-based model,
while Monte Carlo is 593 x slower. Average GNN
speedup across traditional methods is 8,611 x.

Figure 1 visualizes comprehensive perfor-
mance across accuracy, speed, and reliability.
GAT achieves near-exact accuracy (MAE=0.047,
R?=0.938) with 8,611 x average speedup and per-
fect reliability, while belief propagation fails in
78% of cases.

4.2. Safety-Critical Performance

The asymmetric loss function achieves its design
objective. In the critical low-probability region
(p < 0.3), GAT achieves MAE of only 0.033,
even lower than overall MAE of 0.047. In the
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high-risk region (p > 0.7), GAT achieves MAE
of 0.027. This demonstrates superior performance
across the full probability spectrum, with partic-
ular emphasis on extreme ranges where accurate
assessment is most critical for safety applications.

Only 4.2% of predictions in the low-probability
region underpredict by more than 0.05, and the
error distribution is biased toward slight overpre-
diction (conservative) rather than underprediction
(dangerous). This asymmetry directly reflects our
safety-aware training objective.

Underprediction rate of 27.8% falls within the
target range of 20-30%, indicating appropriate
conservative bias. Table 2 breaks down safety-
critical metrics.

Table 2. Safety-critical performance metrics
showing GAT excels in both low-probability and
high-probability regions.

Metric GAT Target
Overall MAE 0.047 <0.05
Low-Risk MAE (p < 0.3) 0.033 <0.05
High-Risk MAE (p > 0.7) 0.027 <0.05
Underpred. Rate 27.8%  20-30%
Severe Underpred. (> 0.05) 4.2% <5%
Reliability 100% 100%

Figure 2 shows speed-accuracy tradeoff. GAT
occupies the ideal zone (fast and accurate) while
belief propagation exhibits a high failure rate de-

GAT GSAGE GCN  Var MC

B53.87ms

8611x FAST|
1.09)

Avg Time (ms, log)

GNN Traditicnal
Methods Methods

Belief
Elim Sampling Prop

Comprehensive performance comparison.

spite reasonable speed when successful.

4.3. Generalization to Real Networks

We evaluate on 27 real-world BNs from BN-
Learn (Scutari, 2010) spanning three complex-
ity tiers: small networks (50-200 nodes) includ-
ing alarm, asia, cancer, child, hailfinder, and in-
surance; medium networks (200-500 nodes) in-
cluding hepar2, munin, and pathfinder; and large
networks (500-1500 nodes) including munin2,
munin3, and munin4. These networks represent
diverse domains, including medical diagnosis
(asia, alarm), fault detection (barley, munin se-
ries), and expert systems (pathfinder). Network
complexity ranges from 37 nodes (asia) to 1,397
nodes (munin4).

Models trained only on synthetic data per-
formed poorly on BNLearn graphs (MAE 0.25-
0.35) due to distribution shift between synthetic
training data and real-world network characteris-
tics. To address this, we applied transfer learn-
ing: we fine-tuned pre-trained models on BNLearn
graphs for 20 additional epochs using a small
learning rate (5 x 107°) to avoid catastrophic
forgetting, MSE loss, and gradient clipping (max-
imum norm 1.0). We generated 1,350 training
samples by replicating each of the 27 BNLearn
networks 50 times with different evidence assign-
ments.

This fine-tuning dramatically improved perfor-
mance, reducing MAE from 0.25-0.35 down to
final values: GAT achieves MAE of 0.047 (best),
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GraphSAGE 0.176, and GCN 0.176. The suc-
cessful transfer from synthetic training to diverse
real-world networks demonstrates that the models
learned fundamental inference patterns generaliz-
able across domains with minimal adaptation.

Table 3 presents comprehensive performance
metrics on the 27 real-world BNLearn networks
after fine-tuning. GAT achieves the best over-
all performance with MAE of 0.047 and R?> =
0.938, demonstrating superior accuracy compared
to other GNN architectures. Notably, GAT excels
in both low-risk (p < 0.3, MAE = 0.033) and
high-risk (p > 0.7, MAE = 0.027) regions, mak-
ing it particularly suitable for safety-critical appli-
cations where accurate tail probability estimation
is essential.

All GNN methods maintain 100% reliability
across all networks, in stark contrast to Belief
Propagation which succeeds in only 22.2% of
cases. Variable Elimination provides exact re-
sults but at significantly higher computational cost
(17.64 ms vs 1.44 ms for GAT, representing a
12x speedup). Monte Carlo sampling achieves
reasonable accuracy (MAE = 0.082) with 100%
reliability but requires 853.87 ms—nearly 600 x
slower than GAT.

The results demonstrate that transfer learning
successfully bridges the distribution shift between
synthetic training data and real-world networks,
with GAT generalizing effectively across di-
verse domains including medical diagnosis (asia,
alarm), fault detection (munin series), and expert
systems (pathfinder).

5. Discussion
5.1. Three Critical Advantages

Our results establish three key advantages for
safety-critical deployment:

Speed (8,611x Faster). Dramatic computa-
tional speedup enables real-time continuous risk
assessment. Autonomous systems can evaluate
hundreds of scenarios per second rather than
waiting hundreds of milliseconds. This trans-
forms BNs from offline analysis tools to online
decision-making systems. Specifically: 12 faster
than variable elimination, 593 x faster than Monte
Carlo, and 18, 889 x faster than belief propagation
(when it works).

Reliability (100% vs. 78% Failure). Perfect
success rate eliminates inference failures as a fail-
ure mode. Belief propagation’s 78% failure rate
is unacceptable in safety contexts where systems
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Table 3. Performance Comparison on Real-World BNLearn Networks.

Method Overall Low-Risk High-Risk R? Time Success

MAE MAE MAE Score (ms) Rate
GAT 0.047 0.033 0.027  0.938 1.44 100%
GraphSAGE 0.176 0.154 0.165 0.501 0.68 100%
GCN 0.177 0.076 0.298 0.416 1.14 100%
Var. Elim.? 0.000 0.000 0.000 — 17.64 100%
Belief Prop.””b 0.000 0.000 0.000 — 27201 22.2%
MC Sampling® 0.082 0.085 0.079 —  853.87 100%

@ : Traditional methods: CPU (Ryzen 9 7950X). GNN methods: GPU (RTX 4090).

b : Belief Propagation failed 78% of networks. Low-Risk: p < 0.3. High-Risk: p > 0.7.

must always produce risk assessments. Determin-
istic behavior provides predictable performance
characteristics necessary for safety certification.

Safety-Aware Performance. Domain-specific
training objectives produce error distributions
aligned with safety requirements. By explicitly
penalizing underprediction more heavily in low-
probability regions (p < 0.3), we achieve supe-
rior performance (MAE=0.033) precisely where
rare but catastrophic events occur. Only 3.3% of
predictions show dangerous underprediction (>
0.05), and errors are biased toward conservative
side.

5.2. Safety-Aware Training as Design
Principle

Asymmetric loss effectiveness demonstrates a
broader principle: safety-critical applications re-
quire domain-specific training objectives reflect-
ing real-world consequences. Standard metrics
like MSE assume symmetric error costs, funda-
mentally misaligned with safety requirements.

Our approach can be extended further. Fu-
ture work could incorporate formal safety con-
straints directly into training through constrained
optimization guaranteeing worst-case bounds on
underprediction rates. Uncertainty quantification
could provide confidence intervals indicating
when predictions are less reliable.

5.3. Limitations and Future Directions

Training requires substantial data (40,000 net-
works) with ground-truth labels computed via ex-
act inference. Although generalization is reason-
able, optimal performance may require domain

adaptation for specific applications. Neural pre-
dictions lack theoretical guarantees of traditional
algorithms, necessitating additional validation for
safety certification.

Future work should investigate hybrid ap-
proaches combining neural acceleration for com-
mon queries with traditional inference for rare
edge cases. Formal verification techniques could
provide mathematical guarantees on neural infer-
ence behavior. Online learning could enable adap-
tation to evolving network structures.

6. Conclusion

This paper presents a Graph Neural Network ap-
proach for BN inference specifically designed for
safety-critical applications. Through safety-aware
training that explicitly penalizes underprediction
in low-probability regions, we achieve appropriate
error characteristics for high-stakes deployment.

GAT architecture
demonstrates three critical advantages: (1) Near-
exact accuracy (MAE=0.047, R?=0.938) with su-
perior low-probability performance (MAE=0.033
for p < 0.3), (2) Average 8,611x speedup en-
abling real-time operation, and (3) Perfect reliabil-
ity (100%) compared to 78% failure rates in belief
propagation.

These results address fundamental barriers to
deploying BN in real-time safety-critical sys-
tems. Dramatic computational savings enable pre-
viously infeasible applications, while perfect re-
liability eliminates inference failure as a system
hazard. Safety-aware error distribution ensures
conservative predictions appropriate for risk as-
sessment.
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As autonomous systems proliferate in safety-
critical domains, efficient and reliable probabilis-
tic reasoning becomes essential. GNN-based in-
ference represents significant advance toward en-
abling real-time risk assessment while maintain-
ing safety standards. The key insight is that
domain-specific training objectives fundamentally
alter learned behavior, with broader implications
for applying ML, where not all errors are equal.
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