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Safety-critical system development remains one of the most demanding areas of engineering, especially in the au-
tomotive domain, where system failures can have severe consequences. The increasing complexity of electronic
and software-based systems has intensified the need for structured, verifiable development processes to meet
required safety levels. ISO 26262 provides such a framework for achieving functional safety throughout the entire
automotive product lifecycle. In this context, the rapid progress of Artificial Intelligence (Al) introduces new
opportunities but also challenges that existing safety standards have not yet thoroughly addressed. This
contribution investigates the potential use of Al supporting tools within the development process of safety-
relevant control functions. Based on a literature review and a comparative analysis of normative and regulatory
frameworks, including ISO 26262, IEC 61508, ISO/PAS 8800, and the EU Al Act, potential Al tools are
identified for supporting hazard and risk analysis (HARA), requirements engineering, definition of system and
software architecture, and verification and validation activities. Based on practical examples, the paper explores
how Al-based methods such as Natural Language Processing and Machine Learning could support information
extraction, classification, and consistency checking while maintaining normative compliance and process
transparency. The results indicate that Al can conceptually enhance efficiency and assist engineers in the safety
development process, especially when handling large and complex data sets, such as in requirements engineering
and documentation activities. Nevertheless, there still exist challenges regarding limited explainability,
reproducibility, and the absence of clear qualification procedures. In conclusion, this paper contributes to a
structured understanding of how Al can be aligned with existing safety frameworks, and it underlines that the
integration of Al should follow a gradual and well-defined process, supported by clear verification methods,
human supervision, and regular evaluation to maintain safety, normative compliance, and trust in safety-critical
system development.
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1. Introduction electronic, and programmable electronic safety-
The functional safety standard ISO 26262(ISO relevant systems. For this purpose, the standard
26262 2018) is an international standard that de- defines hardware and software development

requirements based on the specific risks arising
from a malfunction of the safety-relevant system.
As human errors during the development process
significantly  influence  safety, avoiding
systematic faults is a major priority. This paper

fines requirements for safety-relevant control
functions in the automotive sector. The
standard's main objectives are the control of
random hardware failures and the avoidance and
control of systematic faults in electric,
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systematically examines how Al tools can be
integrated into the ISO 26262 development
process to enhance efficiency and improve fault-
avoidance performance. It further identifies the
restrictions and limitations of using Al in the
safety development process.

2. Artificial Intelligence (AI) in the Context of
Functional Safety

The application of Al methods has so far only
been regulated to a limited extent by existing
standards. The current second edition of ISO
26262 does not explicitly deal with the applica-
tion of artificial intelligence and machine learn-
ing. However, in the third edition of ISO 26262
(expected to be published in 2027), it is planned
to explicitly address the application of Artificial
Intelligence. At present, however, it is unclear at
what depth this will happen (Hoffmann 2025).
ISO 21448 deals with the “safety of the intended
functionality” of a control system. The standard
mainly addresses “performance limitations or in-
sufficient situational awareness, with or without
reasonably foreseeable misuse” (ISO 21448
2022). ISO/PAS 8800 addresses the safe integra-
tion of Al into safety-critical vehicle functions
(ISO/PAS 8800 2024) and can be considered a
supplementary specification to ISO 26262 and
ISO 21448. It defines requirements for model
behavior, training data quality, verification and
validation methods, and the safety argumentation
for Al-based systems, but does not refer to
supporting Al tools in the development process.

A fundamental source that systematically deals
with the integration of Al into safety-critical sys-
tems is ISO/IEC TR 5469 (ISO/IEC TR 5469
2021). This technical guide explicitly distin-
guishes between the use of Al within safety-criti-
cal functions and its use in the development pro-
cess. Another essential legal framework for Al
use is the European Union's Al Act, adopted in
2024(EU Al Act 2024). It divides Al systems
into categories based on the potential risk to
safety and fundamental rights.

In non-safety systems, the use of Al is already
widely established forsystem and software devel-
opment. Al technologies are widely used to auto-
mate repetitive and complex tasks, reducing de-
velopment time and improving quality and effi-
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ciency (Bringmann 2025; Baqgar 2025). Large
Language Models (LLMs) are increasingly being
used to partially automate development
processes through code wizards (Siebert and
Jedlitschka 2024; Khade and Sambhe 2025). A
systematic literature review by Wang and Chung
(2022) (Wang and Chung 2022) revealed that Al
technologies are already applied in industrial
engineering  processes for  safety-relevant
systems. The authors underline that developing
such systems requires greater traceability and
verifiability, whether Al is used in the product
itself or as a supporting tool in the development
process.

The following challenges should be considered
when using Al tools in the development
process:Black-box character of the tools (Hassija
2023), dependence of data quality (Nivedhaa
2024), hallucinations of LLMs(Siebert 2025),
lack of ISO 26262 conformity (ISO 26262
2018), and integration of the tools into existing
processes (Braun et al. 2025).

3. Possibilities for Integrating AI Tools in the
ISO 26262 Development Process

Possibilities for integrating Al tools were
systematically analyzed for each stage of the V-
model development process of SO 26262
(Fig. 1). The focus was put on the software
development process, as the use of Al in
software development is already well established
and well-documented (Siebert and Jedlitschka
2024; Khade and Sambhe 2025). Some steps of
the V-model for software development were
merged into a single step, indicated by the color
scheme in Fig. 1.
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Fig. 1. Focus on the different stages of the V-model.

3.1. Hazard and risk analysis (HARA)
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The HARA shall identify possible dangers in the
relevant modes of operation. Al tools may
support this process.

3.1.1.Situation analysis and hazard
identification

LLMs may analyze technical documents, use
cases, and former HARA reports to
automatically identify dangerous situations and
categorize them semantically (Hillen et al.
2024).  Al-based tools like SAHARA
(Simulation Aided Hazard Analysis Risk
Assessment) model diverse scenarios (e.g., road
and atmospheric conditions) to detect and
describe potential critical system
behavior(Barreto and Bachir 2020).

3.1.2.Classification of the dangerous event

ISO 26262 classifies risks based on parameters:
severity, exposure, and controllability. Systems
such as SAHARA use sensor data and historical
accident reports to quantitatively assess these pa-
rameters (Barreto and Bachir 2020;Diemert and
Weber). Additionally, ML algorithms may ana-
lyze former incidents to determine the required
ASIL (Hillen et al. 2024). LLMs may cluster
similar risks and prioritize them by risk level.

3.1.3.Derivation and definition of safety goals

LLMscan be used to derive safety goals from the
ASIL classification. The proposed safety goals
can automatically be checked for compliance
with ISO 26262 (Hillen et al. 2024).

3.1.4.Evaluation of applicability and conformity

The use of LLMs can offer opportunities for a
more efficient and objective HARA. With no
specific regulatory framework for the use of
LLMs in functional safety, their use should
always be combined with human validation to
ensure compliance with safety standards, as
LLMs, for example, may hallucinate. But there
is no fundamental reason not to use LLMs under
human supervision to support HARA, as the
method is iterative and Al can accelerate and
structure the process(Barreto and Bachir 2020;
Hillen et al. 2024;Diemert and Weber; Nouri
2024).

3.2. Requirements management

The key criteria of requirements management ac-
cording to ISO 26262 are completeness,
traceability,  consistency, testability, and
changeability of requirements throughout the
entire safety lifecycle.

3.2.1.Definition of functional requirements

NLP-based models can extract safety-relevant
information from structured and unstructured
text sources. This helps to identify functional
requirements and transfer them into the
Functional Safety Concept (FSC)(Zhao et al.
2020). LLMs may analyze requirements defined
in natural language and derive technical models
to support the specification of the Technical
Safety Concept (TSC) (Bozyigit et al. 2024).

3.2.2.8tructuring and classification of
requirements

Al models may help to allocate requirements to
pre-defined categories. For this purpose, pre-
categorized data can be used to train a model in a
supervised manner(Talele and Phalnikar 2021).
Unsupervised learning can be used to classify re-
quirements with semantic similarities (Zhao et
al. 2020).

3.2.3.Quality and consistency of requirements

Requirements must fulfill the criteria mentioned
in 3.2. Compliance with these criteria may be
automatically checked using LLMs. Models that
are based, for example, on ISO/IEC/IEEE 29148
may serve as a basis (Lubos et al. 2024). Tracea-
bility may be improved by using NLP-based
models (Guo et al. 2024).

3.2.4.Administration and maintenance of
requirements

Safety-related requirements should be docu-
mented, maintained, versioned, and traceably
adapted throughout their entire life cycle in re-
sponse to modifications.Al models can analyze
semantic relationships between requirements and
identify which system elements could be
affected by changes(Cheng 2024).NLP-based
tools enable the automatic comparison of
different versions of requirements, which helps
with audits and reviews (Guo et al. 2024).

3.2.5.Evaluation of applicability and conformity
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Al-supported processes, particularly those in nat-
ural language processing, enable efficient analy-
sis of large amounts of text, content structuring,
and comprehensible preparation(Umar and Lano
2024). LLMs can provide helpfulsupport for
these activities (Lubos et al. 2024). Despite these
possibilities, Al still faces various problems in
this area. The results of generative models are
often not comprehensibly justified, can vary, and
are heavily dependent on the input data.

3.3. System and software architecture design

A well-designed architecture not only forms the
basis for the technical implementation of safety
requirements but also facilitates subsequent veri-
fication and validation (Nguyen 2023; Eisenreich
et al. 2024).In particular, LLMs and related NLP
technologies may perform various tasks through-
out the architectural design process.

3.3.1.Definition of system and software
architecture

Al tools may support the automatic generation of
domain models and use case scenarios, the crea-
tion of multiple architecture variants, the quanti-
tative evaluation of architectures, the documenta-
tion of architecture decisions, error detection,
and the  optimization of  architecture
models(Nguyen 2023; Eisenreich et al. 2024;
Fischer and Lanquillon 2024).

3.3.2.Evaluation of applicability and conformity

The current literature indicates that Al tools are
not yet mature enough for the automatic
architectural design of safety-critical systems.
Although LLMs offer support in variant creation,
evaluation, and documentation, they lack
domain-specific knowledge, transparency, and
validation mechanisms. Nevertheless,
architectural proposals generated by Al can serve
as a source of ideas or a starting point for further
refinement and may help to analyze design
decisions more objectively(Guo et al. 2024;
Nguyen 2023; Eisenreich et al. 2024; Fischer
and Lanquillon 2024).

3.4. Software unit design and implementation

The goal of these phases is to develop a precise
software unit design to support verification and
implementation at the source code level.
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3.4.1.Definition of software units and software
implementation

During software unit design, LLM agents can as-
sist with translating requirements into design
structures, predicting errors, providing pattern-
based design suggestions, and analyzing system
graphs (Klemmer et al. 2024; Geissler et al.
2024; Belzner et al. 2024). For software
implementation, code generation based on
textual specifications (Klemmer et al. 2024) or
test-driven code generation (Belzner et al. 2024),
as well as subsequent code optimization
(Klemmer et al. 2024), structural improvements,
and automatic evaluation of these suggestions
(Barenkamp et al. 2020) are possible.

3.4.2.Evaluation of applicability and conformity

Although Al-supported tools such as LLMs can
be helpful in particular(early) development
phases(e.g., brainstorming, restructuring existing
functions, or in the early prototyping phase),
their performance is not yet sufficient for the
direct implementation of safety-critical functions
according to safety standard ISO 26262(Umar
and Lano 2024; Klemmer et al. 2024;
Barenkamp et al. 2020).

3.5. Verification and validation activities

Verification and validation (V&V) are essential
processes for ensuring functional safety in ac-
cordance with ISO 26262 andare integral to the
entire safety lifecycle.

3.5.1.Verification of requirements, software
architecture, unit design, and integration

During verification activities, Al models can
provide valuable support for the tasks at hand.
These essentially include the analysis of re-
quirements quality (Ezzini et al. 2023), the veri-
fication of normative requirements (Lubos et al.
2024), the comparison of safety architectures
against logical data flow (Umar and Lano 2024),
the analysis and consistency check of
architecture models (Fan et al. 2023), the testing
of unit design principles (Cotroneo et al. 2024),
the generation of unit test cases (Alshahwan et
al. 2024), the detection of anomalies in
integration data and log files (Landauer et al.
2023), or the simulation of interaction scenarios
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or the detection of error states through fault
injection testing (Geissler et al. 2024).

3.5.2.8upport of validation

Validation ensures that the system meets safety-
related requirements in a real-world application
context. To this end, Al models can analyze and
evaluate test data from validation runs (e.g., sen-
sor data or vehicle behavior) (Mouaffari et al.
2022). Furthermore, deep generative models
(e.g., cGANs) can generate realistic, synthetic
test scenarios that cover specific operating
conditions (Decker et al. 2023).

3.5.6.Evaluation of applicability and conformity

The use of Al-supported processes can provide
valuable support for  verifying and
validatingsafety systems in selected
areas.Nevertheless, it is challenging to ensure
that all generated results are verifiable, traceable,
and documented to comply with ISO 26262
requirements (Landauer et al. 2023; Mouaftfari et
al. 2022; Decker et al. 2023; Arora et al. 2023).

5. Practical Example: Performance of Al
Tools in Requirements Analysis

Section 3.2 made it clear that requirements engi-
neering (RE) is an emerging field for supporting
the development process of ISO 26262, as it can
handle large amounts of text.Incorrect or incom-
plete requirements are among the leading causes
of project delays and cost increases (Leiderer
and Prasad 1995). Therefore, RE, supported by
Al tools, is becoming the focus of research. A
systematic analysis of 105 studies (2019-2024)
on generative Al in RE reveals clear research
priorities (Cheng 2024). The identification and
analysis of requirements dominate research
activities, with LLMs considered promising in
this area. Technological focal points include
automated requirements identification(Almonte
et al. 2025), classification and structuring
(Xanthopoulou et al. 2025; Alhoshan et al.
2023), quality assessment and analysis of
requirements (Lubos et al. 2024), and
traceability and change management (Guo et al.
2024).

5.1.Methodological basics for the use of
generative Al in RE

Studies show that the quality of generative Al re-
sults depends on the choice of prompt
techniques, appropriate quality criteria, and
clearly defined evaluation procedures.The
literature distinguishes four dominant learning
paradigms for RE tasks: few-shot learning, zero-
shot learning, chain-of-thought, and one-shot
learning. In addition, there are four prompt types
for LLMs in RE:Instruction-based, iterative,
description-based, and question-based
prompting(Cheng 2024; Ronanki et al. 2023).
The study results suggest that a combination of
few-shot learning and instruction-based prompts
is the most promising strategy for requirement
generation. Iterative prompting approaches can
also be helpful.Usingan actual research project
on the topic ‘Robustness of sensors and sensor
systems against environmental conditions for
highly automated driving’, exemplary
requirements engineering was conducted with
support from the large language model GPT-4.
The outputs were analyzed, and the key results
are summarized in the following two sections.

5.2.8cenario 1: Deriving stakeholder
requirements

This scenario examined whether GPT-4 could
derive valid stakeholder requirements from use
cases described in natural language. The gener-
ated requirements were compared with the re-
quirements manually created in the research pro-
ject to evaluate consistency and quality.Three
use cases from the project were used for the
investigation:

©) ROS 498: Measurement data
transfer/recording
(i)  ROS-499:
Maintenance/assembly/disassembly
(ii1) ROS-500: Switch on/off/standby

Three prompt strategies were used to control the
requirements generation: Instruction-based, few-
shot, and question-based prompting. For evalua-
tion purposes, each generated requirement was
compared with the corresponding ground-truth
requirement. The assessment was carried out on
a 4-point scale, see Table 1.

Table 1. Evaluation of generated requirements
4 Very high requirement match

2447



2448

3 High requirement match
2 Partial requirement match
1 No/low requirement match

As a result of the analysis, the average match
value per use case between the GPT-generated
requirements and the ground-truth requirements
was determined. The results are summarized in
Table 2. The evaluation shows that GPT-4 is ca-
pable of generating relevant stakeholder require-
ments from natural-language use cases.

Table 2. Average match value per use case

Use Case  Av. Value Interpretation

ROS-498  2.08 Moderate to good
match

ROS-499  1.93 Partially correct,

but incomplete

Weak to moderate
match

ROS-500  2.75

In many cases, key aspects were correctly identi-
fied and meaningfully translated into require-
ments.Fundamental problems included a lack of
precision in the formulations, an inappropriate
level of abstraction, and a limited range of con-
texts. These gaps indicate thatGPT-4 is linguisti-
cally powerful but lacks the domain-specific
background knowledge that human experts are
expected to have. These results reflect different
technical weaknesses of generative Al models,
including limited controllability of the model's
output, limited reproducibility in some cases,
and limited explainability.

5.3.Scenario 2: Quality assessment of existing
requirements

This second scenario examines whether GPT-4
is capable of evaluating the formal quality of al-
ready formulated system requirements. Real sys-
tem requirements from the exemplary research
project served as the basis. These were created
manually and cover various aspects of the
system. The aim was to check whether GPT-4
can identify weaknesses in the requirements and
provide suggestions for improvement. Before the
evaluation, GPT-4 was given a brief contextual
description of the project to understand the
project's scope and requirements. An instruction-
based prompt was then used in the zero-shot
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learning paradigm to instruct GPT-4 to check
each requirement for the quality characteristics
of uniqueness, completeness, verifiability, and
comprehensibility.Overall, the evaluation shows
that all GPT assessments are formally
comprehensible and plausible. The comments
are consistent with recognized RE criteria and do
not contain any illogical or ‘hallucinatory”
suggestions.This shall be demonstrated using the
followingsystem requirement as an example:

“The onboard sensor technology should include
a data processing unit for classifying weather
phenomena.”

GPT-4 delivered the following analysis results:

(1) Uniqueness: Ambiguous, unclear which

weather phenomena (Not OK)

(i1) Completeness:No details on data
processing (Not OK)

(iii) Verifiability:No specification for
measurement data (Not OK)

(iv) Comprehensibility: Logically
derivable from context (OK)

At the same time, it is apparent that GPT-4 pri-
marily evaluates requirements based on
linguistic and formal criteria, without reliably
distinguishing between the respective
requirement levels. As a result, unnecessary
detail is sometimes added, or terms are classified
as unclear that are actually unambiguous in the
project context. From a technical perspective, it
was also noted that GPT does not correctly
classify terms such as meteorologically defined
visibility, which is due to a lack of domain-
specific knowledge.

6. Conclusion

This contribution offers a broad literature survey
of how Al tools might be applied at different
stages of the V-model in ISO 26262. As the field
of Al-supported software engineering is already
well-established, the focus was on software
development. The literature review and the
exemplaryapplication to an own development
project have shown that the application of Al
tools in the software development process may
enhance efficiency and assist engineers in the
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safety  development  process.  Especially
requirements engineering and documentation
activities deliver promising results, andthe
creativity of engineers might be stimulated.
Nevertheless, there remain challenges regarding
the limited explainability, reproducibility,and
correctness of the results. To fulfill the safety
requirements of ISO 26262, all Al-generated
artefacts must be manually verified and
validated. A human-in-the-loop approach could
solve these problems, but it must be considered
that humans tend to switch from task-oriented to
target-oriented behavior (VDI-EE 4030 2022).
This means that if the Al tools in general deliver
good results, the human verification and valida-
tion activities might be neglected over time. An-
other problem that could not be discussed in
depth is the absence of clear qualification
procedures for Al tools.ISO 26262 requires the
qualification of tools used in the development
process (ISO 26262 2018). A possible solution
was suggested in a white paperon trusted Al
(Winter et al. 2021). And finally,everyone who
uses server-based Al tools should consider that
technical secrets may be disclosed to the Al tool
provider.
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