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Safety assurance for railway software is traditionally based on defined objectives supported by structured processes
and documentation. These processes provide confidence in the correctness and reliability of deterministic, rule-
based applications. With the introduction of artificial-intelligence-based perception and automation functions, this
approach must be extended. The behavior of data-driven models cannot be fully demonstrated through conventional
verification alone, and additional documentation, processes, and technical evidence are required to capture their
development, validation, and operational control. Concurrently, new regulatory frameworks such as the EU Artificial
Intelligence Act and emerging standards from CEN-CENELEC JTC 21 and ISO/IEC JTC 1/SC 42 introduce
explicit requirements for fairness, robustness, transparency, traceability, and human oversight in high-risk Al
systems. These provisions complement existing railway safety obligations but demand new methodological means
of demonstrating compliance. To address these combined needs, this paper introduces a conceptual assurance
framework for Al-enabled automated railway systems that extends process- and documentation-based assurance with
technical and methodological measures. These are organized into coordinated pipelines covering the life-cycle of AI-
enabled components: a data pipeline ensuring dataset quality and governance; a training pipeline managing model
configuration and reproducibility; a verification and validation workflow combining scenario-based testing with
complementary methods such as stress and sensitivity analysis, adversarial attacks, and uncertainty quantification to
evaluate model behavior and robustness; and a monitoring pipeline enabling continuous assessment of performance
and degradation in operation. Together, these pipelines address essential Al properties such as fairness, robustness,
and transparency, translating regulation into traceable, auditable activities. The framework provides a consistent
basis for aligning Al-specific compliance requirements with established railway assurance processes and generating
evidence to support structured, transparent safety argumentation for future railway systems.
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1. Introduction tations have demonstrated measurable gains in
reliability and fault detection, yet the transition
from experimental deployment to certified oper-
ation remains challenging (Labayen et al. (2023);
Zeller et al. (2024)).

While these technologies promise substantial
improvements, they also introduce new categories
of risk. Among them are data drift and domain

Artificial intelligence (AI) and machine-learning
(ML) technologies are increasingly being inte-
grated into railway systems to enhance percep-
tion, decision-making, and automation capabil-
ities. Typical applications include object detec-
tion and scene understanding in Communication-
Based Train Control and driver-assistance sys-
tems, predictive maintenance and anomaly de-
tection for rolling stock and infrastructure, and
traffic-flow or energy-efficiency optimization (Xu ) ) )
et al. (2025): Chang et al. (2025); Hadj-Mabrouk anq VerlﬁclaFlc?n. Further c9ncems mclu(.ie adver-
(2024); Liu et al. (2024)). These technologies en- sarial sens1t1v1t§/, Where minor pert?lrbatlorvls lejald
able functions that can improve safety, availabil- to unsafe predictions, human-Al interaction is-
ity, and operational efficiency (Liu et al. (2024);
Oh et al. (2022)). Research and pilot implemen-

shift, which degrade model performance as op-
erating conditions evolve. Moreover, the opac-
ity of decision-making complicates traceability

sues, such as over-trust or inadequate situational
awareness, and reward misalignment, where op-
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timization objectives conflict with safety goals.
Furthermore, systemic dependencies in which Al
behaviors correlate across subsystems can amplify
hazards (Schnitzer et al. (2024)).

Mitigating these risks requires assurance meth-
ods that go beyond traditional testing to in-
clude robustness evaluation, sensitivity analysis,
explainability studies, and continuous operational
monitoring (Labayen et al. (2023); Zeller et al.
(2024); RoBbach et al. (2024)). Conventional
railway software assurance, as defined by the
EN 50716:2023 standard, specifies structured pro-
cesses for software development, verification, val-
idation, and life-cycle management for rule-based,
deterministic systems. However, Al components
are data-dependent and probabilistic, as their per-
formance depends on dataset quality, model con-
figuration, and environmental variability. Such un-
certainty cannot be fully addressed through tradi-
tional verification and validation techniques. For
this reason, new regulatory and standardization
initiatives are reshaping assurance expectations.
The EU Artificial Intelligence Act (EU Al Act)
(European Commission (2024)) classifies railway-
related Al as high-risk and mandates require-
ments for transparency, traceability, robustness,
human oversight, and post-market monitoring.
Complementary international standards such as
ISO/IEC TR 24028:2020 define conceptual mod-
els of Al trustworthiness across the life-cycle.
Together, these frameworks call for assurance ap-
proaches that integrate structured process con-
trol with Al-specific technical evidence. Recent
research has made tangible progress toward this
goal. Zeller et al. (Zeller et al. (2024); Zeller
and Schnitzer (2025)) propose life-cycle-oriented
MLOps processes for the continuous assurance of
ML components, while Labayen et al. (Labayen
et al. (2023)) and RoBlbach et al. (RoBbach
etal. (2024)) demonstrate hybrid V&V techniques
combining simulation-based and data-driven test-
ing. In parallel, cross-domain initiatives introduce
trustworthiness frameworks that combine techni-
cal, organizational, and procedural evidence to
support certification in safety-critical applications
(Billeter et al. (2024); Frischknecht-Gruber et al.
(2025)).

Despite these advances, a consistent method-
ology linking Al trustworthiness principles with
the established, process-oriented assurance struc-
ture of the railway domain remains underde-
veloped. This paper addresses this gap by in-
troducing a conceptual assurance framework
for Al-enabled railway systems. The framework
translates Al assurance principles into railway-
specific processes, aligning data governance,
model training, scenario-based verification, and
operational monitoring with the life-cycle defined
in EN 50716:2023 and the compliance expecta-
tions of the EU Al Act.

2. Regulatory Background

Railway safety assurance is grounded in struc-
tured, lifecycle-oriented processes defined by the
CENELEC railway standards series. EN 50126
establishes the RAMS life-cycle framework,
while EN 50129 defines the evidential structure
of the safety case and the independence of assess-
ments. The more recent EN 50716:2023 comple-
ments these foundations by updating the software-
development requirements for control and protec-
tion systems to reflect current engineering prac-
tice and to align with contemporary assurance
methodologies (Tonk et al. (2023)). However, Al
constituents challenge the assumption of deter-
ministic behaviour and therefore require addi-
tional assurance measures that capture data qual-
ity, model robustness, and performance drift over
time (Labayen et al. (2023); Xu et al. (2025)). Cur-
rent standardization work within CEN-CENELEC
JTC 21 and the recently published ISO/IEC
PAS 8800:2024 explores how these Al-specific
forms of evidence can be combined with estab-
lished functional-safety life-cycles.

The regulatory landscape for AI Assur-
ance is evolving rapidly. The EU Al Act in-
troduces a risk-based regulatory framework that
mandates documentation, testing, human over-
sight, and post-market monitoring for high-risk
Al systems such as those used in railway au-
tomation. In parallel, international standardization
bodies have developed complementary initiatives:
ISO/IEC TR 24028:2020 provides an overview
of Al trustworthiness; ISO/IEC 42001:2023 de-
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fines requirements for Al management systems;
ISO/IEC 5338 and 5339 specify life-cycle and
engineering practices for trustworthy AI; and
ISO/IEC PAS 8800:2024 addresses the integra-
tion of Al with functional-safety processes. Work
in CEN-CENELEC JTC 21 seeks to harmonize
these frameworks with existing railway RAMS
and safety-case methodologies.

Together, these standards expand assurance be-
yond conventional software verification to en-
compass the governance of data, robustness of
models, transparency of decisions, and continuous
oversight during operation (Billeter et al. (2024);
Frischknecht-Gruber et al. (2025)). Yet their in-
corporation into railway certification practice re-
mains at an early stage. There is still no estab-
lished mechanism for systematically linking AI-
specific artifacts, such as dataset lineage records,
validation metrics, or uncertainty analyses, to the
structured evidence required under CENELEC
safety cases.

As a result, existing regulatory and standard-
ization frameworks define what must be assured
for Al systems in railways, but provide limited
guidance on how such assurance can be opera-
tionalized within established railway certification
practices.

Research gap and opportunities. Despite
steady progress, assurance practice for Al-enabled
railway systems remains fragmented across tech-
nical, organizational, and regulatory dimensions.
Classical safety standards offer strong process
discipline but presuppose deterministic behavior,
while Al assurance methods emphasize data gov-
ernance, robustness, and explainability in ways
that rarely align with existing certification logic.
The result is a structural mismatch: document-
centric and requirement-driven assurance ap-
proaches versus empirical, statistical, and often
non-repeatable forms of Al validation evidence.
Bringing these perspectives together, so that data
quality metrics, model-validation results, and un-
certainty analyses can support structured safety
arguments, remains an unresolved task.

Recent contributions by Zeller et al. (Zeller
et al. (2024); Zeller and Schnitzer (2025))
demonstrate continuous-assurance and MLOps
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processes for ML components, providing valu-
able technical mechanisms and treating regula-
tory integration separately. Cross-domain trust-
worthiness frameworks (Billeter et al. (2024);
Frischknecht-Gruber et al. (2025)) offer com-
prehensive assurance models for AI but stop
short of linking them to sector-specific certifi-
cation schemes. The methodological gap there-
fore lies between functional-safety-oriented stan-
dards such as EN 50716 and ISO/IEC PAS 8800,
and Al-trustworthiness frameworks such as
ISO/IEC 42001, 24028, 5338, and 5339.

What is missing is an integrated approach that
connects these two domains in a traceable and
auditable manner. Such a framework must (1)
translate Al trustworthiness concepts into railway
life-cycle activities; (2) align data, model, and
operational artefacts with established documenta-
tion and verification requirements; and (3) support
continuous, auditable assurance consistent with
both EN 50716 and the EU AI Act.

This paper addresses that need by extending
established railway-assurance practice with Al-
specific verification, validation, and monitoring
pipelines, providing a foundation for certifiable
and trustworthy Al in future railway systems.

3. The Assurance Framework for Safe
Railway AI Systems

The proposed framework builds upon established
system engineering practices, particularly the V-
model approach standardized in SN EN 50126-1
for railway applications, while incorporating Al-
specific methodologies from domains such as avi-
ation, medical technology, and autonomous sys-
tems development. The framework supports five
phases: (1) the concept phase, (2) the risk as-
sessment and requirements definition, (3) the de-
sign and implementation phase, (4) the validation
phase, and (5) the continuous monitoring and im-
provement. Fig. 2 visualizes the suggested frame-
work.

The life-cycle starts with the concept phase
defining intent and context. The Al concept par-
allels the traditional one but requires explicit con-
sideration of Al-specific factors including the ma-
chine learning class and autonomy level. The sub-



Proc. of the European Safety and Reliability Conference (ESREL 2026)

e m e
q Concept H Al concept ||
I

———————————— =
ﬁ Decommissioning

1
1
1 ! Operati 1
1 If  Continuous maintenance, |
1| System definition & || Al system definition & I " 1| monitoring and performance |
\ L operational context operational context || || ConOps \| improvement monitoring | J
~ _—-——-——---------’lr. S -
S===s==========°7 looo = - =—=——== —_——————
Risk analysis & Al risk ") T I
f I " Objectives + System acceptance
| evaluation ent = !
I 1 ‘ j MaoC 1
Specification of system 1 —| Al risk analysis ; System |
- s ! -——— = e —

Architecture &
apportionment of
system requirements

\‘ Design&
\ implementation

| g gy

 wmm

-————

1

Training pipeline

V&V pipeline
Continuous monitoring and improvement workflow

Fig. 1.

Overview of the proposed assurance framework. The railway V-model lifecycle is extended with an Al

constituent lifecycle, including ODD processing, data preparation and qualification, model training and validation,
and continuous monitoring and improvement, implemented through coordinated pipelines and workflows.

sequent Al system definition & operational con-
text focuses on the heterogeneous environments
in which AI systems operate. While traditional
systems engineering focuses on use cases repre-
senting functional requirements, Al systems re-
quire scenario-based analysis that captures the
combinatorial complexity of environmental con-
ditions. Unlike traditional systems where opera-
tional contexts are highly controlled, Al systems
must function across large parameter spaces with
semi-controllable environmental conditions. The
Concept of Operations (ConOps) document cap-
tures these specifications in a traceable manner,
whereas the Operational Design Domain (ODD)
encompasses environmental elements (persons,
vehicles, obstacles), parameters (weather condi-
tions, velocities, poses), and their combinations
into scenarios. It defines the boundary conditions
for system behavior and guides training data col-
lection strategies.

The subsequent risk assessment and require-
ments definition formalizes the needs identified

in the concept, derives risks, and provides miti-
gation strategies. The Al risk assessment extends
traditional risk analysis by explicitly addressing
trustworthiness alongside safety concerns, includ-
ing bias, lack of robustness, poor generalization,
and potential for reward hacking. The frame-
work recognizes that Al systems introduce such
unique failure modes that stem from their data-
driven and probabilistic nature, and documents
it in the Al risk analysis. To manage the com-
plexity of multiple, sometimes overlapping reg-
ulatory demands, the framework introduces the
concept of Means of Compliance (MoC) along-
side objectives as a central organizing principle,
inspired by aviation safety assurance practices.
MoCs serve as a bridge between abstract reg-
ulatory objectives and concrete implementation
activities. Objectives capture the core intent of
the regulations while the MoCs specify methods
and recipes for demonstrating compliance. This
approach enables systematic handling of the frag-
mented regulatory landscape including domain-
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specific standards (e.g., EN 50716:2023 for rail),
Al-specific regulations (EU Al Act), and cross-
domain frameworks (ISO/IEC standards series).
In cases where different legal frameworks address
similar concerns using different terminology or
different procedures, the objectives of the legal
frameworks are clustered and assigned to a few
MoCs to ensure compliance with the entire reg-
ulatory landscape. As MoCs for Al constituent
in safety-critical applications are momentarily
scars compared with aviation industries’ mature
libraries, the framework provides guidance for de-
veloping new MoC subject to competent author-
ity approval. The system requirement specification
transforms the results of the risk assessment and
the specified characteristics into concrete and ver-
ifiable requirements while considering the multi-
ple regulatory sources applicable to the specific
application domain, and documents it in the Al
requirements.

The design and implementation phase com-
plements the classic V-model’s software design,
realization, and validation (Fig. 1, gray) with the
Al-specific model life-cycle (orange) and the data
life-cycle (blue). This takes into account the par-
allel consideration of data, model, and software
workflows, which are discussed in more detail in
Section 4. The outcome of the design and imple-
mentation phase is an integrated and deployed Al
constituent, which is rigorously assessed in the
Validation phase .

The validation phase starts with Test on rail,
where pilot programs assess the object and event
detection and response capabilities in the real sys-
tem. Drawing inspiration from clinical trials that
manage high uncertainty similar to Al deploy-
ments, they evaluate ODD coverage and judge
context-dependent benefit-risk balance. A typical
pilot project was running the Al constituent in
shadow mode operation parallel to operational
systems without affecting live operations. This
enables safe validation of Al behavior while hu-
man operators maintain control. Such extensive
pilot test phases generate evidence supporting null
hypothesis testing about system safety and perfor-
mance claims. A report documents the validation
results including hypothesis test outcomes and
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confidence levels achieved. This evidence forms
the basis for the system acceptance step and pro-
vides input for operational monitoring strategies.

Continuous monitoring and improvement
concludes the life-cycle. It runs in parallel to the
operational phase and implements accident and
incident tracking, data monitoring and analysis,
V&V activities, user support, and explanation ca-
pabilities. Stemming from the regulatory land-
scape, several Al-specific monitoring activities
complement the traditional ones. An ethics review
board addresses value alignment and fairness con-
cerns. The input stream is compared against pre-
defined regions where generalization capability
maintains intended behavior. Data-driven safety
checks complement traditional rule-based moni-
toring. This monitoring infrastructure feeds con-
tinuous improvement cycles, enabling data-driven
refinement of models and updating of operational
parameters based on field experience.

To automate the activities in the life-cycle,
four pipelines and two workflows are associated
with the framework. Both, the ODD processing
workflow and the Continuous monitoring and im-
provement workflow involve user interaction to
create the required simulation and data capturing
artifacts and to provide issue reports, as well as
accepting suggested improvements. In contrast,
the Data preparation pipeline, the Data quali-
fication pipeline, the Training pipeline, and the
V&V pipeline run with a very high degree of
automation.

4. AI Design and Realization Workflow

As software design, realization, and validation
for Al resemble the classic software development
process, this section focuses on the data and model
workflow, as visualized in Fig. 2. The framework
explicitly separates, yet coordinates, data engi-
neering and model training as two distinct devel-
opment streams.

This reflects the fact that they have differ-
ent quality criteria and verification needs, while
also acknowledging their fundamental interdepen-
dence. Consequently, the learning process plan-
ning, the model training, and the learning process
verification serve as an integration point, whereas
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Fig. 2. Workflow for data and model development,
coordinating data engineering and training to produce
traceable assurance artifacts.

the other steps are distinct.

The workflow starts with the Learning process
management, which formalizes goals to ensure the
Al constituent aligns with intended objectives and
stakeholder needs. It contains the data strategy and
the learning strategy. The data strategy specifies
comprehensive validation criteria including inges-
tion protocols, perturbation methods, and statisti-
cal properties such as dataset completeness, accu-
racy, and representativeness. The learning strategy
incorporates confidence level estimation and sys-
tematic risk mapping. Linking key performance
indicators, decision boundaries, and cybersecurity
vulnerabilities to potential failure modes supports
risk mitigation for robust model development and
deployment. Learning process management repre-
sents a departure from traditional software design,
reflecting the experimental nature of Al devel-
opment. Rather than specifying system behavior
through detailed design, this phase involves con-
ducting a systematic literature review to identify
potential architectures. The most promising can-
didates are selected for experimental validation
by clustering and comparing them using methods
such as SWOT analysis.

The Data acquisition runs alongside. It encom-
passes ingestion, integration, and data augmenta-
tion. The process begins with planning concepts,
modalities, and scenarios to be captured, link-
ing them directly to the ODD specifications and
ensuring that training data coverage matches the
intended areas of application. To this end, syn-
thetic data that contains rare environmental ef-
fects will complement the data captured from real-

world applications. Data augmentation increases
the size and coverage of the effective dataset,
and active variant generation explores robustness
boundaries. This approach is similar to mutation
testing, but addresses the statistical rather than the
deterministic nature of Al systems. The frame-
work recognizes simulation as a critical tool for
Al systems, enabling systematic exploration of
scenario spaces that would be impractical or un-
safe to capture in operational environments. How-
ever, simulation-to-reality transfer introduces val-
idation challenges that must be addressed through
careful characterization of domain gaps.

Having selected the baseline architecture and
collected and augmented the data, the Al training
optimizes the model weights to align the behavior
with the intended functionality. This iterative pro-
cess gradually improves the model’s capability to
handle increasingly complex situations within the
defined ODD.

The subsequent Learning process verification
employs multiple verification strategies: bias-
variance analysis to detect over- or under-fitting,
performance metrics (correctness, accuracy, ro-
bustness, generalization, stability, etc.), general-
ization bound estimation, and requirements-based
behavior checks. These evaluations serve similar
purposes to software verification but require inter-
pretation through the lens of statistical confidence
rather than deterministic correctness. The results
are documented in the model portrait, which pro-
vides a consolidated view of model characteristics
including architecture, learning algorithms, ex-
plainability capabilities, activation and loss func-
tions, robustness and stability metrics, initializa-
tion strategy, training environment, and hyper-
parameters. Analogous to a hardware datasheet,
the model portrait enables informed decisions
about model suitability. The Data qualification
assesses completeness, accuracy, representative-
ness, and statistical properties against predefined
criteria from the learning process plan. This ver-
ification step addresses a fundamental challenge
in Al development: anticipating which features of
the dataset will prove decisive for model behavior,
given that Al perception differs substantially from
human perception. The framework specifies crite-
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ria including sufficient sample count, appropriate
statistical balance, correct formatting for training
pipelines, and proper partitioning into training,
test, and validation sets. Crucially, these sets must
maintain strict separation to enable valid perfor-
mance estimation. The resulting Data Quality Re-
port documents compliance with these criteria.
The learning process verification merges data and
model V&V workflows, ensuring that both data
quality goals and model performance goals have
been met before progression to deployment. The
process checks the achieved results against ex-
pectations from learning process planning, and
reviews completeness.

Once the learning process concludes success-
fully, the Al deployment transforms trained mod-
els into operational systems through API develop-
ment, format conversion wrappers, and container-
ization. The framework suggests release candi-
dates as optimization-specific packages includ-
ing inference-optimized models without training-
specific operations like gradient calculation, wrap-
pers between Al standard formats and domain-
specific formats, and potentially modified execu-
tion infrastructure. These candidates undergo /n-
Sference model verification & integration in sand-
boxed environments before being tested on rail.

5. Discussion and Outlook

The Assurance Framework for Safe Railway Al
Systems addresses critical challenges in develop-
ing trustworthy Al for safety-critical applications
by translating them into railway life-cycle activ-
ities. The Means of Compliance concept enables
systematic demonstration of regulatory compli-
ance across fragmented standards by identifying
commonalities, developing unified approaches,
and aligning them with established documentation
and verification requirements. The explicit separa-
tion and coordination of data, model, and software
engineering takes into account the characteristics
of Al The data pipeline demonstrates system-
atic coverage in combinatorially large operational
spaces by linking ODD parameters to scenario
generation, data collection, and validation. By em-
phasizing statistical approaches and confidence
estimation, the V&V workflow acknowledges that
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Al systems cannot achieve deterministic correct-
ness and instead building evidence-based con-
fidence while explicitly recognizing remaining
uncertainties. Documentation artifacts establish
crucial traceability between requirements, imple-
mentation decisions, and validation evidence. In
this way, the framework supports continuous, au-
ditable assurance consistent with both railway-
specific regulatory frameworks, and Al-specific
ones.

However, several challenges remain unre-
solved. The scarcity of established means of com-
pliance requires projects to develop and gain ac-
ceptance for them in a case-by-case manner, po-
tentially creating inconsistent practices until con-
sensus emerges. Computing meaningful gener-
alization bounds in complex, high-dimensional
spaces remains an open research challenge, forc-
ing reliance on empirical validation whose ad-
equacy may be difficult to demonstrate. Fun-
damental tensions between model performance
and interpretability persist, potentially requiring
reduced capability to maintain transparency in
safety-critical contexts. The framework focuses
primarily on fixed, validated models and would
require additional safeguards for systems with
continuous learning. Comprehensive verification
activities demand substantial resources, necessi-
tating risk-based tailoring for practical applica-
tions. The framework’s grounding in established
safety engineering practices while incorporating
Al-specific needs offers organizations a practical
path for system certification and deployment. Its
elaboration of similarity and difference enable
efficient knowledge transfer from traditional do-
mains while preventing inappropriate application
of classical methods. Future work should develop
domain-specific means of compliance libraries,
refine generalization bound estimation methods,
extend the framework to accommodate continuous
learning, develop supporting tooling, and conduct
empirical validation across diverse applications.
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