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Anticipating and managing risks in the early development of industrial systems is essential to reduce costs and
hazards through design improvements. Widely accepted methods such as Failure Modes and Effects Analysis
(FMEA) were designed precisely to support risk prevention during system design. However, conducting an FMEA
is costly, and because FMEAs are qualitative analyses that rely on natural language, using Large Language Models
(LLMs) to automate parts of this work is increasingly attractive. Yet, ensuring the quality of such AI-generated
analyses remains challenging. Currently, FMEAs are mainly crafted and assessed by human experts, while too few
automated methods exist to evaluate their quality. Meanwhile, the ”LLM-as-a-judge” paradigm has emerged, where
LLM agents evaluate task outputs. In this work, we: (1) propose a method to automatically generate FMEA reports,
(2) introduce a LLM-as-a-judge framework to automatically produce review reports that assess FMEA quality, and
(3) compare AI-generated and human-generated FMEAs using both our LLM-as-a-judge framework and human
evaluations.
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1. Introduction

1.1. Failure Modes and Effects Analysis

Failure Modes and Effects Analysis (FMEA) is

a widely used method in quality and reliability

engineering for conducting risk assessment early

in system design (Wu et al. (2021)). It aims to

identify early on potential failure modes, ana-

lyze their causes and effects, and document sup-

porting information such as existing controls and

detection methods, severity/occurrence/detection

ratings, the resulting Risk Priority Number (RPN)

used to rank risks, and recommended actions to

reduce or mitigate the identified risks.

The purpose of conducting an FMEA is to

identify potential failure modes as early as possi-

ble, enabling design improvements that increase

system reliability. FMEA is also an almost-

mandatory requirement in multiple industries

where safety is a primary concern, such as auto-

motive industry, space industry, defense industry

(AIAG and VDA (2021); Duphily (2009); United

States Department of Defense (1980)). And in

several other industries, such as medical devices,

civil aviation, or rail transport, FMEA is fre-

quently used as a deliverable for mandatory risk

assessment, although FMEA is not mandatory in

itself.

1.2. Limitations of FMEA

The current way FMEAs are conducted comes

with several limitations. The way FMEA knowl-

edge is written down makes it hard to com-

pare, aggregate, or reuse across products, sites,

and teams, because FMEA content is often semi-

structured, with ad-hoc field naming, which limits

integration and knowledge reuse across tools and

lifecycles (Hodkiewicz, Melinda et al. (2021); Wu
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et al. (2021); Razouk, Houssam et al. (2023)).

Moreover, classic FMEA rarely capture the ra-

tionale: who proposed what; based on which ev-

idence; why a particular wording or score was

chosen; etc. This makes design rationale and

traceability difficult (Hodkiewicz, Melinda et al.

(2021); Wu et al. (2021)). Besides, FMEA is time-

and resource-intensive because it is meeting-

driven. It is traditionally conducted by teams of

6-10 human experts, including a facilitator, en-

gineers, suppliers, end-users, that gather to dis-

cuss and identify relevant information to include

in the analysis (AIAG and VDA (2021); Tavčar

and Duhovnik (2014)). Depending on the system,

FMEA can in general take a hundred of staff

hours, which represents a non-negligible work-

force cost.

1.3. Related work and research gap
1.3.1. Advanced informatics for FMEA

The use of AI and NLP to normalize language

and structure semantics is a promising way to

make FMEA entries comparable, searchable, and

reusable, while aiming at reducing the time

needed to conduct FMEA, as well as enabling

more exhaustive and tracaeable analyses (Razouk,

Houssam et al. (2023)).

Several approaches have already been proposed

to help practitioners conduct FMEA with the as-

sistance of AI or ontologies, but fully automated,

end-to-end FMEA remains uncommon in indus-

trial practice and still challenging in research

prototypes (Wu et al. (2021)). Ontology-based

FMEA aims to formalize domain knowledge so

that failure knowledge can be queried, reused,

and partially generated automatically. While this

improves consistency and supports reuse within

a well-bounded domain, it typically requires sig-

nificant manual knowledge engineering, careful

maintenance when products evolve, and it strug-

gles with open-ended, organization-specific word-

ing and tacit expert knowledge that is rarely cap-

tured in a reusable form (Hodkiewicz, Melinda et

al. (2021)).

More recently, LLM-based FMEA generation

has emerged as an attractive alternative because it

can produce plausible FMEA entries directly from

natural-language documents (El Hassani, Ibtissam

et al. (2025); Lynch, Karol aet al. (2024)). Yet,

LLM-generated FMEAs remain difficult to oper-

ationalize without human oversight due to well-

known issues such as confabulation, missing or

inconsistent assumptions, unstable terminology,

and limited traceability: the model can generate

fluent entries without them being relevant to the

specific system under study (Collier, Zachary A.

et al. (2025); Diemert and Weber (2023)).

1.3.2. Evaluation of FMEA

A second barrier to automation concerns eval-

uation: even when an AI system produces an

FMEA table, determining whether it is correct,

complete, and useful is not straightforward. Most

existing works evaluate FMEA through small case

studies, expert judgement, or user studies, of-

ten using ad-hoc criteria and limited reporting of

datasets, prompts, and rating procedures. As a

result, comparisons across methods are difficult

and reproducibility is limited. Automated checks

(e.g., presence of required columns/sections, con-

sistency of RPN calculations, or formatting con-

straints) can improve reliability, but they do not

capture semantic quality, such as whether a failure

mode is specific, whether causes and effects are

plausible for the given component, or whether

recommended actions meaningfully reduce risk.

One of the main challenge of evaluation being

that FMEA is mostly a text generation task, is

motivates a complementary evaluation approach

leveraging an LLM-as-a-judge agent, designed to

produce structured review reports that combine

compliance checks with content-focused critique

(Gu, Jiawei et al. (2025)).

1.4. Proposed approach and contributions

This paper addresses this gap by proposing (i)

a framework for FMEA generation that can be

fully AI-driven or conducted through human/AI

interaction, and (ii) an AI agent framework that

automatically reviews FMEA reports to support

evaluation of such analyses.

The proposed contributions in this paper are the

following:

(1) A framework for automatically generating
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FMEA using an LLM.

(2) An LLM-based evaluation agent to assess

FMEA compliance.

(3) Detailed observations on FMEA content qual-

ity and recommended solutions.

In Sect. 2, we introduce FMEA and define the

scope of our study. Then, in Sect. 3, we describe

our proposed FMEA generation approach using

LLM. Sect. 4 presents our approach for evaluating

FMEA. In Sect. 5, we show and discuss results

obtained on a case study conducted on an Armpi

FPV robot arm. We conclude the paper with Sect.

6 with future perspectives for LLM generation and

evaluation.

2. Problem statement

2.1. Addressed tasks

An FMEA comes traditionally in the form of a

table summarizing the potential failure modes of

a system, their causes, effects, and other infor-

mation. This table comes in general as part of

a broader report, describing the process and the

conclusions related to this table.

In this work, we mainly address two tasks: (1)
FMEA generation, and (2) FMEA evaluation.

The second task can be subdivided into two sub-

tasks: (2.1) FMEA compliance evaluation, and

(2.2) FMEA content evaluation. Task (1) deals

with automatically generating an FMEA, given

some input data about a given system. Task (2)

deals with evaluating the quality of an FMEA

report. Subtask (2.1) consists of verifying that a

given report is compliant with the FMEA standard

it is said to follow, while subtask (2.2) evaluates

the intrinsic quality of the FMEA content.

2.2. Scope of the study

Here, we restrain ourselves to the military FMEA

standard MIL-STD-1629A, and apply it to an

Armpi FPV robot arm.

Armpi FPV robot arm – This system comprises

six servo motors to enable the movement of a

robotic arm. To narrow down the study, we focus

on one of the servo motors of this system, the

LX-225 servo motor, which serves at the base

of the robot arm. We chose this system because

we had already some knowledge and experience

with it, while it also represented an example of a

small complex system, making it convenient and

manageable for a toy FMEA case study.
MIL-STD-1629A – We consider MIL-STD-

1629A for the FMEA standard in this work be-

cause it provides a clear, structured and actionable

list of elements that should appear in an FMEA

report, making it convenient to measure the com-

pliance of reports.

3. FMEA generation

Our end goal is to generate high-quality FMEAs

(semi-)automatically. To this end, we first pro-

pose, in this section, an FMEA generation frame-

work that automatically produces FMEA reports.

3.1. Overall generation process

We define an FMEA generation agent that follows

12 steps to produce an FMEA report (Figure 1).

Starting from the system description, the agent

identifies components and their functions, then

derives failure modes, causes, and effects. It then

generates detection methods and assigns severity,

occurrence, and detection ratings, from which the

RPN is computed. Finally, it assembles the gener-

ated entries into an FMEA table and formats them

into a report compliant with the target FMEA

standard.

3.2. User input data: system description

The user should provide the AI agent, as primary

input data, a system description report and the

name of the system. Additional data can also be

ingested such as images, additional documents,

and user notes. However, for conciseness, we did

not use such data sources for this work and keep

them as prototypes for future research.

The system description report currently con-

tains description of the operating conditions of

the system, its scope, functional requirements, and

comes with a list of hardware components and

software modules.
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3.3. Additional context: web data

In addition, we allow the generation agent to ac-

cess the Internet through a search engine API to

retrieve search results and scrape web pages rele-

vant to each task, in order to enrich the input con-

text. More specifically, for each generation block

(e.g., the failure modes block), we allow the agent

to query up to five search results (a limit set as a

trade-off to obtain decent results from the search

API) using a query template, the system name,

and keywords related to the block (e.g., ”failure

modes”). Search results can have variable quality,

especially when they point to webpages returning

4xx/5xx errors (e.g., error 404) or websites pro-

Fig. 1. Flowchart of the overall generation process.

tected by CAPTCHAs. To validate the quality of

collected webpages, we use a two-step process:

first, a heuristic based on the minimum length

of extracted webpage text; second, a verification

agent prompted to filter out webpages that do not

contain sufficiently insightful content.

Ideally, in the future, the generation agent

should have access to at least the three follow-

ing databases: (1) the Internet, (2) the FMEA-

generation-service provider database, and (3) the

end-user local database.

3.4. Block-level generation process

At block level, all blocks follow the same gener-

ation process (Figure 2). From the system name

(used for web retrieval), system description, and

optional additional inputs, we build a block-

specific prompt. The prompt is sent to an LLM,

and the response is parsed into a JSON file con-

taining the generated items. For all LLM tasks

in this work, we use GPT-4o-mini through the

OpenAI API as a trade-off between performance

and cost. The quality of generated failure modes

primarily depends on prompt design, including

block-specific rules and few-shot examples that

clarify expectations for FMEA entries. We also

apply a taxonomy to map raw LLM outputs to

standardized final outputs. In addition, we pro-

vide a chat-based AI assistant to edit intermedi-

ate outputs through predefined actions (”add ele-

ment”, ”remove element”, ”add description”, ”edit

element description”, ”edit element name”, ”edit

references”); users can also perform these edits

manually.

3.5. Report edition

All blocks contribute to crafting the FMEA table,

except the last one which consists of piecing to-

gether all data to write the final FMEA report.

For this step, several additional pieces of informa-

tion must be provided by the user. Those include

mainly assumptions for the FMEA, such as how

does the user define failure or severity levels, etc.

4. FMEA evaluation

A key challenge in evaluating FMEAs is that

comparing an FMEA against a ”gold FMEA” is
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Fig. 2. Flowchart of the block-level generation process.

neither viable nor scalable, for at least two rea-

sons: (1) producing ”gold FMEA” data is costly,

and there are too few high-quality public ”gold

FMEAs”; and (2) there is no single perfect FMEA

for a given system, a limitation shared with text-

generation evaluation in general.

4.1. Compliance evaluation

An FMEA is a risk-assessment deliverable gov-

erned by specific standards. Beyond semantic rel-

evance, an FMEA should follow the structure pre-

scribed by a standard. Therefore, we first assess

FMEA quality through compliance with the se-

lected FMEA standard. For LLM-based frame-

works, where generated outputs can appear con-

vincing while remaining too vague or insuffi-

ciently specific to be actionable, compliance eval-

uation helps ensure structure correctness, thus pre-

venting fuzzy or missing assumptions from under-

mining high-quality FMEA generation.

The MIL-STD-1629A standard is a military

FMEA standard which provides a set of elements

that an FMEA report should contain. We imple-

ment compliance evaluation as a set of 34 auto-

mated checks ensuring that the elements required

by MIL-STD-1629A are covered and organized as

stated by the standard. The 34 checks are grouped

into six main sections:

(1) Report structure (presence and relative order

of required FMEA report sections),

(2) System description (e.g., presence of system

diagrams),

(3) Standard and method (reference to the stan-

dard and risk calculation method used),

(4) Scope, ground rules and assumptions
(scope of the analysis),

(5) Essential elements of the FMEA (presence

of FMEA table and essential columns),

(6) Summary (major problems, recommenced

actions, and omitted items).
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First, to verify the report structure, we use a reg-

ular expression to collect Markdown headings and

their associated body text into a list of sections.

Then, for each expected section in the FMEA stan-

dard, we identify the most similar section in the

evaluated report and match them. As title phrasing

can vary across reports, we use an LLM instead of

regular expressions for matching sections.

Then, we run the other compliance checks.

(See an example compliance check prompt in Fig-

ure 3.) Each check consists of an instruction, the

criterion to check, some context extracted from

the report, and the expected output format. A

check score in [0, 1] can then be automatically

parsed from the prescribed structured format.

We aggregate the individual check scores to ob-

tain a global compliance score. We define compli-

ance score to be the average of all passed checks

(see Eq. (1)).

Compliance(r, c) =

#c∑

i=1

check(r, ci) (1)

Where r is an FMEA report and c a finite set of

checks to be applied to r. check(r, ci) returns 1 if

the LLM outputs a score s greater than a threshold

of 0.6 (arbitrary choice), and 0 if it is less than the

threshold.

We compare two approaches for checking com-

pliance: (1) multi-prompt approach, which con-

sists of running one prompt per check, and (2)

single-prompt approach, which consists of run-

ning one large prompt for all checks at once.

4.2. Content evaluation

Beyond FMEA compliance, evaluating FMEA

content is crucial for assessing how relevant the

generated risk analysis is. Furthermore, an au-

tomated method for evaluating FMEA content

would enable rapid iterations to further improve

FMEA-generation models.

In this work, most effort have been put into the

generation and compliance evaluation parts. For a

matter of conciseness, we decide to restrain con-

tent evaluation to qualitative human observations

in Sect. 5, discussing future perspectives as well

as empirical improvements implicitly made in this

work.

5. Results and discussion

5.1. Case study

We evaluated four different FMEAs: (1) one writ-

ten by a human annotator, (2) a naive GPT-4.1

baseline, (3) one fully-AI-generated using our

framework, and (4) one AI/human-generated us-

ing our framework.

The GPT-4.1 baseline represents an attempt

at generating an FMEA using ChatGPT naively,

while the human-written FMEA serves as a model

of how to follow the MIL-STD-1629A standard.

5.2. Compliance evaluation results

For compliance evaluation, we provide the ob-

tained results in Table 1.

Table 1. Compliance results

FMEA Compliance Compliance
Multi-prompt Single-prompt

Human 80.6 ± 5.8 % 96.7 ± 1.0 %
Full AI 78.2 ± 1.4 % 84.3 ± 6.3 %
AI & Human 79.4 ± 0.0 % 78.3 ± 4.1 %
GPT 4.1 raw 48.1 ± 1.4 % 41.7 ± 2.9 %

Since LLMs can introduce randomness with

output tokens sampling, we provide compliance

score results across 15 runs for each FMEA. We

report ”mean ± standard deviation”.

The human baseline obtained the higher com-

pliance scores. A likely explanation is that it

contains compliance-oriented content the checker

rewards, such as assumptions, severity classes,

and occurrence levels, whereas those checks often

fail for the AI-generated FMEAs, meaning that

such specifications could be better defined in AI-

generated reports.

The GPT-4.1 baseline exhibited the lower com-

pliance scores by a significant margin. In fact,

such FMEA reports generated from an AI assis-

tant like ChatGPT, without careful guidance, miss

essential methodological elements such as clear

definitions and scope for the conducted analysis.

This leads to many compliance checks failing.

Even though the ”Full AI” and ”AI & Human”

reports share the same structure and only differ
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Fig. 3. Example of compliance check prompt.

in terms of FMEA table contents and the analy-

sis of the failure modes, their compliance scores

exhibit differences, particularly for the single-

prompt strategy. A reason could be that the FMEA

content itself influences the compliance scores,

although they should rely primarily on the re-

port structure and the presence of methodolog-

ical elements. Besides, the observed variability

of compliance scores, especially for the single-

prompt strategy, suggests the compliance evalu-

ator should be tightened to ensure robust assess-

ment of FMEA quality.

Although it is still challenging to draw defi-

nite conclusions, we note that our current genera-

tion framework enables fully- and semi-automated

FMEAs to comply almost on-par with human-

written FMEAs, while a naive FMEA generation

using ChatGPT does not successfully comply and

may lack the structure and key assumptions of a

well-done FMEA.

5.3. Human observations on content

We report multiple key human observations on

the FMEAs contents. Some of those observa-

tions have already been leveraged to improve

the FMEA generation process, while the others

will serve as key knowledge to iterate on future

versions of the FMEA generation and evaluation

frameworks.

First, using LLMs naively and without clearly

specifying what we expect from an FMEA can-

not lead to a satisfactory output. We indeed ob-
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served several instances of erratic behavior, in-

cluding: outputs being too vague and not system-

specific or component-specific; outputs being too

component-specific and not relevant to the system

as a whole (e.g., failure modes concerning servo

motor electronic circuit or gears, instead of failure

modes of the servo motor as a component of the

system); (near-)duplicate outputs; generation of

many entries thus overflowing the FMEA.

This makes the case for stressing: the need for

specific outputs; the targeted indenture levels at

each FMEA step; the use of a taxonomy to stan-

dardize text and handle duplicates; the need for

conciseness. Moreover, LLMs tend to mix failure

modes, causes, and effects, and specific prompt

engineering needs to be done to ensure that failure

modes do not include causality phrases.

We also noted differences in the way the FMEA

contents are considered between the human-

generated FMEA and the ones from the frame-

work. Indeed, the human one relied more on phys-

ical phenomena to describe failure modes (e.g.,

”overheating”, ”motor demagnetization”), while

our framework is more prone to generating failure

modes driven by functional requirements (e.g.,

”Failure to stop joint movement on command”).

An advantage of LLM-generated FMEA over

traditional approaches is that each generated en-

try can come with citations from reference doc-

uments that can then be documented in specific

appendices, allowing for easier traceability and

auditability. However, extracting relevant citations

from reference documents is still challenging.

6. Conclusion

This work is part of an ongoing research on au-

tomating FMEA generation using LLMs. We pro-

posed a first FMEA generation framework, along

with a compliance evaluator, and provided key

findings on LLM caveats for generating FMEAs.

Next steps for this research include (1) enhanc-

ing explainability of the generation process, by

extracting relevant citations from references and

providing LLM explicit reasoning to support the

generated FMEAs, and (2) designing, implement-

ing, and validating a robust and systematic FMEA

content evaluator.
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