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Critical Infrastructures (Cls) are increasingly exposed to intentional attacks that can disrupt essential services and
propagate across interdependent systems. Traditional approaches to security management often rely on static game-
theoretical models or optimization schemes, which have limitations in capturing the dynamic and adaptive nature
of adversarial interactions and the complexity of system-of-systems interdependences. This work introduces a novel
framework for the security management of interdependent multi-state CIs using Deep Reinforcement Learning
(DRL). By leveraging Adversarial Reinforcement Learning (ARL), where attacker and defender are modeled as
competing agents with asymmetric knowledge and budgets, the security management policy is tested against
intelligent adversaries, improving its robustness and operability. The proposed approach addresses two central
challenges: i) the combinatorial explosion of possible attack scenarios, and i7) the need for effective decision-making
in high-dimensional, uncertain environments. Through continuous interaction and learning, DRL provides adaptive
defense strategies that go beyond static optimization, dynamically allocating resources to mitigate risks and reduce
cascading effects across Cls. The framework is demonstrated through a case study involving interdependent power
and water networks. Results illustrate how the proposed DRL-based framework can support operators in designing
robust, adaptive, and resource-aware security management policies.
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1. Introduction

Critical Infrastructures (Cls), such as power
grids, transportation systems, and water supply
systems, are essential to the normal functioning of
modern society [1]. With the acceleration of
urbanization, these systems have become
increasingly complex and interdependent, making
them more vulnerable to cascading failures.

Recent incidents, including the 2021 Texas
power grid collapse [2] and the 2025 Spain-
Portugal power outage [3], which disrupted
transport, communications and other essential
services, have exposed the limitations of
traditional single-point protection strategies,
showing that safeguarding individual components
while neglecting interdependencies is insufficient
to prevent cascading failures in highly
interconnected Cls [4]. Meanwhile, intentional

cyber and physical attacks on CIs are becoming
increasingly strategic and coordinated. Attackers
exploit  the interdependencies  between
infrastructures to amplify disruptions, while
defenders must allocate limited resources to
maintain overall stability [5]. Traditional game-
theoretical and optimization-based defense
models have been widely applied to analyze such
adversarial interactions, modeling attackers and
defenders as rational agents seeking equilibrium
strategies [6]. Typical approaches, such as binary
attack—defense and resource allocation games [7,
8], help identify critical nodes and determine
optimal protection strategies using resource-
based payoff formulations like contest success

functions. Although these models provide
valuable analytical insights, they generally
assume static environments and complete
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information, which limit their ability to capture
the dynamic, uncertain, and adaptive nature of
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L. Attacker phase: the attacker selects a
target node and allocates attack effort.
ii.  Defender phase: the defender allocates

real-world attack—defense processes.

Consequently, integrating game theory with
artificial intelligence, especially  Deep
Reinforcement Learning (DRL), offers a
promising pathway for developing adaptive, data-
driven defense strategies against intelligent and
evolving threats.

In recent years, DRL has shown great potential
for solving complex decision-making problems
under uncertainty and has achieved notable
success in applications such as autonomous
driving [9], Internet of Things (IoT) systems [10],
smart manufacturing [11], and the operation and
maintenance of complex systems [12].

Then, this study proposes a game-theoretic
DRL framework for the security management of
interdependent multi-state CIs, combining game
theory and artificial intelligence to model
complex  attack—defense  dynamics.  The
framework employs Adversarial Reinforcement
Learning (ARL) [13], in which attackers and
defenders are modeled as intelligent agents
operating under asymmetric information and
resource constraints. To handle large-scale state
and action spaces while exploiting the graph-
structured representation of the ClIs, the
framework further integrates Graph Neural
Networks (GNNs) [14].

The framework addresses two challenges: (i)
the combinatorial explosion of potential attack
scenarios and (i) the need for efficient decision-
making in  high-dimensional,  uncertain
environments.

A case study on interdependent power and
water networks illustrates how the proposed
framework mitigates cascading failures and
enhances system resilience, showing that the
DRL-based approach enables defenders to design
robust, adaptive, and resource-aware security
policies for modern Cls.

2. Problem formulation

The security management of interdependent
CIs is modeled as a two-agent adversarial
stochastic game, in which an attacker and a
defender repeatedly interact with a System of
Systems (SoS) environment composed of
interconnected CIs. At each time step t the
interaction unfolds in two phases:

defensive or recovery resources to a
selected node.
The game is asymmetrical in both information
and action scope: the attacker can act only on a
single target infrastructure, while the defender
observes and protects the entire SoS.

2.1 State representation

The environment state summarizes the
operational conditions of the interdependent Cls
and captures the potential for cascading effects
arising from their interconnections. While the
defender has system-wide visibility of the SoS,
the information available about component
conditions may be imperfect due to sensing
limitations, delays, or noise. As a result, the
security management problem is naturally
formulated as a partially observable Markov
decision process (POMDP), where decisions are
made based on incomplete or uncertain
observations of the underlying system state.

2.2 Attacker and defender actions

At each decision step, the attacker selects a
single component to target and allocates an attack
effort, subject to a limited resource budget. The
defender similarly selects a component and
allocates protective or recovery resources, with
the objective of reducing attack impact and
limiting cascading effects across the SoS. The
resulting action spaces are discrete and resource-
constrained, reflecting the strategic trade-off
faced by both agents.

2.3 Reward function

The attacker and defender pursue opposing
objectives defined at the SoS level. The defender
aims to preserve functionality and resilience by
limiting service disruption and cascading failures,
while accounting for resource constraints.
Conversely, the attacker seeks to degrade SoS
performance by exploiting interdependencies to
amplify disruption. These opposing objectives
induce an adversarial interaction that can be
represented within a zero-sum or general-sum
game framework, depending on the specific
reward formulation adopted.

3601



3602

2.4 Learning objective

The defender’s objective is to learn a policy
that maximizes expected cumulative rewards
when interacting with an adaptive adversary.
Adversarial training exposes the defender to a
diverse set of attack behaviors, promoting
robustness against strategic and evolving threats.
The attacker, in turn, adapts its strategy in
response to the defender’s actions, resulting in a
dynamic learning process that approximates

worst-case or  highly challenging attack
conditions.
3. Methodology

Building on the problem formulation

introduced in Section 2, this section details the
modeling assumptions and learning framework
used to implement the proposed adversarial
security management approach. The
methodology specifies how interdependent CIs
are represented, how attack and defense actions
drive stochastic system evolution, and how
policies are learned through DRL.

3.1. SoS representation

CIs are modeled within a SoS structure, where
multiple  infrastructures  operate in  an
interdependent manner and local degradations
may propagate across systems through structural
and functional couplings.

Each CI is represented as a direct graph G' =
(Ni,E(i'i)), where N denotes the set of nodes
corresponding to components or subsystems of
the i-th CI, and E®D captures their internal
connections. Each z-th node ni € N! is
characterized by a discrete multi-state variable

i . . .
X"z, taking values in an ordered set of operational

—ni nh ni nk
states X"z € {x;%,x,%,..,x,° _, where K ;
(%) s

denotes the total number of admissible states of

node nk. The state (x?é) corresponds to full

4

operability, while (x;;é l)) represents complete
n

failure.

The collection of node states ¥z vnl € N'
defines the operational state of the i-th CI,
denoted by X, ,i, where [ indexes the Cl-level state.
Under the normal operational conditions,
corresponding to the full operational state X},
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(i.e., x?; vnl € NY), the demand served by the
infrastructure is denoted by D(X {) For a generic
degraded state X}, the inoperability of the CI is
quantified as: _
D(X)

DD @

o(x))=1

where D (X, f) is the demand satisfied in state X| l‘
This metric ranges from 0 (full operability), to 1
(complete inoperability) and provides a
normalized measure of Cl-level performance
degradation [4].

At the SoS level, overall performance is
defined by aggregating the inoperability of the
individual CIs. Let M denote the set of CIs
composing the SoS. The SoS inoperability in a
given state is expressed as

Ogos =F ({O(Xli)}ieM) @

where F () is an aggregation operator reflecting
the desired notion of systemic performance, such
as average inoperability or worst-case criterion
emphasizing the most CI.

3.2. Sequential attacker-defender dynamics

The security management problem is
formulated as a sequential attacker-defender
interaction evolving over a finite discrete-time
horizont = 0,1, ...,T.

At the beginning of each episode, the SoS
structure is fixed, including CI network
topologies, interdependencies, node state spaces,
and the SoS performance aggregation operator.
The environment is initialized to a given global
operational state, typically corresponding to
nominal operating conditions.

At each time step t, the environment evolves
through two ordered decision stages. First, the
attacker acts, producing an intermediate SoS state
denoted by tPo*4. Second, the defender acts,
leading to a final state tP°5t? which becomes the
initial state for the subsequent time step. This
ordered structure enforces sequentiality and
allows the cumulative effects of attack and
defense decisions to unfold over time.

Both agents operate under finite resource
budgets R, and R,. At each stage, the attacker
selects a node to target and allocate an effort
e, (t) € [0,1], while the defender selects a node to
protect or repair and allocates an effort e, (t) €
[0,1]. Effort represents the fraction of the agent’s
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available resources deployed at that stage,
constraining each agent to localized interventions
while permitting system-wide consequences
through cascading effects.

The interaction between attack and defense
resources is mapped into a node-level probability
of failure. For a node n}, let 8L(t) and y.(t)
denote the normalized attacker and defender
allocations, respectively. The probability that
node n!, experiences a failure event during the
attacker stage is defined as

R, x 6L(t)
Ry X 0L(t) + Ry X vi(t)

P () = 3)

Under the single-node action formulation,
0 (t) = e4(t) for the targeted node and zero
otherwise, with an analogous definition for y (t).

To capture cumulative degradation and
recovery while preserving the discrete multi-state
representation introduced in Section 3.1, each
node nl is associated with a continuous health
variable hn;-c (t) € [0,1]. This variable governs

stochastic ~ transitions  between  discrete
operational states: higher values correspond to a
greater likelihood of remaining in healthy
operational states, while lower values increase the
probability of transitioning toward degraded or
failed states. During the attacker stage, the health
of the targeted node is reduced as a function of the
applied effort, whereas during the defender stage
the health of the selected node is increased,
subject to saturation bounds. Nodes not selected
at a given stage retain their previous health values.

Failure and repair are modeled as stochastic
events conditioned on node health and the
probability P (t). Realized failures and

recoveries determine the set of failed nodes,
which in turn triggers cascading effects within
and across interdependent Cls. Given the
resulting SoS state, CI inoperability and SoS
inoperability are evaluated using Egs. (1)-(2).

The resulting attacker-defender interaction
defines a stochastic, high-dimensional sequential
decision problem. Due to cascading dynamics,
recovery processes, and adversarial objectives,
analytical solution methods are intractable. The
framework therefore adopts DRL, with policies
learned through repeated interactions with the
SoS environment.

3.3 Reinforcement learning formulation

Proximal Policy Optimization (PPO) is adopted
as the RL algorithm [15], motivated by its balance
between sample efficiency, implementation
simplicity, and training stability, while
maintaining strong empirical performance across
a wide range of continuous and discrete control
problems.

At each decision step t, the attacker and
defender receive observations of the environment
state, denoted by s,(t) and sp(t), respectively.
These state representations reflect the asymmetric
information structure of the problem and are
defined as:

sa(®) = (VL L QL EGD, 0(XF), Ry) 4)
sp(t) = Ysos) HSosrASoerSOS'{O(Xli)}ieMl Osos, Rp) ®)

where Y represents the set of operational states
of the nodes in the i — th CI, H' represents noisy
estimates of node health obtained by perturbing
the true health values with noise ~NV'(0,0.15) and
clipping the resulting observations to the interval
[0,1], and Q captures empirical attack success
rates. The defender observes the full SoS state,
including node operational states Ys,g5, health
variables Hg,s, accumulated protection resources
Ag,s, and the SoS topology Eg,s.

Furthermore, at each decision step t, both
agents select an action consisting of a target node
and an associated resources allocation. The
attacker and defender actions are defined as:

as () = (nj, 6, ()) )

ap(t) = (M, vk (1)) ™
where 6L(t) and yi(t) denote the fraction of
available resources allocated by the attacker and

defender, respectively. Actions are constrained by
finite episode-level resource budgets, enforcing

realistic strategic trade-offs between early
aggressive  interventions and  long-term
sustainability.

Agent rewards are defined in terms of
incremental changes in SoS inoperability,
providing dense and causally grounded learning
signals at each decision step. The attacker reward
at time t, 74 (t), is defined as

74(t) = [O505(EP*) = Oso5(t — 1] = Ane4(t)

- Pbudget - Pidle

®)

while the defender reward, 15, (t), is given by

7p(t) = [O505 (£P*5P) — Ogo5 (tP74)] — Apep ()
- Pbudget - Pidle

©
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The coefficients 14 and A, penalize excessive
resource usage, whereas PP¥49¢t discourages
premature budget depletion, promoting resource
allocation over the full decision horizon, and Pi¢!€
discourages prolonged inactivity. This reward
structure preserves the adversarial nature of the
interaction—encouraging  the  attacker to
maximize systemic degradation and the defender
to minimize it—while providing shaped feedback
that improves learning stability in large-scale
interdependent environments with stochastic
cascading dynamics.

3.4  Policy
approximation

Both attacker and defender policies are
parameterized using neural architectures that
exploit the relational structure of the underlying
SoS network. Since the environment state is
naturally represented as a graph, with nodes
corresponding to CI components and edges
encoding functional interdependencies, GNNs are
adopted as feature extractors. In particular, the
GraphSAGE  (SAmple and  aggreGatE)
architecture [16] is used to compute node-level
and graph-level embeddings from the raw state
representations. GraphSAGE supports inductive
learning through neighborhood aggregation and
remains scalable to large and dynamically
changing graphs, makin it suitable for
interdependent CI environments.

The learned embeddings are passed to task-
specific MultiLayer Perceptrons (MLPs) that
parameterize the actor and critic networks within
the PPO framework. This GNN-MLP
architecture, improves sample efficiency by
exploiting structural priors in the SoS
representation and supports stable learning in
high-dimensional adversarial settings. The
GraphSAGE feature extractor consists of three
message-passing layers with hidden dimension
dp =256 and output embedding dimension
doue = 128. Mean pooling is used as the
aggregation function, with a dropout rate P; =
0.1 applied during training. Node embeddings are
then provided to separate actor and critic MLPs,
each composed of two hidden layers with 64
units.

architecture  and  function
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4. Case study

The SoS considered in this study consists of a
power network (PN) and a water network (WN)
that are mutually dependent. The PN requires
water resources for cooling processes, while the
WN depends on electrical power for pumping and
treatment  operations.  This  bidirectional
dependency structure enables the propagation of
disruptions between Cls over time.

The PN is modeled using the [IEEE57-bus test
system [17], while the WN topology is derived
from the IEEE39-bus system [18]. In both CIs,
nodes are classified as supplier or demand nodes
according to their functional role in commodity
delivery. The node sets are therefore defined as
NPN = NPV y NEN and NWN = NN u NJV,

Supplier nodes in both CIs are modeled using
four states: fully operational, disconnected due to
loss of connectivity, overloaded when capacity
limits are exceeded, and completely inoperable.
Demand nodes are characterized by three states:
fully operational, disconnected due to loss of
supply and inoperable. These states follow the
multi-state representation introduced in the
methodology and are used to evaluate Cl-level
and SoS-level performance during sequential
interaction.

Under nominal operating conditions, PN
comprises seven supplier nodes delivering
electricity to fifty demand nodes, with a total
supplied demand D(XFN) =428.8 MW. The
WN includes ten supplier nodes providing a

nominal flow of D(X{"”V)=5141.03mT3 to

twenty-nine demand nodes. The topologies of
GPN and GV are shown in Figures 1, while their
physical interconnections are described in [5].

Interdependencies between the two CI are
modeled through redundant functional links. Each
supplier node in the WN depends on electrical
power provided by two nodes in the PN, while
each supplier node in the PN relies on water
resources redundantly supplied by two demand
nodes in the WN. This redundancy implies that a
dependent node remains fully operational if at
least one of its supplying nodes is in a fully
functional state. Cascading failures across
infrastructures are therefore evidenced only when
all supplying nodes associated with a dependency
link lose operability, making the SoS response
sensitive to the sequence and localization of
disruptions.
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For the sequential attacker-defender
interaction, one of the two Cls is designated as the
target CI. At each discrete time step, the attacker
and defender act sequentially on the target CI by
selecting a single node and allocating a
normalized effort ey, ep € [0,1], subject to
resource  budgets R, =10 andR,; =10,
respectively. The interactions unfolds over a finite
horizon T = 25. Attack and defense efforts
jointly determine node failure and recovery
probabilities, while cascading effects propagate
through the PN-WN interdependencies described
above. SoS performance is evaluated using an
average aggregation operator F(-). The DRL
agents are trained with PPO wusing the
hyperparameters reported in Table 1. These
values were selected through preliminary
experiments to ensure stable learning in the
stochastic adversarial setting while keeping the
computational cost tractable. The same setting
was used for both PN and WN scenarios to ensure
consistency of the comparison.
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Table 1. Parameters setting.

Parameter Value
Learning rate 5x10°°
Batch size 64
PPO epochs 10
Entropy coefficient 0.3 — 0.05
Parallel agents 32
Total training episodes 42000000
P budget -5
Piaie -3
Aa Ap 0.5

The model is implemented in Python using
StableBaselines3, PyTorch and PyTorch
Geometric and the computation are carried out on
the CINECA Leonardo supercomputer [19].
Performance is evaluated over 1000 testing
episodes initialized with different random seeds.

5. Results

The framework is evaluated under two
scenarios, corresponding to attacks targeting the
PN and the WN. Figure 3 reports the episodic
reward evolution for the PN-targeting scenario.
The defender exhibits steady learning progress,
while  the attacker’s rewards  remain
comparatively stable, indicating that defensive
strategies increasingly ~ mitigate attack
effectiveness. The high variance observed in both
reward trajectories reflects stochastic cascading
effects and continued adversarial adaptation.
Overall, the defender achieves higher final
rewards, suggesting a relative advantage in
protecting the PN.

300 — Mtacker
— Cafander

Towl Rewned

o 1000 2000 000 4000 5000 6000 7000 8000
Epode

Figure 3. Training curve in the PN scenario

Figure 4 shows the reward evolution when the
WN is targeted. In this case, both agents attain
larger reward magnitudes, with the attacker
exhibiting stronger relative performance. This
behavior indicates that defending the WN is more
challenging in the considered case study, not
because of its smaller size alone, but because of
the way service is concentrated in the WN and
because of its dependence on the PN-WN
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interdependency structure. Consequently,
disruptions affecting a limited number of critical
WN nodes can lead to larger service degradation
and fewer opportunities for defensive mitigation.

— Atavke
— Defender

a 1008 3000 2000 4000 w000 8000 7000 ABOO
Epsade

Figure 4. Training curve in the WN scenario

The learned policies are compared with random
and expert baselines. These baselines are
implemented as simple heuristics with fixed effort
allocation: the expert attacker selects the most
vulnerable operational node, whereas the expert
defender prioritizes the node most frequently
targeted by previous attacks. Figure 5 presents
final SoS inoperability distributions for PN
matchups. Random defense produces the worst
results with wide distributions and catastrophic
outliers, demonstrating severe vulnerability. In
contrast, expert and learned defenders achieve
very low median inoperability with minimal
variance, confirming learned defender effectively
mitigates  attacks regardless of attacker
sophistication and performs comparably to expert
strategy.
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Figure 5. SoS inoperability of different attacker-defender
matchups in the PN scenario

Figure 6 reveals more heterogeneous results for
WN. The Expert Attacker vs. Learned Defender
matchup produces notably higher inoperability
than any PN case, confirming expert heuristics
better exploit WN vulnerabilities. Random
Attacker vs. Expert Defender shows similar
median to PN scenarios but with extreme outliers,
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indicating higher outcome variance in particular
cases. Notably, both expert and learned defenders
achieve higher median inoperability against the
learned attacker compared to PN equivalents,
suggesting the attacker has learned to better
exploit WN structure. Three critical findings
emerge: i) learned defenders substantially
outperform random strategies across both
infrastructures, reducing median inoperability by
80-90% and performing similarly to ad-hoc
defenses; ii) Despite smaller size, WN exhibits
higher vulnerability and greater sensitivity to
attack selection, caused by its topology; iii)
Learned equilibria differ between infrastructures:
tight, low-inoperability for PN versus moderate
for WN, reflecting fundamental topological
differences in defensive opportunities.
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Figure 6. SoS inoperability of different attacker-defender
matchups in the WN scenario

6. Conclusions

This work introduced a DRL-based framework
for the security management of interdependent
Cls, modeling the attack—defense problem as a
sequential adversarial game embedded in a
multi-state SoS environment. By combining PPO
with GNN-based state representation, the
framework learns adaptive strategies that account
for infrastructure topology, resource constraints,
and cascading effects, eclements that static
game-theoretic or optimization approaches
cannot fully capture.

Results on the interdependent PN-WN SoS
highlight three main findings. First, learned
defender policies consistently outperform random
baselines and reach performance comparable to
expert-designed heuristics, reducing median SoS
inoperability by wup to 80-90% across
infrastructures. Second, the comparative analysis
of PN versus WN scenarios reveals structural
asymmetries: the PN enables tighter control and
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lower residual inoperability, while the WN
exhibits higher vulnerability and larger variance
due to its smaller size and topology, confirming
the attacker’s higher leverage on that network.
Third, the attacker and defender reach distinct
equilibria  in  the two  infrastructures,
demonstrating that the framework captures
system-specific strategic behaviors rather than
converging to generic patterns.
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