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With the increasing complexity of modern aviation systems, high non-linearity and dynamic interactions
introduce uncertainties that are difficult to enumerate using conventional expert-driven approaches,
limiting their ability to capture emergent systemic risks. To address this challenge, this study proposes
a data-driven framework that unifies Large Language Models (LLMs), graph learning, and system-
theoretic perspectives to enable end-to-end risk identification from unstructured evidence. DeepSeek-R1-
671B(Liu et al., 2024) are employed to extract structured event sequences from 22,800 aviation accident
reports in the NTSB database, which are aggregated into a multi-layer knowledge graph representing
fault evolution. A Graph Convolutional Network (GCN) is then applied to learn topological dependencies
and identify high-risk propagation paths. By bridging semantic extraction and structural inference, the
proposed framework enables traceable discovery of latent interaction patterns and provides a scalable,
data-driven complement to traditional safety analysis methods for systemic risk identification.
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1. Introduction sive unstructured data, such as maintenance
logs and near-miss records, provides a rich
repository of real-world operational knowl-
edge. These data often contain latent patterns
that exceed the scope of predefined failure
models. Recent breakthroughs in Large Lan-

With the digital transformation of modern
aviation—from NextGen air traffic manage-
ment to automated cockpits—safety-critical
ecosystems have evolved into deeply inte-
grated sociotechnical systems (Leveson, 2011).

Characterized by tight coupling and non-  SU38¢ Models (LLMs) offer new opportunities

to extract high-value information from this
fragmented data (Zhao et al., 2023). By lever-
aging data-driven techniques to mine these
logs, it is possible to compensate for the
blind spots of expert knowledge and provide

linearity, safety risks in these systems increas-
ingly stem from dysfunctional interactions
across system boundaries—such as between
crews and automation—rather than isolated

component failures (Johnson et al., 2021).
empirical evidence for discovering unknown

emergent risks.

Despite abundant data, current aviation
risk identification paradigms face two criti-
cal hurdles. First, the “combinatorial explo-

Identifying these implicit risks within intricate
interaction networks has become a critical
challenge that traditional expert-based anal-
ysis struggles to address (Scott, 2019; Mo-
haghegh, 2012).

Simultaneously, the accumulation of mas- sion” of risk interactions limits traditional
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models; static methods like FTA and FMEA
rely on expert priors, creating “cognitive
blind spots” regarding unknown, non-linear
coupling(Ericson, 2015). Second, a ”semantic
gap” in unstructured data hampers extrac-
tion; noisy O&M logs exceed the capabilities of
rule-based or shallow NLP methods, making it
difficult to accurately reconstruct risk factors
and temporal logic (Bertero et al., 2017).

To address these challenges, this paper
proposes a data-driven framework bridg-
ing the process of "unstructured evidence
acquisition—structural modeling—risk path
mining.” The framework leverages LLMs to
extract event sequences from logs, aggregating
them into a knowledge graph to characterize
temporal and causal dependencies. Based on
this, a GNN is trained to learn risk propa-
gation patterns and mine high-risk paths as
objective evidence. By synergizing semantic
extraction with probabilistic discovery, this
approach provides a scalable, traceable evi-
dence chain for identifying latent hazards in
complex aviation systems.

2. Related Work

This section provides an in-depth survey of
natural language processing for log parsing
and graph neural networks for risk modeling,
identifying critical limitations that motivate
our integrative framework.

2.1. LLM-Based Log Analysis & Event
Extraction

Recent advances in large language models
(LLMs), particularly transformer-based archi-
tectures like LogGPT (Qi et al., 2023) and
LogBERT (Guo et al., 2021) have revolution-
ized log parsing and anomaly detection by
treating logs as temporal sequences. Recent
methods further utilize in-context learning
(Xue and Salim, 2023) and event-level extrac-
tion (Stein Dani et al., 2024) for zero-shot un-
derstanding. However, these models typically
treat logs as flat, linear sequences, ignoring
the structural dependencies and architectural
topology of the underlying system. This lack

of awareness regarding hierarchical design and
distributed control semantics makes them in-
sufficient for reasoning about systemic risks or
cascading failures.

2.2. Graph Learning (GNN) for Fault
Diagnosis & Risk Assessment

GNNs have shown strong potential in mod-
eling complex dependencies via techniques
like GDN (Chen et al., 2021) for anomaly
detection and fault localization. CausalGNN
(Wang et al., 2022) further introduces causal
inference and continuous-time dynamics to
capture evolving fault chains. Despite their
predictive power, most GNN methods remain
"black-box” models that lack alignment with
interpretable safety logic, offering limited in-
sight into the mechanisms of risk propagation.
Furthermore, few explicitly address epistemic
uncertainty or out-of-distribution detection,
which are essential for safety-critical environ-
ments where reconfigurable architectures and
evolving failures are prevalent.

2.3. Summary and Research Gap

Existing research remains fragmented: NLP-
based methods resolve semantic ambiguity
but lack structural awareness, while graph
learning captures topological non-linearity but
often operates as an uninterpretable ”black
box.” This disjoint prevents a seamless tran-
sition from unstructured narratives to struc-
tured risk analysis, leaving a synergized LLM-
GNN framework yet to be realized for aviation
safety. By establishing a mathematical map-
ping from unstructured evidence to graph-
based representations, this study bridges the
semantic-topological gap. Integrating the lin-
guistic depth of LLMs with the structural
inference of GNNs constructs a unified frame-
work that is both data-driven in its scalability
and traceable in its evidentiary reasoning.
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3. Methodology

3.1. Preliminaries and Problem
Definition

This section formalizes the aviation risk iden-
tification task as a sequence of transfor-
mations across heterogeneous spaces. The
methodology maps unstructured textual data
into a structured topological space, then into
a continuous feature space, and finally into an
augmented evidence space for risk discovery.
The overall pipeline is summarized by the
following mapping:

0 2% Vi B s 6= (V.E), X = 6(V)

LN Y, Unc Avgment, G,

(1)

where /; denotes the raw report, fy is the

extraction operator, G is the consolidated evo-

lution graph, gy is the risk inference model,

and GT represents the augmented graph con-

taining identified risk paths and evidentiary
links.

Let the input collection of unstructured avi-
ation logs be £ = {¢;}X . Our objective is to
solve two interconnected sub-problems:

This framework follows a streamlined two-
stage pipeline for aviation risk identification,
as illustrated in Figure 1. Our objective is
to solve the following interconnected sub-
problems:

(1) Event Extraction and Entity Match:
Extract multi-layered event elements
(Vk, Ex) from raw logs via LLMs and

A Data-Driven Framework for Systemic Risk Identification.

perform global matching to unify them
into a consolidated fault-evolution graph
G = (V,E). This stage transforms dis-
crete, unstructured semantics into a uni-
fied topological space.

Graph Modeling and Risk Inference: Ap-
ply a GNN-based architecture to learn
structural dependencies
multi-label risk probabilities Y. By quan-
tifying epistemic uncertainty Unc, the

and estimate

framework triggers graph augmentation
to bridge informational gaps, outputting
an augmented graph G with prioritized
high-risk failure paths as a supplement to
FHA/PSSA processes.

3.2. Event Extraction and Entity
Match from Logs via LLMs

This study utilizes Large Language Models
(LLMs) as extraction operators to convert
unstructured logs f¢j into structured local
graphs (Vy, E)). Here, Vj, contains event nodes
classified into physical, information, and cog-
nitive layers, while E} represents temporal
or causal dependencies. To analyze emergent
risks across the dataset, local graphs are uni-
fied into a global fault-evolution graph G =
(V, E) using a global indexing map.

To enable quantitative analysis, each node
v € V is projected into a continuous em-
bedding space R? via a semantic mapping
¢(v). This step transforms qualitative fault
descriptions into feature tensors X, serving as
the foundational input for downstream graph
learning.
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3.3. Graph Modeling and Risk
Inference via GNN

To capture nonlinear interactions within the
system topology, a Graph Convolutional Net-
work (GCN) is employed. The GCN aggre-
gates neighborhood information to emulate
fault propagation behaviors(Kipf and Welling,
2016):

H“H>:0(D-%AD—%HWVV@) 2)

The final layer outputs a node-level risk prob-
ability matrix Y via a sigmoid function. The
model is trained using a multi-label binary
cross-entropy objective to identify high-risk
interaction patterns.

To address data sparsity and unseen failure
modes, we quantify epistemic uncertainty us-
ing Monte Carlo (MC) Dropout. By perform-
ing T stochastic forward passes, the predictive

2

mean p and variance o“ are used to define a

confidence indicator:

Conf =p® (1 - )\02) (3)

When confidence is low, the framework trig-
gers graph augmentation. By searching for
low-cost explanatory paths in a global knowl-
edge base using shortest-path algorithms, the
framework generates an augmented graph G7.
These paths bridge missing links in raw logs,
providing a traceable and prioritized evidence
chain for identifying latent systemic risks.

4. Results and Discussion

This section shows the results, and the acci-
dent named in-flight engine shutdown and fuel
leak during cruise are selected from Aviation
Safety Report System (ASRS) open database,
which is considered as a good validation tool
for framework effectiveness out of the training
data distribution.

4.1. Knowledge Graph Construction
and Learning

To transform unstructured narratives into a
computable format, this study uses DeepSeek-
R1-671B to generate structured JSON data

and organize events into a three-layer hi-
erarchy: L1 Physical (objective states), L2
Information (cockpit displays/warnings), and
L3 Cognitive (human decision-making). As
illustrated in Figure 2 using NTSB report
“20170902X54656”, this hierarchy reveals ac-
cident logic from environmental states to sub-
jective responses. Processing 22,800 NTSB re-
ports produced 306,020 nodes and 312,165
edges, which were merged into a global avi-
ation accident knowledge graph following the
method in Section 3.2. This unified graph
supports the discovery of cross-incident risk
patterns hidden in isolated narratives.

Table 1.
rics of the generated Knowledge Graph.

Statistical properties and topological met-

Metric description Value

Scale and Efficiency

Total Canonical Nodes (|V])
Total Merged Edges (|E|)
Compression Ratio

162,991
293,453
1.84%

Topological Features

Average Degree ((k))

Network Density (D)

Weakly Connected Components (WCC)
Average Path Length (APL)

3.6008
1.105 x 1072
2,934

6.52

Layer-wise Node Distribution
L3: Cognitive Nodes

L2: Information Nodes

L1: Physical Nodes

54,516
33,526
74,949

Table 1 summarizes the Knowledge Graph’s
statistical and topological properties. In terms
of Scale and Efficiency, the KG integrates
|[V| = 162,991 canonical nodes and |E| =
293,453 edges, achieving a 1.84x compression
ratio. The Topological Features reveal a sparse
network (density: 1.105 x 10~°) with an aver-
age degree of 3.6008 and 2,934 weakly con-
nected components. An Average Path Length
of 6.52 reflects its underlying connectivity.
The Layer-wise Distribution underscores a
multi-tiered architecture: the Physical Layer
(L1) is the most populous (74,949 nodes),
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20170902X54656

During & personal utry flight, the terated private pilot reported to sir
trafli comtrod that the sirplane would be descending bebiw e manme Layer clouds to iy along
me 1o the mdended destination. Hefore the pilot's descent, he
about the eloud base altitude, but the controlies did nod have that information, The plol stated
that he would descend o 1,500 fi. The controlber asked the palot if he wans goang to fallow the
sharedine, and the pilot replied. “yes, at 2,100 [1i].* Shorily afterwand, the comirller advised the
pilot 80 contact the pext sectar. Abow 13 minuies baier, the pilos stiempaed 1 contact the next
soctor, but that socior controfler was not able to understand the transmission. The controlier
instructed the pilot 10 contact spproach control in 12 miles. Mo further communications from
the pilot were reccived. The wreckage evidence indicated that the airplanc impacted rising
fErTain.

Witmesses in the area did ot see the secident aisplane bus heard o loud notse abous the time of
the sceident. The witneases repanicd 1 thick fog Layer near the secident site. The airframe and
engine examinations found mo mechanical snomalies that would have precluded pommial
wpeTation

The accident site was in an arca that had a low- 10 med-level pressure troughs, which induced an
onshore flow toward the mountsinous tesram slony the comtling. The peesivtent onshore flow
was favorable for the development of a manne layer and mountain obscuration. An AIRMET
that was valid for the time of the sceident indicated mosmtain obscuration and mnstrument flight

mules (IFR) comditions along the coastal water, the accidant sale was lews than 1-male northeast
of the coastline,

The chosest official weather abservation site 1o the sccident site, which was located 15 miles
nostheast of the aceidenl site, reposted an overcast ceiling at 2,600 abave ground level {agl). An
unofficial westher site that was 3 miles cast-nonbeast of the sccident site reporied o
temperature and dew point that were nearly equal and o relative humidity shove 83%. These
conditions increased the potential for instrument metearolagical conditions {IMC) in the area
In addition. the cloud ceilings nesr the sccident site were Hkely at 200 fi mean sea level
according to the upper air sounding data.

A review of archived ForcFlight data and DUATS and Leidos reconds revealed that the pilot
reveived several weatber brsfings i preparation for the Might. and that the bricfings sentified
marginal VFR ansd IMC conditions along the intended route of fight. Thus, the pilot had
sufficient weather forecast information 1o understsnd that [FR and meuntain obicusation

RisingTarrain
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Fig. 2. Extract entities and relationships from aviation accident reports.

followed by the Cognitive (L3: 54,516) and
Information (L2: 33,526) layers. This distri-
bution confirms the graph’s capacity to model
complex interactions between physical envi-
ronments, informational flows, and cognitive
processes.

This study constructs a manually-labeled
benchmark for uncertainty-aware aviation risk
analysis, where six categories are considered,
including six epistemic or aleatory uncertainty
labels. The dataset is split into training and
validation sets (9:1), and accuracy is com-
puted as the node-level prediction accuracy of
these labels.

As shown in the learning curves (Fig. 3), the
impact of structured data is decisive: while the
raw text baseline (DNN-Text) plateaued at
73-74% accuracy, graph-based models (DNN-
Graph and GNN-Graph) consistently achieved
75-77%. This ~2.5% performance gap vali-
dates that LLM-based extraction effectively
filters background noise to preserve the se-
mantic core. Furthermore, while the GNN-
Graph demonstrates accuracy comparable to
the high-quality feature-driven DNN-Graph,
its critical advantage lies in incorporating
graph topology. This enables the model to
retain interpretability via attention mecha-
nisms without sacrificing the predictive power

lost in the "black-box” feature aggregation of
traditional DNNs.

4.2. Nlustrative Example: In-flight
Engine Shutdown and Fuel Leak
During Cruise

The case study focuses on an ASRS case in
Figure 4, where a cruise-phase emergency
involving a No. 1 engine fuel leak, character-
ized by rapid instrument alerts followed by
an uncommanded engine shutdown within 60
seconds. Although the flight crew successfully
managed an emergency diversion and achieved
a safe landing at ZZZ airport, the standard
incident report primarily documents explicit
mechanical failures and procedural compli-
ance.

In this case study, an LLM was first uti-
lized to extract ten pivotal event nodes from
the raw accident report, forming the initial
core graph. To uncover latent risks, a match-
ing mechanism retrieved 20 candidate paths
from the expert knowledge base, which were
subsequently prioritized by the GNN model
based on the entire path structure. Due to the
inherent sparsity of the operational data, the
model yielded conservative confidence scores;
therefore, a threshold of 0.2 was established
for path filtering. This process successfully
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Performance Comparison on NTSB Dataset
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GNN-Graph

150 200 50 300

Training Epochs

ACN: 2051575

Prediction Accuracy during model training.

During cruise flight the Enginc | engine lights all started to flash, the Engine 1 fucl flow light stayed iluminsted. Went 1o the QRH referencing fuct flow checklist. Roughly
60 seconds into the cheeklist the Tefl engine sbut down. [We requested ATC assistance] with ZZZ Center: [and] requested [radas vectors] 1o 222 Arport. | followed the fuel
flow checklist following all sppropriate steps which byperlinked me to the one engine Inoperative Landing Chockliss. Planned landing weight was belaw MLW and the Non
Noemal Configumation Lasding Distance table was revicwed for landing data. Conducted the RNAV XL into 222, We completed some delay veclon 1o mn appropriate
checklists and to brief the Flight Attendants (FAs). Airport Rescue and Firefighting ( ARFF) cquipment was standing by on landing, once chear of the ranway parking brake
was set and | requiosted the ARFF unit verily we had no fire or smokic, they did advise flacl was leaking from the botiom of the nacelle. ARFF units followed us to the gate as a
precaution, We parked and shutdown and deplaned the passengers. The follawing nambers were noted during event. FF: ENG 1= 3.85 ENG 2= 2.4 FQ: Left Tank 4.9 Right
Tank 5.6 Contacted the Chisef Pilot, Maintenance Comtrol with full debricl. Debricfod with First Offsecr (F/O), then conducted a debricling with all FAs.

Al cruise fisel flow mexsage in yellow primary engine indicator stack popped up. Captain pelled ou QRH [and] was directed to fael leak checklist. Engine imstrument
indicatives made s decide to begin a divert lo Z22: as we were descending [and] in nem for Z2Z kit engine failed. Captain ran engine inop landing cheeklist [amd] we
landed without incident. On ground after exiting nanway emergency vehickes confirmed fisel leaking from left engine.
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expanded the incident graph to 22 nodes, with
newly identified entities highlighted in red in
Fig. 4.

Table 2 provides a granular breakdown
of the top eight augmented paths, including
their respective confidence scores, logic types,
and systemic contributions. These increments
range from single-node root cause identifica-
tion (e.g., specific hardware failure modes) to
multi-node procedural restorations. By strate-
gically classifying these paths into dimensions
such as cognitive logic, physical state transi-
tions, and latent hardware interactions, the
framework collectively enhances the diagnos-
tic resolution of the incident and provides
a traceable evidence chain that exceeds the

Graph augment on out-distribution aviation accident report.

scope of the original unstructured narrative.
The qualitative value of this augmentation
lies in uncovering latent factors omitted from
standard reports but critical for high-fidelity
assessment. For example, Path 5 introduces
“Decision Time Window Compression,” pro-
viding a human-factors explanation for op-
erational urgency often obscured in procedu-
ral logs. Path 4 identifies “Fuel Boost Pump
High Setting,” suggesting a systemic conflict
between standard operations and the high-
pressure leak. Together with tactile feedback
(Path 6) and the specific failure mode (Path
8: Fuel Line Disconnect), the framework ex-
tends the analysis from surface descriptions
to unobserved systemic risks. These insights
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Table 2. Knowledge Graph Augmentation: Incremental Nodes, Logic Types, and Supplemental

Explanations.

1D Key Incremental Nodes Rank Logic Type Supplemental Explanation

Path 1 Crew Risk Assessment 0.71 Causal Cognitive logic supplement: Fills the gap

backtracking of mental assessment between fault de-
tection and decision-making.

Path 2 Engine Thrust Reduc- 0.62 Causal Physical state supplement: Smooths the
tion backtracking thrust degradation process between en-

gine operation and shutdown.

Path 3 After-Landing Checklist, 0.44 Gap filling Procedure and risk supplement: Fully re-
Right Engine Shutdown, stores the safety sequence post-landing
Aircraft  Stops, Left and predicts potential structural damage
Wing Severe Damage risks.

Path 4 Fuel Boost Pump High 0.36 Causal Latent component supplement: Identifies
Setting, Fuel Flow Ab- backtracking hardware control nodes highly related to
normal fuel leaks not mentioned in the original

text.

Path 5 Decision Time Window 0.33 Causal Human factors supplement: Introduces
Compression backtracking psychological stress factors that lead to

crew operational urgency.

Path 6 Crew Perceives Abnor- 0.32 Causal Feedback loop supplement: Enriches in-
mal Handling, Crew Ex- backtracking formation acquisition dimensions (from
ecutes Checklist visual instruments to tactile handling

feel).

Path 7 Engine Surge 0.30 Causal Failure symptom supplement: Refines

backtracking physical signs before flameout, providing
evidence for human factor performance
analysis.

Path 8 Fuel Line Disconnect 0.21 Causal Root cause supplement: Specifies the

backtracking general “leak” as a concrete physical fail-

ure mode of the fuel line.

reveal misalignments between the crew’s men-
tal model and physical reality, supporting the
development of more resilient safety protocols.

5. Conclusion

This paper presents a novel data-driven frame-
work for systemic risk identification in avia-
tion, bridging the gap between unstructured
operational data and structural safety analy-
sis. By synergizing LLM-based semantic ex-
traction with GNN-based topological reason-
ing, the study achieves a multi-dimensional
deconstruction of complex failure evolution,

providing a scalable and objective supple-
ment to traditional expert-led FHA/PSSA
processes.

Case validation demonstrates that the tran-
sition from unstructured logs to a struc-
tured knowledge graph effectively uncovers
emergent risks and latent causal links—such
as cognitive pressure and implicit opera-
tional conflicts—that are frequently omitted
in standard reports. This approach enables
a paradigm shift from focusing on isolated
component failures to identifying complex,
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interaction-based risks through automated
path mining and uncertainty estimation.

Future research will focus on integrating
physical priors to improve model generaliza-
tion in low-data regimes, developing LLM-
based reasoning for safety constraint, and in-
corporating insights into MBSE workflows for
closed-loop safety governance. Ultimately, this
framework provides a transferable template
for other safety-critical industries to leverage
large-scale operational data for more effective,
intelligent safety solutions.
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