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The rapid expansion of green hydrogen production has intensified the need for reliable and resilient system
architectures capable of operating under highly uncertain conditions. Despite increasing attention to economic and
environmental aspects, the operational reliability of green hydrogen plants remains insufficiently addressed in the
literature, largely due to the scarcity of historical failure data. This work proposes a hybrid reliability assessment
framework that integrates qualitative knowledge from the literature with stochastic modeling techniques to evaluate
the operational reliability of solar-based green hydrogen production systems. The methodology combines Failure
Mode and Effects Analysis (FMEA) for systematic identification and classification of failure mechanisms, Fault
Tree Analysis (FTA) to model causal relationships leading to system unavailability, and Monte Carlo simulation to
propagate uncertainty throughout the system. In the absence of deterministic failure data, failure probabilities are
modeled using Weibull distributions, whose parameters are inferred from qualitative FMEA inputs and physical
analogies, while uncertainty is explicitly represented through stochastic sampling. The framework is applied to a
representative photovoltaic-powered PEM electrolyzer system, focusing on the top event defined as unplanned
shutdown or capacity reduction. The proposed approach demonstrates how dispersed qualitative information can be
transformed into quantitative reliability indicators, even under severe data scarcity. The framework provides
actionable insights for asset management, maintenance prioritization, and early-stage design decisions, supporting
the development of more robust and reliable green hydrogen production plants.
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1. Introduction

The increasing international pressure to
decarbonize productive sectors and to expand the
share of renewable sources in the global energy
matrix has intensified the search for safe,
efficient, and sustainable solutions for energy
storage and transportation (Chen et al. 2025). In
this context, green hydrogen (GH2) has emerged
as a promising alternative, both for hard-to-abate
industrial sectors and for the storage of surplus
energy generated from intermittent renewable
sources. (Marzouk 2024)

Despite the growing discussion regarding its
economic feasibility and environmental benefits,
the operational reliability of green hydrogen
production  systems
underexplored topic in the technical and academic
literature. Furthermore, the scarcity of historical

remains a relatively

failure data from green hydrogen plants
significantly limits the direct application of
classical quantitative reliability methods (Tuhi et
al. 2024)

On the other hand, a large body of qualitative
information on photovoltaic systems and
electrolyzers is dispersed throughout the technical
literature and remains underutilized(Santos et al.,
2024). This work addresses this gap by proposing
a hybrid methodology that integrates Failure
Mode and Effects Analysis (FMEA) for
knowledge structuring, Fault Tree Analysis
(FTA) for logical failure modeling, and Monte
Carlo Simulation (MCS) for stochastic
quantification. ~ The proposed framework
transforms qualitative literature-based
information into quantitative decision-support
metrics, providing a prioritized risk map to
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support asset management, mitigate operational
risks, and enhance the availability of future green
hydrogen production plants.

2. Methodology

This section presents the methodological
framework adopted to evaluate the reliability of
green hydrogen production systems. The proposed
approach integrates qualitative and quantitative
techniques in a sequential manner, allowing the
analysis of system behavior even under conditions
of limited operational data.

To conduct the reliability analysis, this work
focuses on a representative GH2 production
architecture coupled with a photovoltaic (PV)
power generation system. For the purpose of
generalizing the analysis and concentrating on the
most critical elements, the system was modeled
considering its essential subsystems only, as
illustrated in Figure 1

Figure 1: Critical elements system

2.1. FMEA structuring

After defining the components that constitute the
system under study, a comprehensive literature
review was conducted. This review aimed to
systematically map the most recurrent failure
modes reported for each system component.

In this FMEA, each failure mode was classified
according to its causes and effects, as well as its
impact on personnel safety, severity, and
occurrence. In addition, the Criticality Index (Cr
=S x O) was adopted as an auxiliary metric for
risk ranking, enabling the identification of failure
modes with higher mitigation priority under real

operating conditions. During the literature review,
no consistent or sufficiently detailed information
was found to support the inclusion of the
detectability ~ criterion typically used in
conventional FMEA formulations. Consequently,
the analysis was based on the Criticality Index,
which is widely adopted in scenarios
characterized by data scarcity and limited
operational feedback.

2.2. FTA structuring

The quantification of system reliability was
performed using the FTA methodology, with
logical structures derived directly from the failure
modes identified in the FMEA. The top event
analyzed in the fault tree was defined as
“Unexpected Shutdown or Reduction in
Hydrogen Production”, with emphasis on
operational reliability and asset availability.

Given the uncertainty inherent to the input
parameters—derived from literature sources
rather than precise field data—a traditional
analytical approach based solely on mean
occurrence values would be insufficient and
potentially misleading, as it would conceal the
variability associated with system risk. Therefore,
uncertainty propagation through the fault tree was
carried out using MCS.

In total, the FMEA identified 24 failure modes,
which were translated into 26 basic events and 13
intermediate events within the fault tree structure.

2.3. Fault tree quantification method

The central objective of this methodology is to
transition from a qualitative assessment to a
quantitative stochastic modeling approach. While
the FMEA provides the identification of failure
modes, their causes, effects, and severity levels,
the FTA enables the understanding of the logical
interactions among these events and the
propagation of their probabilities up to system
collapse (Maior et al. 2022; Macedo et al. 2023).

The methodological innovation proposed in this
work lies in replacing point estimates of failure
with probability distributions. By modeling each
basic event through a statistical distribution, the
analysis explicitly incorporates the theoretical and
physical assumptions embedded in its parameters.
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The justification for the universal adoption of the
Weibull distribution to model all failure modes is
based on its adaptability and physical consistency.
Widely recognized in the literature as a versatile
distribution, the Weibull distribution is capable of
representing the three phases of the bathtub
curve—infant mortality, useful life, and wear-
out—solely through the adjustment of the shape
parameter f. In this way, it mathematically unifies
distinct failure behaviors, reducing to an
exponential distribution when f = 1 (random
failures) and approaching a normal-like behavior
when 3 > 2 (wear-out mechanisms), without the
need to alternate between different statistical
families.

This property allows physical degradation
mechanisms observed in real systems, such as
corrosion or electronic component failure, to be
directly translated into the temporal domain of the
simulation.  Accordingly, the information
extracted from the FMEA—particularly
occurrence levels and failure types—is used to
estimate the physical and temporal parameters of
the distributions, enabling the calculation of
failure probabilities for each basic event.

The analysis horizon was defined as a five-year
mission time, a critical period that encompasses
the plant’s consolidation phase and reflects a
realistic scenario in which long-term historical
data are nonexistent or scarce. The quantification
process was structured into three sequential stages
and executed through a MCS, as detailed in the
following subsections.

2.3.1. Failure Physics Modeling (ff Parameter)

The first step of the quantification process
consists of defining the physical behavior of
failures over time. Based on the detailed FMEA
analysis, it was possible to classify the underlying
stress and degradation mechanisms associated
with each failure mode.

The Weibull shape parameter () is the
mathematical indicator that represents this failure
physics, determining whether the failure rate is
decreasing, constant, or increasing over time. In
this study, it was assumed that early-life failures
related to manufacturing defects or human errors
during installation—typical of the infant mortality
region (f < 1)—are effectively mitigated through
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rigorous quality control and commissioning
procedures. Therefore, the proposed model
focuses exclusively on the useful life and wear-
out phases of the bathtub curve.

To assign values to the p parameter in the absence
of destructive testing data, a physical analogy
approach was adopted. Each failure mode was
classified into three categories based on classical
reliability literature (Abernethy, 2006; O'Connor;
KLEYNER, 2012)

Recognizing that the exact failure physics of each
component may vary according to operating
conditions, § was not treated as a fixed point
estimate. Instead, it was modeled as a random
variable described by a Beta distribution, whose
parameters were elicited using a PERT-based
approach. Table 1 summarizes the adopted
parameters for each physical failure category
identified in the FMEA.

Table 1. Physical Failure Categories and Weibull
Shape Parameter () Definition

Physical Category  Failure PERT
Behavior Parameters for
B (Min —
Mode — Max)
Electronics / Constant 09-1.0-
External Events Failure Rate 1.1
(Random)
Physicochemical Increasing 20-3.0-
Degradation Failure Rate 3.5
Thermomechanical Increasing 2.5-325-
Fatigue Failure Rate 4.0

Source: Developed by the author (2025).

2.3.2. Temporal Parameterization (a
Parameter)

Once the physical nature of the failure has been
defined, the second step consists of sizing the
temporal magnitude of the risk, that is,
determining the scale parameter (o) of the
Weibull distribution.

The main challenge lies in translating the ordinal
Occurrence (O) rating from the FMEA into a
physical temporal quantity. The fundamental
assumption adopted in this study is that the
FMEA risk classification reflects the cumulative
probability of failure Py, at the end of the
component’s nominal service life t,,;y, as



specified in technical manuals and reliability
literature.

Given the inherent subjectivity of classifications
such as “High” or “Low” occurrence, and the
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Pupe =1 - & ()
Solving for a:
tnom
a=—"""—">5— (@)

absence of historical operational data for the
plant, the probability P;; ¢, was not associated with
point estimates. Instead, it was treated as a
random variable under maximum uncertainty.

To this end, a standard Beta distribution, defined
over the [0,1] domain, was adopted and
parameterized using a PERT-based approach:

e Bounds (Minimum and Maximum):
Fixed at 0% and 100% for all occurrence
levels. This choice avoids probabilistic
dogmatism. By allowing the distribution to
span nearly the entire probability spectrum (0

to 1), the model acknowledges the
possibility—however  remote—that a
component classified as “Rare” may

experience a premature catastrophic failure,
or that a “Critical” component may exceed its
expected service life. This ensures that the
simulation explores tail scenarios that would
otherwise be ignored by truncated
distributions.
e Central Tendency:

The distinction among risk levels (1 to 5) is
established exclusively through the mode of
the distribution, shifting the probability mass
according to the severity of the classification
(see Table 2).

Table 2. o parametrization

FMEA Classification PERT Parameters
rating (O) (Min — Mode —
Max)
1 Remote 0.00-0.10 - 1.00
2 Low 0.00 - 0.30-1.00
3 Moderate 0.00 - 0.50 - 1.00
4 High 0.00 - 0.70 - 1.00
5 Critical 0.00 - 0.90 - 1.00

Source: Developed by the author (2025).

Given tygm, the sampled probability Py, and the
central value of the shape parameter f3, the scale
parameter a becomes the only unknown in the
Weibull cumulative distribution function (CDF).
For each Monte Carlo iteration, the algorithm
solves the following relationship:

[-In (1—Plifg)ﬁcentral

In this manner, the qualitative uncertainty
embedded in the FMEA is systematically
converted into uncertainty regarding the actual
durability of each component.

2.3.3. Stochastic Integration

The third and final stage of the methodology
constitutes the computational core of the study,
where the synthesis between failure physics
(Stage 1) and temporal estimation (Stage 2) is
performed. The objective is to compute the
effective failure probability of each event over the
critical analysis horizon t;qyge¢ = 5 years and to
propagate this uncertainty through the system
logic.

Unlike deterministic approaches based on single-
point estimates, this stage operates on simulation
vectors. For each of the 100,000 Monte Carlo
iterations, the algorithm executes the following
procedures:

2.3.3.1. Parametric Recombination (Failure

Probability Evaluation)

At this stage, the final coupling of uncertainties is

performed. A deliberate decoupling strategy is

adopted to ensure numerical stability and physical
interpretability:

e In Stage 2, only the modal value of the
Weibull shape parameter (Beentrqr) Was used
to anchor the estimation of the scale
parameter «, preventing shape variability
from distorting the temporal calibration.

e In Stage 3, the full stochastic representation
of the shape parameter f3, generated in Stage
1, is reintroduced into the model.

As a result, for each Monte Carlo iteration i, the

failure probability calculation incorporates:

e «;, which embeds uncertainty associated
with failure frequency derived from the
FMEA occurrence rating;

e [3;, which captures uncertainty related to the
physical aggressiveness of the degradation
mechanism.
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The failure probability of each basic event at the
target time horizon is then computed using the
Weibull CDF:

_(ftarget)ﬁi
Pi(ttarget) =1l-e %

3

2.3.3.2. Logical Propagation (Bottom-Up
Aggregation)

Once the probability has been generated for all
basic events, system-level propagation toward the
top event is performed. This aggregation strictly
follows the Boolean logic defined in the FTA
applying the exact probabilistic formulations
associated with each logical gate (AND, OR).

The bottom-up propagation is executed within
each Monte Carlo iteration, ensuring that
uncertainty is consistently transmitted from
component level to subsystem and system levels.

2.3.3.3. Model Outputs and Uncertainty

Diagnostics

The iterative execution of this process produces

probability  distributions  for all  basic,

intermediate, and top events. This approach
provides a deeper diagnostic capability, allowing:

e identification of dispersion and asymmetry in
system-level failure probabilities;

e assessment of uncertainty amplification
across the fault tree structure;

e support for risk-informed decision-making
based on probabilistic ranges rather than
deterministic indicators.

By embedding uncertainty at both the component

and system levels, the proposed framework

delivers a  comprehensive  probabilistic
characterization of operational risk, even under
severe data scarcity conditions.

3. Results and Discussion

3.1. FMEA Results

3.3.1. Qualitative Analysis

The qualitative FMEA reveals strong systemic
coupling between the photovoltaic (PV)
subsystem and the electrolyzer, indicating that
failures in electricity generation propagate
beyond local effects and directly affect hydrogen
production reliability. Within the PV subsystem,
several failure modes act as failure propagators

rather than isolated events. Encapsulant
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delamination, for example, facilitate the ingress
of moisture and contaminants, increasing the
likelihood of secondary electrical and corrosion-
related failures. The analysis of junction boxes
and mounting structures reveals a risk profile
characterized by low occurrence but very high
severity. Although these failures are infrequent (O
= 1-2), their consequences include fire and
electric (S = 4-5). This
combination results in high intrinsic risk,
currently masked by low failure frequency.

The inverter was identified as the most critical
component within the PV subsystem, presenting
the highest risk priority index due to the
combination of maximum severity (S = 5) and
high occurrence (O = 4). Acting as the central
conversion unit, inverter failure results in
complete and immediate loss of photovoltaic
generation, as consistently reported in the
literature. For the green hydrogen plant, this leads
to sudden loss of self-generated power, forcing
system shutdown or full reliance on the grid,
increasing operating costs and exacerbating
electrolyzer cycling.

The FMEA of the PEM electrolyzer reveals a
highly interconnected and critical risk profile. All
major stack components—membrane, catalyst,
and bipolar plates—exhibited high criticality
indices. Notably, operational intermittency was
the only failure mode assigned the maximum
occurrence rating (O = 5), reflecting its dual
origin: unavoidable variability from the solar
cycle and controllable but difficult-to-manage
operational start—stop events. This persistent
intermittency induces dynamic stress conditions,
including fluctuations in pressure, voltage, and
current, accelerating degradation of
components.

Failures in electrolyzer auxiliary systems—such

shock hazards

stack

as cooling, power conditioning and control,
hydrogen purification and drying, gas separation,
and  water  supply—significantly
operational efficiency and safety. Cooling and
water supply failures present high criticality due
to risks of membrane overheating, irreversible

impact



Proc. of the European Safety and Reliability Conference (ESREL 2026)

stack damage, and explosive scenarios. Power
control system failures also show high criticality,
as they hinder responses to abnormal conditions,
leading to electrical and pressure-related hazards.
Failures in hydrogen purification and drying
mainly affect hydrogen quality and increase
explosion risks.

3.3.2 Quantitative Analysis

The quantitative analysis indicates that 50% of the
evaluated failure modes were classified as critical,
highlighting the high relevance of mechanisms
associated with operational safety and system
integrity. All failures related to the electrolyzer were
considered critical, whereas only 16.67% (two
failures) were associated with the photovoltaic
subsystem. Overall, 67% of the failure modes were
rated as having high or critical criticality, confirming
the significant impact of these failures on the
system’s overall performance.

Among the failure modes classified as medium risk,
a predominance of the photovoltaic subsystem was
observed, accounting for seven of the eight
identified cases.

The FMEA analysis from a human safety
perspective reveals an equally critical risk scenario.
More than 53% of the identified failure modes
present a high or critical impact on operator
integrity. Subsystem-level stratification
demonstrates a parity of critical risk between the
photovoltaic and electrolysis subsystems, each
presenting four critical failure modes and a
comparable number of high-risk modes. This
finding reinforces the need for an integrated safety
management approach with equally rigorous
protocols for both electrical hazards and flammable
process safety.

3.2. FTA Results

The probabilistic Fault Tree Analysis focused on
the top event defined as unplanned shutdown or
capacity reduction of the plant, representing a loss
of operational continuity rather than a catastrophic
safety event. Simulation results indicate a high
likelihood of operational disruption within the first
five years, with a median cumulative probability
(P50) of 87.41%. Even under optimistic conditions
(P10 = 79.84%), the probability of interruption
remains elevated, while pessimistic scenarios reach
92.89% (P90). The absence of a meaningful low-

probability tail (see Figure 2) indicates that
uninterrupted  operation ~ without  additional
maintenance or redundancy is statistically unlikely,
with full success probabilities ranging only from
approximately 7% to 21%.

Figure 2: Top Event Histogram

The system reliability profile shows a rapid
decline, reaching 50% by the end of the second
year, indicating that the first significant failure
requiring intervention is expected around this time.
The uncertainty band remains relatively stable (15—
20%) throughout the period, demonstrating that
input uncertainty does not obscure the underlying
degradation trend. Overall, the results reveal a
combination of residual early-life failures and
accelerated wear-out, refuting the assumption that
the plant can operate under a low-maintenance
regime during its initial five years.

4. Conclusion

This work developed a hybrid reliability
assessment framework for GH2 production
systems under conditions of severe data scarcity.
By integrating FMEA, FTA, and MCS, the
methodology transformed dispersed qualitative
knowledge from the literature into quantitative
reliability indicators suitable for decision-
making. The results demonstrate that the system
exhibits a structurally high risk of unavailability,
with a median probability of interruption or
capacity reduction of approximately 87% over a
five-year horizon.

Overall, the results indicate that the operational
viability of green hydrogen plants depends less on
incremental technological improvements in
electrolyzers and more on the robustness of the
system  architecture.  Transitioning  from
demonstration  projects to industrial-scale
deployment requires the systematic introduction
of redundancy in critical subsystems and energy
storage solutions to mitigate intermittency.
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