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The increasing complexity of industrial systems requires maintenance strategies that strike a balance between
reliability, cost-effectiveness, and uninterrupted production. This paper proposes a simulation-driven framework for
risk-based maintenance (RBM) that integrates digital twins (DTs), process mining (PM), Discrete Event Simulation
(DES) and real-time, sensor-based diagnostics. The framework is intended for maintenance planners who decide
when to intervene and how to schedule maintenance activities while accounting for system-level impacts on
production. It is particularly applicable in settings where assets provide diagnostic signals and operational and
maintenance event logs are available from Manufacturing Execution Systems (MES) / Computerized Maintenance
Management Systems (CMMS). Within the proposed architecture, DTs replicate the behavior of machines and
processes using sensor data, while PM extracts operational patterns and activity dependencies from event logs to
continuously calibrate model structure and parameters. These representations are then linked to a DES module that
simulates various maintenance and fault scenarios and assesses their impact on production KPIs such as availability,
cost, and downtime. The framework allows maintenance and production strategies to be evaluated dynamically
through ’what if’ scenario simulations, providing a quantitative basis for decision-making in uncertain and evolving
operational contexts. Simulations outcomes are then integrated into a CMMS, closing the loop between data-
driven prediction, risk evaluation and operational execution. This approach supports both predictive and prescriptive
maintenance, enhancing system resilience by combining continuous monitoring with model-based simulation. By
facilitating scenario-based risk assessment and optimization, the framework serves as a valuable asset in transitioning
industrial maintenance from reactive and preventive strategies to intelligent, simulation-assisted decision-making
within the context of Industry 5.0.
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1. Introduction

In this paper, we present a simulation-driven

framework for RBM that is enhanced by DT

technologies. This framework integrates multiple

information sources and decision-support compo-

nents into a unified architecture. This framework

incorporates: (I) a DT enabling real-time, bidirec-
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tional data exchange between the physical system

and its virtual representation; (II) the capabilities

of an industrial CMMS for maintenance plan-

ning and execution; (III) real-time, sensor-based

fault diagnostics providing continuously updated

health indicators and failure probability estimates;

and (IV) PM methods applied to operational and

maintenance event data. This process knowledge

is then used to capture not only machine-level

behaviour, but also changes in production work-

flows. This enables the framework to adapt to

evolving system conditions. The central contri-

bution of the proposed approach is the integra-

tion of a DES module into the core of the DT.

This enables the systematic evaluation of differ-

ent maintenance strategies and scheduling policies

(through the ”What if” scenarios), including their

impact on production KPIs such as availability,

throughput and downtime.

The reliability, availability, and safe operation

of industrial systems are closely linked to the qual-

ity and organisation of maintenance (Introna and

Santolamazza (2024)). Maintenance is a strate-

gic activity spanning the entire asset life cycle,

significantly influencing operational risks, pro-

ductivity, and cost-effectiveness (Ahmed et al.

(2023); Introna and Santolamazza (2024)). The

poorly planned or executed maintenance increases

the likelihood of unexpected downtime, reduces

equipment reliability, and may lead to signifi-

cant long-term economic and safety consequences

(Salawu et al. (2023); Siyad and Khayal (2025)).

Traditional time-based or reactive maintenance

strategies are increasingly insufficient to meet the

demands of modern industrial environments, par-

ticularly in the case of complex, multi-component

systems (Ahmed et al. (2023)). Growing system

complexity, variable loading conditions, and age-

ing equipment introduce additional uncertainties,

highlighting the need for more accurate condition

information and structured decision support for

effective maintenance management (Introna and

Santolamazza (2024); Salawu et al. (2023)). As

a result, maintenance practices are shifting from

isolated interventions towards data-driven, predic-

tive, and risk-oriented approaches aimed at reduc-

ing operational uncertainty (Ahmed et al. (2023);

Siyad and Khayal (2025)).

In this context, digitalised maintenance has

emerged as a response to the evolving challenges

of industrial operations (Ahmed et al. (2023)).

The digitisation of maintenance processes enables

continuous monitoring of asset condition, system-

atic analysis of faults and failure patterns, and

informed decision-making based on objective and

timely data (Ahmed et al. (2023); Introna and

Santolamazza (2024)).

Equipment events, work orders, faults, and in-

terventions can only support robust analysis and

decision-making if they are consistently recorded

within a unified system (Stazić et al. (2023);

Ahmed et al. (2023)). CMMSs play a central

role in this process by ensuring data integrity,

traceability, and organisation-wide accessibility

(Stazić et al. (2023)). Traditionally, CMMS solu-

tions have primarily provided administrative sup-

port for operational maintenance activities, par-

ticularly in work order management and asset

history documentation (Stazić et al. (2023)). In

a digitalised maintenance environment, however,

their role expands significantly, as CMMS plat-

forms increasingly serve as central hubs for the

collection and integration of maintenance data

(Ahmed et al. (2023)). By linking asset history,

maintenance activities, and operational feedback,

CMMSs establish the foundation for advanced

data-driven and risk-based maintenance strategies

(Stazić et al. (2023); Introna and Santolamazza

(2024)). Consequently, CMMS can be regarded

not only as execution tools but also as critical

infrastructure for digital maintenance. Without

such systems, higher-level maintenance decision

support and risk-informed optimisation cannot be

reliably implemented (Ahmed et al. (2023); Stazić

et al. (2023)).

As we described, the landscape of industrial

maintenance has witnessed a paradigm shift over

the last few decades, transitioning from purely

reactive interventions to sophisticated strategies,

including preventive, condition-based, predictive,

and prescriptive maintenance (van Dinter et al.

(2022)). Central to this evolution is the utilization

of DTs, which facilitate this move from time-

based or reactive strategies to condition-based
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and predictive maintenance, and then towards

prescriptive and optimized maintenance planning.

The DT contains three parts, the physical entities

in the Physical space, the corresponding virtual

entities in the Virtual space and the connections

between them, that connects physical and the vir-

tual entities (Grieves (2014)). A DT acts as a vir-

tual reflection of a physical entity, facilitating be-

havioral simulation, performance prediction, and

operational optimization.

When maintenance decisions are made in a pro-

duction environment, the interdependencies be-

tween maintenance activities and production op-

erations must be explicitly considered, since inter-

ventions directly influence throughput, schedul-

ing, and resource availability. Therefore, process-

level knowledge is required, and DES - which

is a modeling technique that enables the detailed

analysis of complex systems - provides an ef-

fective mechanism to model these dependencies

and evaluate their consequences through scenario-

based analysis. In maintenance, simulation-based

techniques facilitate the simultaneous analysis of

component survivability and maintainability, pro-

viding frameworks for the implementation and

optimization of maintenance strategies (Azadeh

and Abdolhossein Zadeh (2016)). In this regard,

scenario simulation methods in maintenance pro-

vide the ability of assessment and evaluation of fu-

ture conditions for decision-makers by analysing

various potential scenarios (Liu et al. (2025)). This

process involves presenting scenarios that inte-

grate normal operations with various maintenance

activities, thereby simulation offers a clear illus-

tration of how different strategies, actions, and

variables impact system performance. These dy-

namic modelling capabilities capture equipment

behaviour under a range of conditions and sup-

port optimization by identifying the most effective

strategies and support the evaluation of mainte-

nance outcomes and process optimization by iden-

tifying the most effective strategies (Liu et al.

(2025).

Simulation involves using a model to recon-

struct and analyze a system’s dynamic behavior.

By presenting an abstract and simplified repre-

sentation, simulation facilitates a deeper under-

standing of the system through its execution over

time. DES uses a time-ordered Event Queue to

process state changes sequentially and ensures

consistency despite the irregular timing of events

(Soykan et al. (2025)). The event-oriented frame-

work of DES makes it particularly effective for

modeling complex dynamic systems where activi-

ties take place at sporadic intervals. DES is highly

appropriate for modeling systems with discrete

state changes particularly in production and lo-

gistics. It captures real-world issues like queues,

resource constraints, and failures (Lozano-Cruz

et al. (2025)). Traditional manual modeling for

DES relies heavily on qualitative inputs like in-

terviews, assumptions and documentation. This

process is time-consuming and error-prone, as it

depends on subjective human perception rather

than the objective reality of the system, leading

to a gap between the model and reality (Rozinat

et al. (2009)).

PM is at the center of data mining and pro-

cess model-driven approaches, bridging the gap

between data science and process science, offering

tools to extract process knowledge from event data

(Van der Aalst (2016)). PM provides a solution

for adequately representing the underlying true

nature of processes (Aalst (2010)). PM is more

than just process discovery - building a model

without using a-priori information - it also brings

conformance checking, deviations detecting, de-

lay prediction, decision making support, process

enhancement, and process redesign recommenda-

tion possibilities.

DT and PM technologies share the objective

of exploiting real-time and historical data to con-

struct accurate, continuously updated represen-

tations of manufacturing systems (Grobis et al.

(2025)). DTs primarily rely on sensor data and

cyber–physical system signals to replicate the dy-

namic states and behavior of machines and pro-

duction systems, while PM extracts operational

patterns, activity dependencies, and performance

characteristics from event logs generated by infor-

mation systems such as MES, and CMMS. Their

integration enables the convergence of system-

level state information and process-level behav-

ioral knowledge, leading to the Digital Process
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Twin (DPT) (Grobis et al. (2025)). DTs are fre-

quently realized through DES models that mirror

the physical system’s dynamics (Lugaresi (2024)).

The integration of PM using event logs generate

simulation models and extract critical simulation

parameters, such as probability distributions for

activity durations, arrival rates of new cases, and

routing probabilities at decision points. PM con-

tributes to simulation modeling in different mod-

eling tasks, such as assign attributes to entities,

identify entity types, define activities, determine

activity duration, define control-flow and routing

logic, and identify resource roles (Jadrić et al.

(2020)). Coupling PM with simulation bridges the

gap between data and action, enabling the creation

of dynamic models that drive continuous business

process improvement (Jadrić et al. (2020)).

The three techniques, PM, simulation and DT

are integrated as a whole system in our proposed

framework to create a solution for RBM. In this

framework, maintenance risk is represented as the

expected impact of failure events on production

and cost outcomes under a given policy. Reliabil-

ity models provide probabilistic failure behavior,

while DES converts that probabilistic behavior

into system-level consequences (more downtime,

throughput loss). This enables maintenance poli-

cies to be compared using expected cost/risk met-

rics rather than only asset-level health indicators.

The framework supports maintenance planners re-

sponsible for maintenance activities prioritization

and long-term maintenance plans, reliability engi-

neers tasked with failure risk estimation, and pro-

duction planners who must keep high throughput

and delivery performance. The framework is suit-

able for discrete manufacturing lines and multi-

stage production systems where maintenance ac-

tions can also cause non-local effects. Practi-

cal deployment assumes availability of sensor

streams for asset health indicators and event logs

from MES/CMMS (work orders, failure events,

interventions, and production execution events).

The framework provides the strongest benefit

when short-term availability gains from postpon-

ing maintenance increase failure risk and long-

term downtime costs.

2. Developed Framework

The architecture of the framework (see Figure

1) represents a DT with an integrated PM mod-

ule and standardized data exchange interfaces de-

signed to connect to physical manufacturing sys-

tems through sensor data, to CMMS, MES and to

DES assuring analytical and decision-support lay-

ers necessary for predictive and prescriptive main-

tenance, enhancing system resilience by combin-

ing continuous monitoring with model-based sim-

ulation. The architecture is organized into several

interconnected subsystems that work together to

achieve data-driven RBM.

At the first level of the system lies the phys-

ical layer, consisting of machines and sensors

operating on the production floor. Each machine

is equipped with one or more sensors that con-

tinuously capture operational parameters such as

temperature, or vibration. The sensor data form

the essential input for the DT. These data streams

in the integration layer are managed and pre-

processed by data collectors, which send them

to DT API endpoints and then to the timeseries

database (TDB) through the communication layer.

This intermediary step ensures that raw measure-

ments are properly structured, timestamped, and

validated before they enter the DT.

Above these layers sits the DT itself, integrat-

ing information from multiple data sources. Sen-

sor data are received through dedicated API end-

points, while contextual information such as op-

erational metrics, asset hierarchies, and event logs

are obtained through API connections of the MES,

and CMMS respectively. These external systems

contribute master data, historian and current state

data to the digital model.

The MES API endpoint provides access

to production-related information of the MES

database, such as throughput, process times, costs

and operation related event logs. These production

data and production cost parameters are given to

the DT, assuring an accurate digital representation

of the physical environment. The CMMS API

endpoint exposes the maintenance-related infor-

mation of the CMMS database, including defi-

nitions of assets, failure types, recorded failures,
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Fig. 1. The proposed system architecture

maintenance lists, and maintenance event logs as

well as historical maintenance records. The DT

consumes these inputs to maintain a synchronized

and more accurate digital representation of the

physical environment.

Within the DT system a PostgreSQL database

with a TimescaleDB extension acts as the unified

repository for all synchronized data and supports

subsequent analytical operations, such as PM. Ad-

ditionally, a user interface for manual data input

allows human operators or engineers to enter sup-

plementary or corrective data.

The analytical layer of the architecture is built

around PM and reliability analysis (RA). RA char-

acterizes asset-level stochastic failure behavior

(e.g., Weibull distributions) from condition and

failure evidence, providing probabilistic models

of when and how assets degrade. PM characterizes

the process-level operational reality (e.g., control-

flow, routing, resources, and time distributions)

extracted from MES/CMMS event logs. In com-

bination, RA determines what failure processes

may occur, while PM determines how the produc-

tion and maintenance processes actually behave,

how failures and interventions affect the system.

The DES layer then integrates both to quantify

risk–performance trade-offs for alternative poli-

cies. Using both historical data and live sensor

readings, the RA module applies statistical and

machine-learning-based methods to determine the

shape and scale parameters of the Weibull proba-

bility density function. The output of this process

is then communicated to the internal DT database

and then later to the simulation layer to use by

the DES. The PM module identifies the process

flows and deviations, generates process models

and their parameters. The results of this process

are fed back into the DT database, enriching

the model with a better understanding of real-

world operations. The PM module outputs used

by DES include the discovered or updated control-

flow models of production and maintenance exe-

cution, routing, resources, and time distributions,

and conformance/deviation indicators that trigger

simulation model updates.

The DES represents the simulation layer of the

architecture, pulls calculated data from the DT

API endpoints to perform virtual experiments and
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run simulations based on realistic factory con-

ditions to answer the ”What if” scenarios. The

simulation models include representations of the

routing table, layout, and other plant configuration

data, which define how resources and workflows

are organized. Once simulations are executed, the

simulation results — such as bottleneck analysis,

capacity utilization, process efficiency metrics and

the optimal maintenance strategy — are then fed

back to the DT for validation and further decision

support (e.g. send the optimal maintenance strat-

egy to the CMMS).

Overall, the system operates as an intercon-

nected ecosystem where data flow continuously

between the physical, digital, and analytical do-

mains. The physical machines provide real-world

measurements; the DT centralizes, interprets, and

analyzes this data; the MES enriches it with pro-

duction context; the CMMS enriches it with main-

tenance context; the PM and the RA modules ex-

tract the relevant data needed for simulation; and

the DES produces information that can be trans-

formed into actionable insights. The outcomes

of the simulations are integrated into a CMMS,

closing the loop between data-driven prediction,

risk evaluation and operational execution. This

approach supports both predictive and prescrip-

tive maintenance, enhancing system resilience by

combining continuous monitoring with model-

based simulation. By facilitating scenario-based

risk assessment and optimization, the framework

serves as a valuable asset in transitioning in-

dustrial maintenance from reactive and preven-

tive strategies to intelligent, simulation-assisted

decision-making.

3. The data flows and descriptions

The simulation environment is supported by a

relational database schema (see Figure 2), which

is part of the whole DT database schema. The

core of the simulation-related part of the database

schema comprises the scenario, simulation run

and event log tables. Together, these tables capture

the structure, execution and outcomes of the DES

runs. Surrounding these there are definition ta-

bles describing assets, product types, and process

flows.

The database schema forms a logically con-

nected structure based on entity types necessary

for the simulation: (1) The scenario is defined

for the simulation run in order to create an event

log that represents the chronological execution

and tracking chain of the simulation. (2) Asset

type, exit control type, asset, process step, routing

define the physical and logical structure of the

system being simulated. (3) Failure type, asset,

asset failure type, weibull define the parameters of

the Weibull probability density function for simu-

lating the reliability of assets based on the histor-

ical data stored in the database. (4) Product type

and product describe the entities that traverse the

simulated process network. (5) Performance met-

rics and simulation performance store quantitative

evaluations derived from simulation outcomes. (6)

Relationships are maintained using UUID-based

foreign keys, enabling scalable integration with

external systems and APIs.

To connect the analytical layer with the simu-

lation layer of the system we defined an API end-

point for standardized data exchange interface and

use JSON files for standardized data transfer for-

mat. The JSON format provides a tool-agnostic,

human-readable, and machine-interpretable rep-

resentation, thereby supporting reproducibility,

portability, and automated model generation from

DT database. The simulation model is configured

using a declarative JSON schema that integrates

resource definitions, spatial layout, process steps,

routing logic, and stochastic failure behavior. The

JSON represents a single executable model in-

stance, whose execution in the simulation layer

generates event logs and performance data. The

resulting simulation outputs are subsequently per-

sisted in the database as performance metrics and

simulation performance records, thereby closing

the analytical loop between configuration, execu-

tion, and evaluation.

4. Discussions and further research

In this paper, we present a framework based on

DT that places DES at the core of decision support

for maintenance strategies, with a specific focus

on RBM. The proposed approach integrates DES

with PM algorithms, enabling maintenance deci-
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Fig. 2. The DT database schema - simulation-related tables

sions to be informed by machine-level condition

data and knowledge extracted from production

and maintenance processes. Embedding the simu-

lation model into the DT enables the framework to

perform systematic ’what if’ analyses, evaluating

alternative maintenance strategies with respect to

their impact on production performance, risk and

system availability. The paper explained the con-

ceptual foundations and architecture of the frame-

work. We provided a detailed overview of the

system’s overall structure, the interaction between

the DT, PM and DES components, and the role

of the CMMS in execution and data management.

Particular attention was given to the data model

and database structure, including the definition of

data tables and the data flow that supports PM and

simulation-based analysis.

At the present stage, the contributions of this

paper are conceptual and architectural, and can

be summarized as follows: (1) Simulation-driven

risk-based maintenance: DES is embedded as a

decision-support layer, enabling systematic com-

parison of maintenance policies under uncer-

tainty. (2) Integrated reliability–production mod-

eling: probabilistic asset failure behavior (reliabil-

ity) is evaluated together with operational depen-

dencies and constraints (production) to quantify

risk–performance trade-offs. (3) Process mining

as a mechanism for continuous model updates:

PM supports ongoing adaptation of the simulation

model by discovering process control-flow and by

deriving parameters from event logs. (4) Closed-

loop integration with maintenance execution: re-

sults are translated into executable maintenance

actions (priorities/schedules) for the CMMS, en-

abling continuous improvement. (5) Interoperable

data exchange: standardized JSON/API-based in-

terfaces are proposed to improve reproducibility

and portability of the framework.

Large-scale quantitative validation using real

industrial data is still part of ongoing and fu-

ture research. The framework is designed to be

extensible and reusable. The present study fo-

cuses on integrating DTs, PM and maintenance

systems within a simulation-centred framework,

rather than optimising a specific industrial use

case. This scope enables the framework to be

adapted to different production environments and

maintenance contexts. The next step is to de-

velop the DES component using real-life indus-

trial data. This will enable the quantitative eval-

uation of maintenance strategies in operational

environments. To this end, a plant-level simula-

tion model will be developed and integrated into

the proposed framework. The system’s modular

architecture already supports this integration, and

preliminary tests have confirmed that simulation

models can be embedded seamlessly into the DT

environment. This builds directly on our previ-

ous research into simulation-based DTs (Ruppert

and Abonyi (2020)), in which real-time sensor

data were fused with adaptive simulation mod-

els to analyse production performance and hu-

man resource effectiveness. This study showed
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how continuously synchronised simulation-driven

DTs can predict production states and support

performance monitoring through dynamic, data-

informed simulation.

From a practical perspective, the proposed

framework allows maintenance planners and pro-

duction engineers to virtually evaluate alternative

maintenance strategies before implementation,

thereby reducing operational risk and support-

ing more informed, risk-aware decision-making.

Combining real-time data, process knowledge and

simulation-based ’what if’ analysis provides a re-

alistic pathway towards Simulation 4.0-enabled

risk-based maintenance, where maintenance and

production decisions are optimised dynamically

and interpretably.
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cess mining contributions to discrete-event simula-
tion modelling. Business Systems Research Jour-
nal 11(2), 51–72.

Liu, P. S., J. F. Chin, H. Ab-Samat, and N. A. Muham-
mad (2025). Simulation-based maintenance systems:
a systematic review. Journal of Simulation 0(0), 1–
39.

Lozano-Cruz, M., J. Tomailla-Ulloa, S. Saldana,
H. Markus, and J. Velasquez-Costa (2025). Im-
proving machine availability through sensor-based
virtual modeling in simio: A case study of smart
manufacturing simulation. In Proceedings of the
11th World Congress on Mechanical, Chemical, and
Material Engineering, MCM 2025, Proceedings of
the World Congress on Mechanical, Chemical, and
Material Engineering. Avestia Publishing.

Lugaresi, G. (2024). Process mining as catalyst of
digital twins for production systems: Challenges and
research opportunities. In 2024 Winter Simulation
Conference (WSC), pp. 1–12.

Rozinat, A., R. Mans, M. Song, and W. Aalst (2009,
05). Discovering simulation models. Information
Systems 34, 305–327.

Ruppert, T. and J. Abonyi (2020). Integration of real-
time locating systems into digital twins. Journal of
Industrial Information Integration 20, 100174.

Salawu, E. Y., O. O. Awoyemi, O. E. Akerekan, S. A.
Afolalu, J. F. Kayode, S. O. Ongbali, I. Airewa,
and B. M. Edun (2023). Impact of maintenance
on machine reliability: A review. In E3S Web of
Conferences, Volume 430, pp. 01226. EDP Sciences.

Siyad, H. O. and O. M. E. S. Khayal (2025, July). A
comprehensive review of maintenance strategies and
their impact on industrial performance. Excellence
Journal for Engineering Sciences 2(4), 1–9.

Soykan, B., G. Rabadi, and S. Mondesire (2025). Real-
time data assimilation in digital twins via particle
filters for discrete event simulation. In 2025 IEEE
5th International Conference on Digital Twins and
Parallel Intelligence (DTPI), pp. 1–6.
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