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Distinguishing whether a maritime incident stems from safety-related, i.e. accidental, or security-related, , i.e.
deliberate, causes is a central challenge, particularly in early phases when available information is incomplete, am-
biguous, or contradictory. Although both domains may involve similar observable hazards, they differ in underlying
mechanisms, institutional responsibilities, and required response measures. Decision makers must therefore evaluate
high-impact situations under considerable epistemic uncertainty. This paper proposes a structured decision-support
framework based on Credal Networks, which extend Bayesian Networks by representing probabilities as intervals
rather than precise point estimates. The approach is designed to be adaptable to specific maritime contexts. It includes
a methodology for identifying and structuring observable indicators using a Human-Technology—Environment
categorization, followed by the derivation of causal relationships and the estimation of corresponding credal sets.
A representative use case involving a technically impaired vessel near critical infrastructure demonstrates the
applicability of the method. The results confirm its feasibility and underline the value of credal networks for
uncertainty-aware early-phase maritime incident classification.
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1. Introduction classification can therefore lead to inappropriate
or delayed response actions, with potentially se-

The maritime domain is characterized by com- ) i o
vere operational, economic, and geopolitical con-

plex operational environments, dense traffic flows,
and the presence of critical infrastructure such as
submarine cables, offshore energy installations,
and port facilities. In this setting, incidents may
originate from unintentional safety-related causes,
such as technical failures, human error, or ad-

sequences.

Early-phase assessment is particularly difficult
because available information is often incomplete,
ambiguous, or even contradictory. Sensor data
may be unreliable, weather conditions may ob-
scure observations, and communication with in-
volved actors may be limited. Moreover, indica-
tors such as switched-off AIS (Automatic Iden-
tification System), unexpected course deviations,
or the presence of non-official vessels can be in-
terpreted in multiple ways. Decision makers must
therefore evaluate high-impact scenarios under
substantial epistemic uncertainty, while still pro-
viding timely recommendations.

Traditional probabilistic decision-support ap-
proaches, such as Bayesian networks, offer a
structured framework for modeling dependencies
between indicators and hypotheses. However, they
require precise probability specifications, which
may not be justifiable in early incident phases
when data are sparse or expert assessments di-

verse environmental conditions, or from deliber-
ate security-related actions, including sabotage or
other hostile interference. Distinguishing between
these two categories at an early stage is a fun-
damental challenge for maritime authorities and
infrastructure operators.

Although safety and security share certain ob-
servable hazards, like vessel malfunctions, abnor-
mal maneuvers, or communication failures, their
underlying mechanisms, escalation dynamics, and
response requirements differ substantially. Safety
incidents typically demand technical mitigation
and rescue coordination, whereas security-related
events may require law-enforcement involvement,
intelligence assessment, or protective measures
for critical infrastructure Larsson (2024). Mis-
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vergeMaud and Cozman (2020). In such situa-
tions, point probabilities can create an illusion of
precision and obscure the extent of uncertainty
influencing the classification.

To address this limitation, this paper proposes
a structured decision-support framework based
on credal networks. Credal networks generalize
Bayesian networks by allowing sets or intervals
of probabilities instead of single values, thereby
enabling robust inference under imprecise or con-
flicting evidence ??. By explicitly modeling epis-
temic uncertainty, the approach not only estimates
the likelihood of safety- versus security-driven
causes but also reveals where critical information
gaps might affect the assessment.

The remainder of this paper is organized as fol-
lows. Section 2 provides preliminary information
on the subject of this work. Section 3 introduces
the proposed methodology in detail, while Sec-
tion 4 discusses an exemplary use case. Finally,
Section 5 concludes this work.

2. Preliminaries

This section outlines the necessary background
and technical foundations.

2.1. Maritime Safety and Security

In the maritime context, the terms safety and se-
curity are often used together, but refer to dif-
ferent types of risks, responsibilities and author-
ities. Both concepts serve to protect people, the
environment and maritime infrastructure, but are
assigned to different stakeholder groups, decision-
making processes and operational responsibili-
ties. Accordingly, safety- and security-related in-
cidents are handled in practice by different author-
ities and organizations.

Maritime safety describes the protection against
unintentional hazards resulting from technical de-
fects, human error, organizational weaknesses or
environmental influences. It is characterized by
the absence of a deliberate intention to cause
harm. The assessment of such events focuses
on technical reliability, organizational framework
conditions and external influencing factors such as
environmental conditions or local traffic density in
the sea area.
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Maritime security refers to deliberate, targeted
actions aimed at damaging, disrupting or exploit-
ing maritime systems. Security incidents are char-
acterized by an intentional component and can
involve both state and non-state actors. The anal-
ysis focuses in particular on behavioral patterns,
anomalies, target reference and the ability of an
actor to consciously plan and adapt measures.

In practice, however, the safety and security
dimensions are not strictly separate. In particular,
grey zone or hybrid events can have both inten-
tional and unintentional causes Larsson (2024). A
systematic classification of such incidents can be
achieved by combining technical characteristics,
human or behavioral actions, and environmental
factors, and this provides the basis for deriving
suitable indicators.

2.2. Probabilistic Networks

Probabilistic networks are graphical models for
representing and analyzing uncertain systems.
In safety and security contexts, they provide a
structured framework for modeling dependencies
among hazards, threats, and system components.
By combining prior knowledge with observed ev-
idence, they support quantitative risk and threat
assessment and enable the continuous updating of
risk estimates as new information becomes avail-
able.

Bayesian Networks (BNs) are a prominent class
of probabilistic networks and are widely applied
across various domains Ramirez Agudelo et al.
(2021); Tecklenburg et al. (2022). In safety and
security applications, they are used to aggregate
risks associated with individual subsystems or
components into an overall system-level risk eval-
uation.

Formally, a Bayesian network consists of a di-
rected acyclic graph (DAG) whose nodes repre-
sent random variables in the set X = X1,..., X,,,
together with a joint probability distribution P (X)
over these variables Mauda and Cozman (2020).
The nodes of the DAG correspond to partial risks
or system states, while directed edges encode
conditional dependencies among them. Each vari-
able X; is associated with a conditional probabil-
ity table (CPT) that specifies P(X; | Pa(X;)),
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where Pa(X;) denotes the set of parent nodes of
X, Zinke et al. (2020).

The joint probability distribution over all vari-
ables can be factorized according to the network
structure as shown in Eq. 1. In particular, the prob-
ability of each node X is defined conditionally on
its parent nodes.

P(Xi,....Xn) = [[ P(X: | Pa(Xi)) (1)
i=1

Credal Networks (CNs) extend BNs by relaxing
the assumption that all probabilities are precisely
known Maud and Cozman (2020); Corani, An-
tonucci, and Zaffalon (Corani et al.). Instead of
assigning a single conditional probability distribu-
tion to each node, a CN specifies a set of plausible
probability distributions, typically represented as
intervals or convex sets. This allows the explicit
modeling of epistemic uncertainty arising from
incomplete data, imprecise expert knowledge, or
conflicting information.

Formally, each CPT is replaced by a credal set
K(X;), i.e. a closed and convex set of probabil-
ity distributions for a random variable X;. Fur-
thermore,the set comprising its extreme points is
denoted by ext[IC(X;)]. As a consequence, infer-
ence does not yield a single posterior probability
but lower and upper probability bounds. Lower
and upper probabilities P and P obtainable for a
variable X; are respectively defined by Egs. 2 and
3.

P(X;) = min P(X;), 2)

T P(Xi)eext[(KX]

PXi) = P(X,L)Igé?ci([(}cxi] PX3), L)
In safety and security contexts, CNs are par-
ticularly useful when reliable statistical data are
scarce or when conservative risk estimates are re-
quired. By propagating probability bounds rather
than point estimates, they provide a more robust
basis for decision-making under severe uncer-
tainty.

3. Methodology

This section discusses the proposed methodology
and details its individual elements.

Ongoing maritime scenarios are often ambigu-
ous in their interpretation, such that safety and
security incidents cannot be reliably distinguished
based on individual observable indicators alone.
Instead, the distinction must be derived from the
combined effect of multiple contributing factors.

Accordingly, the primary objective of the pro-
posed methodology is to provide an expert-driven
probabilistic framework for distinguishing be-
tween safety and security incidents in ongoing
maritime situations. Given the diversity of oper-
ational environments in the maritime domain, a
single generic solution applicable to all scenar-
ios is not feasible. For instance, situations occur-
ring in offshore wind farms differ substantially
from those in port areas. The methodology is
therefore designed to enable the development of
environment-specific models tailored to the char-
acteristics of each scenario.

As discussed in Section 2, Credal Networks
(CNs) are a well-established and widely applied
approach for modeling situations characterized by
significant uncertainty in expert knowledge and
available information. Accordingly, the proposed
methodology focuses on the design of such CNs
for applications in the maritime domain.

The proposed methodology employs the Hu-
man-Technical-Environmental (HTE) categoriza-
tion Selin and Selin (2023). The human com-
ponent captures behavioral anomalies as well as
the willingness of involved actors to communicate
and cooperate. The technical component consid-
ers damage patterns, system malfunctions, and
their potential impact on maritime infrastructure.
The environmental component addresses exter-
nal physical and atmospheric influences within
the operational area, acknowledging that adverse
weather conditions or natural anomalies can con-
tribute to accidents or technical failures. This di-
vision into three components enables a structured
weighting of the various influencing factors and
supports the translation of causal relationships
into a more coherent probabilistic assessment.

This proposed methodology consists of follow-
ing steps.
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Context definition: This initial step defines the
overall setting in which the method will be ap-
plied. It includes specifying the location, iden-
tifying relevant infrastructure, assessing environ-
mental conditions, determining the types of actors
involved (e. g., vessels and/or aerial drones), and
considering technical aspects such as available
surveillance and communication systems, as well
as the applicable regulatory framework.

Identification of observable indicators: This
step focuses on identifying measurable quantities,
features, or observations that will be available for
scenario analysis. These indicators are grouped
into the following categories:

e Human, such as NoResponseToRadio,
indicating that involved actors are not
communicating, or AbnormalMovement,
indicating unexpected vessel movement.

e Technical, such as Nearbylnfrastructure,
indicating that relevant or critical infras-
tructure is located close to the event site,
or SystemlIntegrityFailure, indicating that
integrity checks of the surveillance sys-
tem have reported an error.

e Environmental, such as HighWaves, in-
dicating rough sea conditions near the
event site, or UndisclosedDepths, indi-
cating the presence of known but poorly
charted depths in the surrounding area.

Definition of intermediate causal factors: In
this approach, intermediate causal factors translate
observable indicators into higher-level situational
states that ultimately determine whether a safety
or security incident occurs. This final outcome is
driven by the intermediate factors Human, Tech-
nical, and Environmental. These factors, in turn,
receive causal input from additional intermediate
variables that are directly connected to the observ-
able indicators.

For example, the factor Technical receives
information from the intermediate factors Sec-
ondaryDamages and TechnicalAnomalies. These
are linked to the observable nodes Nearbyln-
frastructure and InfrastructureDestroyed, and Ra-
dioDisfunction and SystemlntegrityFailure, re-
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spectively.

The definition of the intermediate causal fac-
tors is closely tied to the design of the network
architecture, which naturally emerges from the
underlying causal relationships.

Elicitation of conditional probability tables
(CPTs): The CPTs of all nodes are parameter-
ized in a two-step process. First, the network is
treated as a Bayesian Network (BN), and the CPTs
are elicited using expert-driven methods® Fen-
ton and Neil (2018); Weber et al. (2012). Expert
assessments are based on the verbal-numerical
scale proposed by Renooij et al. Renooij and
van der Gaag (2002), which establishes a map-
ping between qualitative judgments and quanti-
tative probability values p € (0, 1), with Almost
impossible — p = 0, Improbable — p = 0.15,
Uncertain — p = 0.25, fifty-fifty — p = 0.5,
Expected — p = 0.75, Probable — p = 0.85,
Almost certain — p = 1. While more fine-grained
verbal-numerical scales, such as the one proposed
by Walley Walley (1996), could also be employed,
the quantification of probabilities in the context
of security events is inherently challenging. Us-
ing overly detailed scales therefore bears the risk
of assigning seemingly precise values without a
sufficiently reliable basis.

During this step, a confidence level is assigned
to each node and recorded as an uncertainty factor
u € (0,0.3). This factor ranges from very low un-
certainty (u = 0.05), low uncertainty (u = 0.1),
high uncertainty (v = 0.2), to very high uncer-
tainty (v = 0.3).The resulting uncertainty values
are then averaged across all expert assessments.

In the following step, the BN is transformed by
determining the respective ranges for each CPT
considering the uncertainty using following pro-
cedure.

Let X; be a discrete node with state space Xi =
Z1,...,%, and parent set Pa(X;). For a fixed
parent configuration 7 € X Pa(X;), denote the

2The methodology also allows for data-driven parameteriza-
tion; however, this is beyond the scope of the present work.
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corresponding row of the original CPT by

pr(m) = P(X; = 2 | Pa(X;) =7),

4
k=1,...,m, @
with the normalization condition
> pi(m) =1. (5)
k=1

for each state z;, the corresponding interval of
unnormalized weights is defined as

wi(m) € [pi(m) (1= %), m(m(1+ 3)]. ©

The uncertainty parameter u is halved to ensure
that the interval is applied symmetrically around
the nominal probability p;(7), so that the total
relative width of the interval equals w.

The corresponding credal set K(7) for a fixed
parent configuration 7 is defined as

K(r) = {q e Am-1 ‘ Sw e RY,:

w; € [pi(m)(1—4), pi(mA+%)], O

Wi .
qi:m,i_vlzlv"'vm .
Zj:le

where A™™! = {g € RZ : Y q; = 1} is the
probability simplex. -

In the case of binary nodes X, € {0,1}, this
simplifies to

Koin(m) = {a € A" | € [pu(m)(1 - 9),

®)
pi(m)(1+%)],q0=1—- Q1}-

4. Representative use case

The selected use case focuses on a vessel poten-
tially in distress within an Exclusive Economic
Zone (EEZ) and in close proximity to critical
infrastructure (CRITIS). A disabled vessel may
drift due to wind and currents or deploy its an-
chor as an emergency measure. Both situations
pose a potential threat to nearby infrastructure,
particularly submarine communication or power
cables. From a safety and security perspective,
such incidents require rapid risk assessment and
coordinated response measures to prevent acci-
dental damage and to evaluate the possibility of
intentional interference.

For validation purposes, the following four real-
world incidents have been selected.

Scenario 1 — C-Lionl: In November 2024, the
C-Lionl submarine data cable between Finland
and Germany was damaged. The exact cause
remained under investigation; authorities con-
sidered external impacts such as fishing equip-
ment or anchor drag, while political discus-
sions also raised concerns about possible hybrid
threats Mukherjee (2024).

Scenario 2 — Estlink-2: On 25 December 2024,
the Estlink-2 power cable and nearby telecommu-
nications cables in the Gulf of Finland were sev-
ered. Finnish authorities suspected that a tanker
had dragged its anchor across the seabed, leading
to investigations and temporary restrictions im-
posed on the vessel and its crew News (2024).

Scenario 3 — LVRTC cable: In January 2025, a
submarine data cable between Sweden and Latvia,
operated by Latvia’s State Radio and Television
Centre (LVRTC), was damaged in the Baltic Sea.
Although initial suspicion pointed to deliberate
sabotage, investigations later attributed the inci-
dent to anchor drag and poor seamanship under
adverse weather conditions Sytas and Ahlander
(2025).

Scenario 4 — TPECS: In January 2025, the ves-
sel Shunxing-39 was suspected of damaging a seg-
ment of the Trans-Pacific Express Cable System
(TPECS), an undersea fiber-optic cable linking
Taiwan to the U.S. West Coast. The damage was
reportedly caused by anchor dragging north of
Taiwan News (2025).

4.1. Credal Network Design

The generation of the CN started with the defini-
tion of the context. The incident side is placed in
open waters in an EEZ. Thus, ship traffic control
and surveillance is provided by maritime authori-
ties. Also, AIS must be turned on in case of vessels
with over 300 gross tonnage on international voy-
age and over 500 gross tonnage on national voy-
age, and all passenger ships. Furthermore, CRITIS
like data cables, pipelines, offshore wind farms
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and offshore HVDC converter platforms, are lo-
cated nearby.

Next, the observable indicators were identified
based on the HTE approach discussed in the pre-
vious section. With respect to the human factor,
affected actors may exhibit conspicuous behav-
ior through atypical movement patterns, repre-
sented by the indicator AbnormalMovement. A
lack of willingness to communicate or cooper-
ate may be reflected by the deactivation of the
AIS or by radio silence, captured by the indi-
cators AISoff and NoResponseToRadio. The in-
volvement of additional actors can be inferred
from the presence of unidentified vessels or actors
that are not part of maritime authorities in the
vicinity of the incident, represented by the indi-
cators UnidentifiedActorsNearby and NonOfficial-
sNearby. If these actors are also associated with
known critical states with respect to the EEZ state
(indicator CriticalStates) or past incidents (indica-
tor PastIncidents), the likelihood of classifying the
situation as security-relevant is further increased.

For the technical component, the focus is on in-
dicators that can be observed in ongoing situations
and do not require forensic analysis. The indicator
RadioDisfunction captures known disturbances of
radio communication in the vicinity of the in-
cident, while SystemlntegrityFailure reflects re-
ported malfunctions of the deployed surveillance
systems. Potential effects on nearby infrastructure
are considered in terms of secondary damage.
The indicator Nearbylnfrastructure reflects the
presence of relevant or critical infrastructure that
may be affected, whereas InfrastructureDestroyed
records reported damage or destruction of such
infrastructures.

For the environmental component, adverse
weather conditions are represented by the indi-
cators HighWaves, set to true for wave heights
exceeding 2.5 m; HighWind, set to true for wind
speeds above 25 m/s; and ExtremeWeather, which
reflects the presence of official weather warn-
ings Sill Torres et al. (2020). Natural hazards
and geographical characteristics are captured by
the indicators NaturalDisaster, based on official
warning information, and UndisclosedDepths, de-
scribed in Section 3.
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Based on the identified observable indica-
tors, intermediate causal factors were defined.
As a result, the node Human (state 1: criti-
cal/complicated) receives input from the nodes
AffectedActors (state 1: suspicious) and Other-
Actors (state 1: suspicious). The node Technol-
ogy (state 1: critical/complicated) depends on
SecondaryDamages (state 1: present) and Tech-
nicalAnomalies (state 1: present). Finally, the
node Environment (state 1: critical/complicated)
receives input from WeatherConditions (state 1:
critical/complicated) and NaturalAnomalies (state
1: pronounced). The resulting network structure is
shown in Fig. 1.

The CPTs were specified based on expert elic-
itation. The resulting credal sets, including the
quantified uncertainty assessments provided by
the experts, are presented in the Appendix.

4.2. Results and Discussion

The networks were implemented in Python us-
ing the pyAgrum framework. Inference was per-
formed with the LazyPropagation engine for BNs
and CNMonteCarloSampling for CNs. For each
scenario, the corresponding evidence was defined
based on a literature review. The resulting ev-
idence configurations are provided in the Ap-
pendix.

Table 1 and Fig. 2 present the posterior prob-
abilities and probability intervals of the node In-
cidentType obtained for both the CN and the BN
across the selected scenarios.

For all scenarios, the BN results lie within the
corresponding CN probability intervals, as ex-
pected. The credal approach thus provides a more
comprehensive assessment by explicitly quanti-
fying epistemic uncertainty and offering a range
of plausible outcomes rather than a single point
estimate.

Table 1.

tervals for the outcome security event.

CNmin CNmax BN
Scenario 1 0.71 0.94 0.85
Scenario 2 0.67 0.91 0.80
Scenario 3 0.60 0.81 0.72
Scenario 4 0.69 0.89 0.81

Posterior probabilities and in-
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Fig. 1.

Posterior probability of Node IncidentType

[ Scenario 4
] Scenario 3
| Scenario 2
[ Scenario 1
0 0,2 0,4 0,6 08 1
Probability
o CN *BN

Fig. 2. Posterior probabilities and intervals for the
outcome security event for the CN and BN

5. Conclusion

This work addressed the challenge of distinguish-
ing between accidental and deliberate maritime
incidents under conditions of early-phase uncer-
tainty. It introduced a decision-support frame-
work based on Credal Networks, enabling proba-
bilistic reasoning while explicitly accounting for
epistemic uncertainty. A representative use case
demonstrated the feasibility and practical rele-
vance of the proposed approach.
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Appendix A

This appendix presents the credal sets K deter-
mined for the use case in Section 4. Since all
variables are binary with state space {0, 1}, each
credal set is given as a vector of probability
intervals [P(X = 1), P(X = 1)], listed in
lexicographic order of the parent configurations.
Furthermore, the experts uncertainty « is added.

IncidentType (parents: Human, Envi-
ronment, Technology): I = ([0,0]; [0.795,0.684];
[0.150,0.130];  [0.666,0.574];  [0.312,0.268];

[0.968,0.833]; [0.473,0.407]; [0.860,0.740]), u =
0.15

Human (parents: AffectedActors, OtherActors):
K = ([0, 0]; [0.872, 0.768]; [0.872, 0.768]; [1.000,
0.937]), u = 0.13

Environment (parents: WeatherConditions, Natu-
ralAnomalies): IC = ([0, 0]; [0.787, 0.693]; [0.850,
0.750]; [1.000, 0.937]), v = 0.13

Technology (parents: SecondaryDamages, Tech-
nicalAnomalies): K = ([0, 0]; [0.881, 0.758];
[0.538, 0.463]; [1.000, 0.925]), v = 0.15
AffectedActors (parents: NoResponseToRadio,
AISoff, AbnormalMovement): IC = ([0, 0]; [0.425,
0.375]; [0.595, 0.525]; [0.904, 0.796]; [0.553,
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0.487]; [0.914, 0.806]; [0.872, 0.768]; [1.000,
0.937]), u = 0.13

OtherActors

(parents: Unidentified ActorsNearby, NonOfficial-
sNearby, PastIncidents, CriticalStates): I = ([0,
0]; [0.544, 0.456]; [0.337, 0.283]; [0.892, 0.748];
[0.544, 0.456]; [0.849, 0.711]; [0.751, 0.629];
[0.925, 0.775]; [0.609, 0.511]; [0.740, 0.620];
[0.870, 0.730]; [0.925, 0.775]; [0.849, 0.711];
[0.925, 0.775]; [0.925, 0.775]; [1.000, 0.912]),
u=0.18

WeatherConditions (parents: HighWaves, High-
Wind, ExtremeWeather): = ([0, 0]; [0.675,
0.565]; [0.609, 0.511]; [0.870, 0.730]; [0.892,
0.748]; [0.892, 0.748]; [0.892, 0.748]; [1.000,
0.912]), u = 0.18

NaturalAnomalies (parents: ExtremeWeather,
NaturalDisaster, UndisclosedDepths): IC = ([0, 0];
[0.825, 0.675]; [0.781, 0.639]; [0.935, 0.765];
[0.759, 0.621]; [0.935, 0.765]; [0.935, 0.765];
[1.000, 0.900]), u = 0.2

SecondaryDamages (parents: NearbyInfrastruc-
ture, InfrastructureDestroyed): K = ([0, 0]; [0.409,
0.352]; [0.914, 0.786]; [1.000, 0.888]), v = 0.15
TechnicalAnomalies (parents: RadioDisfunction,
SystemlIntegrityFailure): K = ([0,0]; [0.473,
0.4071; [0.666, 0.574]; [1.000, 0.888]), v = 0.13

Appendix B

This appendix presents the extracted evidence for
each of the 4 scenarios:

The variables are ordered as follows: Fq =
AlSoff, 5 = NoResponseToRadio, F/5 = Abnor-
malMovement, £, = UnidentifiedActorsNearby,
E5 = NonOfficialsNearby, g = PastIncidents, £
= CriticalStates, F's = HighWaves, Ey = High-
Wind, F1¢ = ExtremeWeather, F/;; = NaturalDis-
aster, F/15 = UndisclosedDepths, /13 = NearbylIn-
frastructure, 14 = InfrastructureDestroyed, F15 =
RadioDisfunction, E'16 = SystemIntegrityFailure.

Each scenario is
encoded as a vector (F1,..., Ejg) according to
the defined variable order. The value 0.5 denotes
no hard evidence.

Scenario 1: (1, 0.5, 1, 0, 1, 1, 1, 0, 0, O,
0,0, 1, 1, 0, 0.5).

Scenario 2: (0, 0.5, 1, 0, 1, 1, 1, 0, 0, O,
0,0, 1, 1, 0, 0.5).

Scenario 3: (0.5, 0, 0, 1, 1, 1, 1, 1, 1, 1,
0, 0, 1, 1, 0, 0.5).

Scenario 4: (1, 0.5, 1, 1, 1, 1, 1, 1, 1, 0,
0, 0, 1, 1, 0, 0.5



