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Moving Block (MB) railway signalling enhances railway capacity through dynamic train separation based on real-
time localisation and braking distances. These complex functional behaviours of MB systems, such as commu-
nication processes, and timing constraints, make safety assessment particularly challenging. Formal verification
techniques, in particular model checking, are increasingly adopted in industry to prove the correctness of such
safety-critical systems. However, to cope with the state explosion problem, verification models are often simplified,
reducing their accuracy and limiting their applicability to realistic operational conditions. To address this limitation,
we propose an integrated verification approach combining System-Theoretic Process Analysis (STPA) and Statistical
Model Checking (SMC). STPA is used to identify relevant causal factors and hazardous operational scenarios,
including disturbances such as delays and sensor errors, which are then explicitly incorporated into the formal
model. Safety properties are subsequently analysed under these realistic conditions using UPPAAL SMC.
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1. Introduction

Moving Block (MB) signalling systems, as in-
vestigated within the European Research pro-
grammes Shift2Rail and Europe’s Rail, constitute
a key evolution of railway traffic management
and control. Integrated into the European Train
Control System (ETCS), MB systems enable dy-
namic train separation based on real-time localisa-
tion and braking distances, allowing trains to run
closer together while maintaining safe separation
and increasing network capacity.

As MB systems are safety-critical, formal ver-
ification techniques are increasingly adopted to
analyse safety properties. However, when simpli-
fications (abstractions) are introduced during the
modelling of such complex systems, this can re-
duce the relevance of verification results in prac-
tice, especially where train positions are measured
continuously in real time. Limiting the model’s
behaviour can also inadvertently eliminate execu-
tions that are critical for safety analysis (Pakonen
et al., 2021).

In this paper, we address the problem of how
to systematically construct and analyse safety-
related operational scenarios in MB systems under

realistic operating conditions. In particular, we
investigate whether hazardous situations can be
reached when causal factors (CFs) are explicitly
taken into account.

To this end, we formalize safety-related scenar-
ios by analysing relevant CFs that could trigger
such hazardous situations using System-Theoretic
Process Analysis (STPA). STPA is used to iden-
tify safety-relevant disturbances and interactions,
which guide the construction of operational sce-
narios to be analysed. The identified CFs are then
explicitly incorporated into the formal model to
assess whether they can lead to hazards.

Verification is performed over bounded time
horizons corresponding to a single operational
mission, from the start of train movement un-
til all trains stop. This bounded-time analysis
enables the evaluation of system behaviour and
safety properties under specific temporal con-
straints, without requiring reasoning over infinite
mission durations. To cope with the combinato-
rial complexity of the behaviour space, UPPAAL
Statistical Model Checking (SMC) (David et al.,
2015) is used to analyse safety properties based
on a non-exhaustive, statistical exploration of ex-
ecution paths.
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Several work have explored the combination of
STPA and model checking as a means to sup-
port the analysis of safety-critical systems. Ab-
dulkhaleq and Wagner (2014) proposed, for in-
stance, an integration of STPA with SPIN model
checker, applied to an adaptive cruise control sys-
tem. However, their approach primarily focuses
on translating control safety constraints into ver-
ification properties, and does not address the anal-
ysis of hazardous scenarios and CFs identified in
the final STPA step. Tsuji et al. (2020) and Zhang
and Liu (2018) combined STPA with UPPAAL,
with application to a very specific Fixed Block
case. In these works, scenarios and CFs are used
to derive the properties to be verified, while the
analysis remains centred on the correctness of
control-command logic.

In contrast, the present work targets an ETCS
Moving Block system and extends our previous
study (Recta et al., 2025), in which the cor-
rectness of the control-command logic was al-
ready established. The considered system is char-
acterized by dynamic train separation and con-
tinuous onboard–trackside interactions. Beyond
control-logic correctness, the proposed approach
enables the systematic analysis of hazardous situa-
tion reachability under realistic operational distur-
bance scenarios, such as delays and measurement
errors.

The remainder of this paper is organized as
follows. Section 2 introduces the ETCS MB sig-
nalling system, recalls the formal model devel-
oped in our previous work, as the basis for the
present work, and outlines the safety assump-
tions. Section 3, presents the proposed STPA
verification-approach and its integration with sta-
tistical model checking using UPPAAL SMC.
Section 4 extends our previous work by analysing
hazardous situation reachability in scenarios de-
rived from STPA. Finally, Section 5, concludes the
papers and presents perspectives.

2. ETCS MB Signalling: Modelling, and

Safety-Related Assumptions

MB operation in the full MB variant of ETCS
(previously referred to as Level 3, now considered
within the scope of advanced Level 2 configura-

tions) envisages the utilisation of GNSS technolo-
gies (Global Navigation Satellite System) for au-
tonomous train localisation, relying on the avail-
ability of accurate and continuous train positions
without trackside detection devices. This satellite-
based localisation technology represents one of
the most promising solutions, enabling real time
and periodic transmission of a safe zone, referred
to as Movement Authority (MA), computed by
exploiting the estimated front-end and rear-end
positions.

Preliminary safety analyses for ETCS MB sys-
tems were conducted within the Shift2Rail X2Rail
projects (X2Rail-5, 2022). These analyses re-
sulted in the identification and classification of
hazards, together with potential mitigations and
links to system requirements, forming a basis for
the hazard log used in the railway safety assess-
ment process. In the subsequent R2DATO project
(Rail to Digital Automated , 2025), STPA was ex-
plored as a complementary approach to traditional
railway hazard identification techniques (e.g., Pre-
liminary Hazard Analysis) to capture hazards aris-
ing from interactions between system components
and operational conditions.

However, hazard logs used in railway safety
processes typically rely on expert judgement and
scenario-based reasoning. As a result, they do
not provide a formally grounded exploration of
safety-critical system behaviours, nor do they di-
rectly lead to precise, verifiable safety properties.

To support the formal analysis of MB systems,
our previous work developed a formal model of
the ETCS MB system using UPPAAL (Recta
et al., 2025). The model integrates train dynam-
ics, communication mechanisms, route and point
management, as well as train integrity supervi-
sion. Train integrity refers to the capability of
confirming that a train is complete and non-
fragmented, which is essential to correctly deter-
mine the rear-end position used in MA computa-
tion.

The model considers a scenario involving three
trains operating on different routes, as illustrated
in Figure 1, and is analysed under the Normal
Train Movement Use Case (NTM-UC). This use
case corresponds to nominal MB operating con-
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ditions, in which train integrity is periodically
confirmed and the driver follows the prescribed
speed profile.

Fig. 1. Three Following Trains Case

These conditions rely on several safety-related
assumptions, including the availability of accurate
train localisation, periodic confirmation of train
integrity, and reliable communication between on-
board and trackside components. Within this nom-
inal operating context, the model was shown to
satisfy key safety properties: the absence of track
overlapping and incorrect point (switch) positions.

In the present work, we extend this model by
explicitly introducing the causal factors identified
through STPA. This extension allows us to assess
whether safety-relevant disturbances and timing
effects identified through STPA are effectively
handled by the system, or whether they can lead
to hazardous situations, even in the absence of
explicit component failure.

The following section details the methodology,
starting with the application of the STPA steps.

3. STPA-Based Methodology

3.1. System-Theoretic Process Analysis
(STPA)

STPA is a modern safety analysis technique aimed
at identifying potential hazards within complex
systems (Leveson, 2012). The STPA method con-
sists of four main steps. In this section, the deriva-
tion of each step is defined based on the formal
model and applied to the train-following under
NTM-UC.

The first step of STPA defines the purpose of
the analysis by identifying relevant losses, haz-
ards, and safety constraints, as shown in Table 1.
In this study, this identification is grounded in the
R2DATO documents (Rail to Digital Automated
, 2025), where only Loss L-1 and Hazard H-1
are considered, together with their refined sub-

Table 1. Selected losses and hazards.

ID Description ID Losses

L-1 Loss of life or injury to people
on the train

H-1 Train does not maintain a safe
distance to other trains

L-1

H-1.1 Train deceleration is insufficient
H-1.2 Train deceleration is too late
H-1.3 Train passes over a point set in

the wrong position/direction

hazards H-1.1 to H-1.3.
This restriction is motivated by the focus of the

formal model on train movement dynamics under
NTM-UC. The model does not consider exter-
nal actors and conditions such as level crossings,
people outside the train, or environmental haz-
ards. Sub-hazard H-1.3 slightly differs from the
original R2DATO definition, as point behaviour
is assumed to be nominal, meaning that points
neither provide incorrect indications nor fail to
reach their commanded positions.

The second step of STPA consists of modelling
the system as a control structure that captures the
interactions among the components that are re-
sponsible for enforcing safety constraints. In this
study, the control structure is directly derived from
the MB system formal model architecture (Sece-
leanu et al., 2021), as all relevant elements such
as controllers, sensors, controlled processes and
communication links are explicitly represented.
Figure 2 provides a structure view of the control
actions and feedback mechanisms involved in the
MB system. It serves as a basis for the subsequent
identification of unsafe conditions and CFs in later
STPA steps.

After establishing the control structure, the
third step consists of identifying Unsafe Con-
trol Actions (UCAs), which are control actions
that can lead to hazards under specific conditions.
Formally, in the STPA handbook (Leveson and
Thomas, 2018), a UCA is defined as:

UCA = 〈Source + Type + Control Action +
Context + Link to Hazards〉

This structured representation ensures that the
context in which a control action becomes unsafe
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Fig. 2. MB control structure and Causal Factors

is explicitly captured. The UCAs were identified
following the four general types of unsafe control
actions: (1) not providing the control action leads
to a hazard, (2) providing the control action leads
to a hazard, (3) providing a potentially safe control
action too early, too late, or out of order, and
(4) the control action lasts too long or is stopped
too soon. Hence, based on the designated control
structure in the previous step, the UCAs identified
in this study are summarized below:

• UCA-1 (type 1 & type 3): Trackside does not
provide or provides MA with delay during
NTM-UC following train [H-1.1, H-1.2].

• UCA-2 (type 2): Onboard train controller pro-
vides wrong acceleration order during NTM-
UC following train [H-1.1, H-1.2].

• UCA-3 (type 2): Moving Block System sets
route for a train and moves points while an-
other train occupies the point section [H-1.3].

The last step of STPA focuses on identifying
loss scenarios, which describe the CFs leading
from UCAs to hazards. As pointed out in the
STPA handbook, two types of scenarios can be
considered: (a) scenarios explaining why unsafe
control actions occur, and (b) scenarios where
control actions are improperly executed or not
executed. In this study, only type (a) scenarios
are considered. Type (b) scenarios are addressed

through other analyses and fall outside the scope
of the technological novelties of the MB system.
The following CFs represent possible causes of
type (a) loss scenarios identified through the con-
trol structure, as shown in Figure 2.

• CF1: The onboard unit does not receive MA or
receives the MA command from the Trackside
with a delay.

• CF2: The onboard unit receives feedback from
sensors with a delay.

• CF3: The onboard unit unit receives erroneous
feedback from sensors (measurement inaccu-
racies).

In the end, based on these CFs, the type (a) loss
scenarios for each UCA are defined as follows:

• Scenario 1: Communication loss or delay be-
tween ETCS trackside and onboard causes the
trackside either not to provide the MA or to
provide it late [UCA-1], resulting in the train
failing to maintain a safe distance to other
trains [H-1.1, H-1.2].

• Scenario 2: Sensor delay causes the onboard
train controller to apply incorrect acceleration
while following another train [UCA-2], result-
ing in unsafe train separation [H-1.1, H-1.2].

• Scenario 3: Sensor measurement error causes
the onboard train controller to apply incor-
rect acceleration while following another train
[UCA-2], resulting in unsafe train separation
[H-1.1, H-1.2].

• Scenario 4: Sensor measurement error causes
the ETCS trackside to incorrectly assume the
point is clear [UCA-3], resulting in a route
with a different point position being set while
another train occupies the point section [H-
1.3].

These loss scenarios establish explicit causal
links between UCAs and their underlying causes,
providing a structured basis for their formal anal-
ysis using model checking techniques.

3.2. Model Checking Integrated Safety
Analysis

UPPAAL SMC extends UPPAAL with Statisti-
cal Model Checking (SMC) facilities to improve
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scalability by using simulation based techniques
instead of exhaustive state-space exploration. It
supports the probabilistic analysis of networks of
priced timed automata, enabling the evaluation of
time-bounded and probabilistic properties. In this
study, UPPAAL SMC is used to analyse the loss
scenarios derived from STPA because it supports
temporal modelling, modularity, and parametriza-
tion, aligns with our prior experience.

Fig. 3. Integration of STPA and UPPAAL

The integration of STPA and UPPAAL pro-
posed in this work is illustrated in Figure 3.
First, it shows how hazardous conditions identi-
fied through STPA are formalized as verification
safety-related properties in UPPAAL. This for-
malization is presented in Table 2. Properties P1
and P2 check for train overlap and positions ex-
ceeding the authorized limit (MA). If one of these
properties is reachable, it implies that hazardous
states H-1.1 and H-1.2 can occur. Property P3
checks for unsafe point movement, which implies
that H-1.3 can occur. Second, this formalization
is used to verify the extended model, into which
the CFs derived from STPA are introduced, using
SMC.

4. Verification of Loss Scenarios

In this section, the loss scenarios identified
through STPA are analysed by introducing CFs
derived from STPA into our formal model. The
four scenarios identified through STPA are ver-

ified using safety-related properties in UPPAAL
SMC to examine whether disturbances caused by
these CFs can lead to hazardous conditions.

Properties in UPPAAL SMC are specified using
queries of the form Pr(ϕ), which determines the
number of simulation runs required to estimate
the probability p within an approximation interval
[p−ε, p+ε] with a confidence level of 1−α, where
ε denotes the probability uncertainty and α repre-
sents the probability of false negatives. Based on
this formulation, probabilistic verification in this
paper uses the following query:

PR[LOC AbsT ime ≤ 600](♦(Property))

where properties are defined in Table 2.

Table 2. UPPAAL Hazardous Event Formalization

No. UPPAAL Property Hazard ID

P1 <>TS TSM0.Overlap ||

TS TSM1.Overlap ||

TS TSM2.Overlap

[H-1.1,
H-1.2]

P2 <>TS MA0.Overshoot ||

TS MA1.Overshoot ||

TS MA2.Overshoot

[H-1.1,
H-1.2]

P3 <>TS PM0.PointIncorrect ||

TS PM1.PointIncorrect

[H-1.3]

Before analysing the loss scenarios, we first re-
verify model correctness behaviour under NTM-
UC, i.e. in the absence of CFs. All properties
P1, P2, and P3 were found to be unreachable,
with an estimated probability of 0 within the con-
sidered confidence bounds over 368 simulation
runs, which confirms the correctness of the base
MB system model logic. Next, we verify the four
scenarios. In cases where such verification results
show probabilities greater than zero, possible mit-
igation strategies are also discussed.

In this paper, all UPPAAL SMC parameters are
set to ε = 0.01 and α = 0.05, with the time
frame limited to 600, s, by which time all trains
reach a stationary statea. All experiments were
performed on an Intel Core i7-10610U CPU (4

aThe UPPAAL models developed for this work
can be found at https://gitlab.univ-eiffel.fr/
julie.beugin/ETCS-Moving-Block-System.
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cores, 8 logical processors) with a base frequency
of 1.8 GHz.

4.1. Scenario 1

To model the communication delay and loss be-
tween the ETCS trackside and onboard unit, we
refer to (Carnevali et al., 2015). However, since
this disturbance is modelled using Petri nets, an
equivalent automaton must first be derived. Once
obtained, the resulting disturbance model is inte-
grated into our original model. The corresponding
communication expiration probabilities are sum-
marized in Table 3 and are consistent with the
results reported in the referenced work.

Table 3. Probability of communication expire in
UPPAAL Model.

Expire
time (s)

Probability (95% CI) Computing
time (s)

12 0.1875± 0.0099 1086.702
15 0.0118± 0.0097 1524.893
18 0.0072± 0.0067 226.783

After implementing the communication error
model, safety verification using UPPAAL shows
that, despite communication delays and losses be-
tween controller A (trackside) and controller B
(onboard), the safety of the MB system is not com-
promised. Specifically, P1 and P2 are not reach-
able (Table 4), confirming that the MA issued
by the trackside always safe with respect to the
positions of other trains and the system does not
reach hazards H-1.1 and H-1.2.

Table 4. Reachability probabilities of properties
under Scenario 1.

Prop.
No

Prob. (95% CI) Occurrence
/ Nb. Runs

Computing
time (s)

P1 ≤ 0.0099 0/368 86.307
P2 ≤ 0.0099 0/368 82.289

4.2. Scenario 2

To verify this scenario, the causal factor related
to sensor delay is explicitly modeled. Instead of
using the true train position, the onboard sys-
tem receives a delayed position measurement. The

corresponding automaton model is parameterized,
allowing the maximum delay value to be varied
during verification.

After the verification process, with results
shown in Table 5, the results indicate that mea-
surement delays lead to train position overshoot
beyond the permitted area. Although no train over-
lapping (P1) is observed, the reachability of P2
constitutes a violation of hazard conditions H-1.1
and H-1.2.

Table 5. Reachability probabilities of properties
under Scenario 2.

Prop.
No

Maximum
Delay

Probability
(95% CI)

Occurrence
/ Nb. Runs

Computing
time (s)

P1
30ms ≤ 0.0099 0/368 574.49
40ms ≤ 0.0099 0/368 473.736
50ms ≤ 0.0099 0/368 619.182

P2
30ms ≤ 0.0099 0/368 784.749
40ms 0.6880±

0.0099
5815/8451 10401.83

50ms 0.9854±
0.0082

848/859 1173.008

To mitigate the impact of delays in the presence
of sensor feedback, appropriate controller adjust-
ments can be introduced. A simple mitigation
strategy consists in adding a safety margin to the
speed supervision control. For example, assum-
ing a maximum GNSS sensor delay of 100ms,
a straightforward calculation shows that such a
delay may result in a maximum position over-
shoot of margin M = 0.1 (s) · Vmax (m/s). When
this value M is fully accounted for in the safety
margin, the verification of P1 and P2 yields no
observed hazardous occurrence.

4.3. Scenario 3

For MB operation in ETCS, GNSS can be used,
either standalone or in combination with other
onboard localisation devices.

In this subsection, the GNSS sensor error data
and methodology of sensor fusion are modelled
according to (Beugin et al., 2018). First, the GNSS
measurement is modelled with errors derived from
the reference, reflecting realistic operational per-
formance, as shown in Figure 4. Using this sensor
error model, safety verification is performed with
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UPPAAL to check whether defined safety proper-
ties are reachable.

Fig. 4. GNSS error of Trains 0, 1, and 2

In this scenario, the results shown in Table 6
confirm that GNSS-based positioning alone is not
sufficiently reliable for MB operation, as overlap-
ping and overshoots consistently occur.

Table 6. Reachability probabilities of properties
under Scenario 3.

Prop.
No

Prob. (95% CI) Occurrence
/ Nb. Runs

Computing
time (s)

P1 ≥ 0.99 368/368 107.259
P2 ≥ 0.99 368/368 76.809

One well-known solution to address this limi-
tation is to use sensor fusion techniques, partic-
ularly by combining GNSS measurements with
an odometer subject to 5% error of the travelled
distance. The odometer is periodically reset by
physical trackside balises, reducing measurement
errors and improving position accuracy. The anal-
ysis in Table 7 shows the reachability probabilities
after implementing a simple sensor combination
with a Kalman filter, where the odometer sensor is
reset every kilometre, in UPPAAL model.

Table 7. Reachability probabilities of properties
under Scenario 3 combining GNSS with other
sensors.

Prop.
No

Prob. (95% CI) Occurrence
/ Nb. Runs

Computing
time (s)

P1 0.6395± 0.01 5778/9035 4039.75
P2 0.1855± 0.01 1127/6080 2939.916

Nevertheless, the results show that the probabil-

ities for both safety properties P1 and P2 remain
relatively high. This reflects a major challenge
in implementing autonomous localisation systems
in MB system, which remains an open research
problem. The current formal model also does not
explicitly represent position uncertainty, such as
underestimation and overestimation intervals de-
rived from measurement confidence levels.

4.4. Scenario 4

Unlike the sensor delay case, Property P3 may be-
comes reachable when sensor measurement errors
are introduced. In the sensor delay scenario (sce-
nario 2), the train cannot be incorrectly perceived
as having already left the point region while it is
still occupying it. This is not the case for sensor
measurement errors that may cause the perceived
train position to deviate from the true position in
both directions.

To evaluate reachability of P3 and estimate the
associated probabilities, the same GNSS model
(with errors) from the previous scenario is first
applied. The behaviour of the following train is
then simulated under different route-setting times.
We consider only two following trains, where the
route-setting time for the leading train (Train 0)
is fixed at 0 s. In this setting, several route-setting
times for the following train (Train 1) may lead
to hazardous situations for the leading train, as
shown in Table 8, since there is a chance that
the point is commanded to move while its zone
is still occupied or reserved by the leading train
(Train 0). Additionally, finding situation where
this hazard occurs is quite tricky, as it requires
identifying the suspicious timing set, reducing the
simulation uncertainty ε to 10−4, and shortening
the time frame to 150 s instead of 600 s, since
only the time frame up to when the point moves
is relevant rather than the entire simulation until
the train stops.

In this Scenario 4, safety again strongly de-
pends on the accuracy of train localisation. An
alternative mitigation strategy is to introduce ded-
icated train detection systems in critical areas,
such as point regions. Since points are safety-
critical assets, localised detection can provide an
additional layer of protection that is independent
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Table 8. Reachability probability of property P3
under Scenario 4.

Train 1
setting
time (s)

Prob. (95% CI) Occurrence
/ Nb. Runs

Compu-
ting
time (s)

134 ≤9.9e−5 0/36887 3416.974
135 6.12e−5 ±6.07e−5 1/45714 3869.408
136 6.12e−5 ±6.07e−5 1/45714 3749.695
137 9.97e−5 ±7.53e−5 5/66678 5667.463
138 ≤9.9e−5 0/36887 3363.312

of continuous train position estimation.

5. Conclusion and Future Work

In this paper, safety-related operational scenarios
that could potentially lead to hazardous events in
an ETCS MB system were derived using STPA
and analysed using UPPAAL SMC. These scenar-
ios are characterized by casual factors that are ex-
plicitly introduced into the formal model. Despite
the control-command correctness already proven
for NTM-UC in our prior work, the verification
results show that some potential hazardous situ-
ations are reachable under specific combinations
of disturbances and timing conditions, highlight-
ing the relevance of the proposed STPA-driven
verification approach for analysing safety-critical
behaviour in MB systems. The results also indi-
cate that achieving very small uncertainty levels
(e.g., 10−4 or 10−5) may require significant com-
putational effort, signifying a trade-off between
realistic model checking and computational cost
in SMC verification.

As future work, the proposed approach could be
extended to more detailed functions such as speed
supervision and train position confidence inter-
vals. It could also be implemented in other model
checking tools to benchmark the performance of
reachability analysis for such complex systems.
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